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ABSTRACT: This paper proposes a pseudo random num-
ber generation algorithm based on cellular neural networks.
It used the hyper-chaos characteristics of the cellular neu-
ral networks and sets the appropriate parameters to gen-
erate the pseudo random number. The experimental re-
sults show that, compared with other similar algorithms,
this algorithm has the characteristics of simple opera-
tion, low complexity, large key space, and good random-
ness. It can meet the needs of secure communication
and network information security, which has good appli-
cation prospects.
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1. Introduction

The random number has an important effect on the data
encryption, network information security, image commu-
nication and satellite navigation. Studying the algorithm
which cangenerate the random number with high
randomnessis becoming an important topic of informa-
tion security. At present, some common algorithms such
as taking the middle number or the congruence method.
Because of the generation circle of the pseudo random
number depends on the initial values, The statistical per-
formance of these pseudo random numbers is not per-
fect!>?l. Some other method such as shift registered se-
quence generator and compound prime number genera-
tor also have weak random performance®*. Bo proposed
a random sequence algorithm based on knight cruising,
which can achieve good randomness, but the knight cruis-

ing path is complex!®. Han proposed an algorithm to gen-
erate the pseudo random number based on the discrete
chaotic synchronization system, and Dong proposed an
algorithm to generate the pseudo random number based
on the cellular neural networks®7, Both of these two al-
gorithms use multiple chaotic iteration to generate pseudo
random numbers. Although they can obtain high perfor-
mance pseudo random sequences, they also have some
problems such as computational complexity and low uti-
lization because of multiple chaotic iterations. In addi-
tion, there are also some other algorithms to generate

Journal of Digital Information Management

0 Volume 18 Number 4 O August

2020 151



pseudo random number based on high dimensional cha-
otic. Wang!® generated a pseudo random sequence of
good random performance by using a three-dimensional
Lorenz system. Qi designed a pseudo random number
generator using the discrete hyper chaotic mapping sys-
tem. Although these methods can increase the key space,
the weakness is that its cycle is short.

With the purpose of generating pseudo random sequences
according to high random performance. We propose an
algorithm to generate pseudo random numbers based on
the Cellular Neural Networks. It used the hyperchaos char-
acteristics of the Cellular Neural Networks to produce six
dimensional chaotic random sequence in high perfor-
mance. The pseudo-random sequence which is gener-
ated by this algorithm is fast and has non repetitive. The
experimental results show that these pseudo random
sequences had the characters such as the strong sensi-
tivity of the initial value, the key space are large, the speed
is fast and can meet the requirement of the detection
standard of the National Institute of Standards and Tech-
nology (NIST).

2. The Cellular Neural Networks (CNN)

The Cellular Neural Networks was proposed by
L.O.Chual*?. Its basic unit are cells, which are arranged
in a planar 2-D lattice. CNN’s unique characteristic that
sets it apart from other types of neural network is local
connectivity; each cell only have connections to cells within
its neighborhood. Denoting the cell at row i and column j

as Cij, its neighborhood can be defined as
Nij(r):{Cablmx(la—il, b=jh<r,1<a<M,1<b<N} (1)

Where 1<i<M, 1<j<N,ris the radius of the neighborhood
of cell Ci]., and C_ is the neighbor cell of cell Cij.

A cell is composed of a circuit which can be modeled by
the first order nonlinear differential equation.

dxij(t)_ Xij(t)
dt R

+ X )+ X B,u,+I. (2
k,IeNu(r)Aklykl() K IeN, r)klukI ] @

(
i

Where X; is a state variable, y,, the outputs of cells, u, is

the input of cells, Cand R are system constants, Iij is the
threshold, A is the feedback parameter matrix and B is
the control parameter matrix. The subscripts after the ma-
trices in the equation denote the matrix elements. The
behavior of CNN is defined by these parameter matrices.
Finally, the output equation of CNN is given by

Y,0 =5 (b, (0 + 2~ b (0~ 1) = () €

In order to get chaotic sequences to be used for encryp-
tion, we utilized a 6-units CNN. Since this is a small size,
the neighborhood was defined to be the entire network.

The challenge was to discover the proper values for the
parameter matrices A, B and | that give rise to chaotic
state evolution. In order to get these values, we set the
system constants to C=1and R =1, then performed a
grid-based parameter search. One parameter set that we
discovered that give rise to chaotic state evolution is shown
in (4).

A=0excepta,, =404;1=0;0

0 0 1 12 0 0o
0 2 1 0 0 0
go 1 20 0 0 0 |
® 0 0 % 1 1
0 0 5 0 1 0
0 0 0 5 0 12

Substituting (3) and (4) into (2) and simplifying, we ob-
tained the following state evolution equations for each of
the 6 cells in the network. Note that we dropped the sec-
ond subscript and simply use a single subscript to de-
note the different cells of the network.

ﬁ=—)c‘—1.2"‘x4
dt
ﬁ—Z*x,-!-x,
dt i
s e —12%x,
) dt ©
%:92*)@—95*x4+x5—x6+202*(|x4+1|—|x4—1|)
t
dxg
—=5%y,—x
a’t 3 5
ﬂ—S*r‘i—lZ*xf
dt

Using (5), the Lyapunov exponents of this system are -
0.3824, 0.1283, 0.1596, -0.3995, -1.3580, -0.5473 respectively.
There are two positive values in these Lyapunov expo-
nents ,which means that this system is hyperchaotic
system. The step-size parameter h can be chosen freely
to a small value, which we set at 0.005. The initial value of
X (where i =1, 2...6) can be set to arbitrary values, each
with any number of digits (up to machine precision). The
initial state is the seed that starts the generation of cha-
otic sequence from the evolution of x. As long as the
parameters given in (4) is used. As an example, when the
initial state is set as x,(0) = 0.1, x,(0) = X,(0) = x,(0) =x.(0) =
%,(0) = 0.2; the CNN generates chaotic attractors as shown
in Figure 1. In the actual application, the above seven
parameters (x (i =1, 2...6) and h) can be set to any digit
length value, it can greatly increases the key space.
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Figure 1. Some chaotic attractors generated by the 6D CNN

The Figure 1 shows that the CNN system can generate
chaotic system with the appropriate parameters. These
chaotic systems had the characteristic such as ergodic-
ity, boundedness and strong randomness. Which can be
used for the secrecy communication.

3. The Method of Generating Pseudo Random Number

Because the Cellular Neural Networks has good perfor-
mance of chaotic characteristics, the pseudorandom num-
ber which is generated by the Cellular Neural Networks
depends on the key x (i =1, 2...6) and step size h. In order
to avoid the chaos degradation caused by the finite preci-
sion, the six output data from the iteration set as the
feedback for the new input values each time to obtain the
pseudo random number with good performance. The main
steps to generate pseudorandom numbers are as follows.

1. set the constant coefficient value of the Cellular Neural
Networks system, step size and other initial parameters
values (x). These seven parameters (x and h) are also
being as the key of the Cellular Neural Networks system,
they can be set as any number of arbitrary digits.

2. After iterate the formula (5) several times to eliminate
the initial effect. The formula (5) iterated once again, which
can obtain six output values. These six values are taken
as the values of the first sequence. {x, (K), X,(K), X;(K), X,(K),

x(K), x,(K) |k=0,1,2, ..}.

3. Take the above six output values set as the new input
value x (i =1, 2...6) for the Cellular Neural Networks sys-
tem, and then iterate again.

4. According to the length of the pseudorandom sequences
in practical application, repeat the above step 3 to get the
final pseudo random sequences.

4. Security Analysis
4.1 The Key Space Analysis

With the purpose of resisting the enumerated attack, the
key space for generating the pseudo random sequence

should belarge enough. Our method used the different
initial values (x and h) to obtain the different pseudo
random sequences. In this algorithm, the seven param-
eters (x,and h) can be set as any number of arbitrary
digits. Its key space depends on the actual precision of
the computer. Suppose that a 64 bit computer is used,
the key space can be reached to 7 x 2%, The key space
are very large, which can effectively to resist exhaustive
attack.

4.2 The Randomness Analysis

According to the randomness testing method which is
proposed by the NIST800-22*Y, The pseudo random se-
quence generated by this algorithm is tested for compre-
hensive way. Every test will get one P_value. When the
test result to satisfy P_value> 0.01, it is considered that
the sequence is random in the test. When the test result
to satisfyP_value < 0.01, the sequence is considered as
nonrandom in the test. We used the sts-2.1.1 software for
testing these six groups chaotic sequences’ random-
ness which was generated by this algorithm. The test
results are shown in Table 1.

From the test results of Table 1, it shows that in each test
result, the conditions are satisfied (P_value > 0.01), the
sequences generated by this algorithm can satisfy the
NIST completely , which means that this sequence is
randomness.

4.2 Analysis the Effect of Image Encryption

The pseudo random sequence is widely used in secure
communication. We use the pseudo random sequence
which was generated by this algorithm for image encryp-
tion, the encrypted method used the image pixel XOR
and position scrambling. The test 8bit gray image is the
Lena and Cameraman image. The cipher image and the
histogram of the cipher image are shown in Figure 2.

The pseudo random sequence generated by this algo-
rithm is applied to image encryption, and compared with
other algorithms. The number of pixel changed ratio
(NPCR) and the information entropy (IE) is shown in Table
2.
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Test Type Testvalues Testvalues Testvalues Testvalues Testvalues | Testvalues
(group 1) (group 2) (group 3) (group 4) (group 5) (group 6)
Frequency 0.7058 0.6140 0.7973 05761 08713 0.4654
Block Frequency 0.8376 0.7723 09755 0.5001 0.8357 02108
Cumulative Sums 06782 05861 0.7132 06045 06878 03328
Runs 0.6023 0.6023 0.6023 0.6023 0.6023 0.6023
Rank 04019 0.2453 04019 0.2453 04019 0.2453
Discrete Fourier 01742 0164 0.0565 0.2036 04132 0.1655
Transform
Overlapping Template |  0.3061 02101 02101 03061 02101 02101
Matching
Universal Statistical 05046 04578 0.3451 0.1979 0.2451 0.0824
Approximate Entropy 02804 02021 03328 01051 03670 0.3206
Random Excursions 0.2825 0.3032 0.3216 02344 0.3542 02043
Variant
Serid 05088 0.4508 0.4960 0.3898 0.3445 0.3034
Linear Complexity 06125 05215 0.2074 04637 05032 0.2188

Table 1. Thetest resultsfrom NIST800-22

@ 00 150 a0 - s — - ] ] ) 158 20 0

(b) The histogram of original (c) Thecipher image (d) The histogram of cipher
image image

] 100 150 Fol o]
(e) The cameraman original (f) The histogram of original (g) Thecipher image (h) The histogram of cipher
image image image

Figure 2. The pseudo random sequence generated by this algorithm is used for image encryption effect
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Algorithms NPCR IE
The Reference[12] method 09932 7.989
Lena (256 x 256) The Reference[13] method 09953 7.989
Our method 0.9960 7.991
The Reference[12] method 0.9938 7.988
Cameraman (256 x 256) | TheReference[12] method 0.9938 7988
Our method 0.9961 7.992

Table 2. Theimage encryption effect by using different algorithms

The Table 2 shows that using our algorithm for image en-
cryption, the number of pixel changed ratio (NPCR)and
information entropy (IE) are greater than other algorithms.
Which means that the pseudo random sequence obtained
from the Cellular Neural Networks has good applicability
and can resist statistical attacks well.

5. Conclusion

In this paper, we proposed a new pseudo random number
generation method which is designed by using the hyper
chaotic system of six dimensional Cellular Neural Net-
works. It adjusted the initial input value of the Cellular
Neural Networks system automatic iterated many times
to obtain the pseudo random number. Compared with other
algorithm by using the Cellular Neural Network system
and Logistic mapping together to generate pseudo ran-
dom numbers, this algorithm is simple and has the char-
acter of low complexity. At the same time, these pseudo
random sequences generated by our algorithm shows that
it has large key space and perfect randomness. The ex-
periments show that this algorithm can be applied to se-
cure communication very well, and it can meet the needs
of network information security and expand the applica-
tion of chaotic system in cryptography.
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