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AbstrAct: In practice, we usually require a key agreement 
protocol to establish a common secret key for enciphering/
deciphering messages. Now, most protocols can establish n2 
common secret keys in a single round of messages exchange. 
In this paper, we shall propose an extended proto col to establish 
2n2 common secret keys in a single round. The proposed protocol 
is based on bilinear pairings. Moreover, the correctness, security, 
and efficiency of our proposed protocol are presented. 
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1. Introduction 

Two communicating parties can communicate with each other 
privately by using conventional symmetric-key cryptosystems 
such as the AES [1]. The two communicating parties have a 
common secret key to encrypt and decrypt their communicated 
messages by using symmetric-key cryptosystem. However, how 
do two parties securely obtain the common secret key between 
them in Internet? This can be solved by using Diffie-Hellman key 
exchange protocol [2]. However, the original Diffie-Hellman key 
exchange protocol does not support the authentication between 
the two parties as a result of the man-in-the-middle attack [3, 
4]. Since then, Menezes, Qu, and Vanstone [5] proposed the 
first important key agreement protocol, which is also called the 
MQV protocol, to sign a signature for the Diffie-Hellman public 
keys without using a one-way hash function. And the MQV 
key agreement protocol has become a standard adopted by 

IEEE P1363 [6]. 

1.1 Related Work 
Based on the MQV protocol, Harn and Lin proposed a 
generalized multiple key agreement protocol [7]. It enables 
two communicating parties to establish n2

 
common secret keys 

if they send n Diffie-Hellman public keys in a single round of 
message exchange. To avoid the known key attack [8], the 
Harn-Lin protocol adopted no more than n2

 
− 1 common secret 

keys. However, Yen and Joye showed that the Harn-Lin protocol 
cannot resist a forgery attack and proposed an improved 
protocol [9]. Later, Wu et al. showed that the Yen-Joye protocol 
still cannot withstand a forgery attack [10]. Therefore, Hwang 
et al. proposed an improved Yen-Joye protocol to overcome its 
weakness [11]. In 2001, Harn and Lin [12] modified their protocol 
to withstand the forgery attack, but their protocol still limits that 
only n2

 
− 1 common secret keys to be adopted between two 

communicating parties. 

In 2002, Tseng [13] proposed a robust generalized multiple 
key agreement protocol. It enables two communicating par-
ties to establish n2

 
common secret keys if they send n Diffie-

Hellman public keys in a single round of message exchange. 
In addition, his protocol can avoid the known key attack if two 
parties use all shared n2

 
common secret keys. Tzeng claimed 

that his protocol is robust against the forgery attack and the 
known key attack. Unfortunately, Shao showed that Tzeng’s 
protocol is insecure against the forgery attack and then pro-
posed an improved authenticated multiple key agreement 
protocol to resist the attack [14]. However, in 2007, Shim 
showed that Shao’s improvement is also insecure [15]. In 
2008, Lee et al. proposed two new multiple key agreement 
protocols based on elliptic curves and bilinear pairings [16]. 
The first protocol is based on elliptic curves. It is more ef-
ficient than [12, 17, 18] and it can achieve the same security 
with smaller key size. And the second protocol is based on 
bilinear pairings. It can keep the same properties of previous 
protocols. The available number of shared common secret 
keys is more than that in [12, 17, 18]. In other words, it allows 
two parties to establish n2

 
common secret keys if they send 

n Diffie-Hellman public keys. 

Until to now, all researches study on how to establish n2
 
com-
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mon secret keys by sending n Diffie-Hellman public keys in a 
single round of message exchange. In this paper, the authors 
shall propose a generalized multiple key agreement protocol 
based on bilinear pairings. It allows two communicating parties 
to establish 2n2

 
common secret keys in a single round. 

1.2 Organization of This Paper 
The organization of this paper is as follows: In Section 2, the 
bilinear pairings is first review. Then, we propose our protocol 
based on bilinear pairings in Section 3. In Section 4, the 
correctness, security, and efficiency of our proposed protocol 
are discussed. Finally, our brief conclusion is in Section 5. 

2. Bilinear Pairings 

Let G1 be a cyclic additive group of prime order q, and G2 be 
a cyclic multi plicative group of the same order q, and e : G1 × 
G1 → G2 be a pairing which satisfies the following properties 
[19, 20]: 

1. Bilinear: 

e(P1 + P2,Q)= e(P1,Q)e(P2,Q), 

e(P, Q1 + Q2)= e(P, Q1)e(P, Q2), 

e(aP, bQ)= e(P, Q)ab
 
, 

where for all P, P1,P2, Q, Q1,Q2 ∈ G1 and a, b ∈ Zq
∗. 

2. Non-degenerate: If P is generator of G1, then e(P, P ) ≠ 1. 

3. Computable: There is an efficient algorithm to compute e(P, 
Q) for all P, Q ∈ G1. 

The security of bilinear parings is based on diffculty of the com-
putational Diffie-Hellman problem and bilinear Diffie-Hellman 
problem which are defined as follows [19, 20]: 

1. Discrete Logarithm Problem (DLP): Given P and Q ∈ G, to 
find an integer n ∈ Zq∗, such that Q = nP . 

2. Decision Diffie-Hellman Problem (DDHP): Given P, aP, bP, and 
cP, to decide whether c = ab mod q, where a, b, and c ∈ Zq

∗. 

3. Computational Diffie-Hellman Problem (CDHP): Given aP , 
and bP , to compute abP , where a, and b ∈ Zq

∗
 
. 

3. The Proposed Protocol 

In this section, we shall propose a generalized multiple key 
agreement protocol, which is based on bilinear pairings, to 
enable two communicating parties to establish multiple common 
secret keys in a single round of message exchange. We divide 
our generalized protocol into two subsection to explain our 
general ized protocol, respectively. In Section 3.1, we shall 
show that eight (2×22

 
= 8) common secret keys are generated 

by sending two Diffie-Hellman public keys. In Section 3.2, we 
shall show that eighteen (2 × 3

2 
= 18) common secret keys are 

generated by sending three Diffie-Hellman public keys. From 
these presen tations, it is easily seen that our generalized 
protocol can share 2n2

 
common secret keys by sending n Diffie-

Hellman public keys. 

3.1 In Sending Two Diffie-Hellman Public Keys 
In this subsection, we shall propose a multiple key agreement 
protocol to es tablish eight common secret keys between two 
communicating parties. Now, we suppose that Bob and Alice 
want to establish eight common secret keys by sending two 
Diffie-Hellman public keys. Let XA/XB ∈ Zq

∗ and YA /YB(= XAP/XBP ) 
be Alice’s/Bob’s long-term private key and long-term public key. 

Alice and Bob can perform the following steps to establish eight 
common secret keys. 

1. Alice selects two short-term random numbers a1 and a2 ∈ 
Zq

 

∗, and com putes TA1 = a1P and TA2 = a2P . Let KA1 and KA2 be 
the x-coordinate values of TA1 and TA2, respectively. Then, Alice 
can generate her signa ture SA as follows: 

SA =(a1KA1 + a2KA2)TA1 + XATA2.  (1) 

Alice then sends the messages (TA1,TA2,SA, Cert(YA)) to Bob. 

2. In the similar way, Bob also selects two short-term random 
numbers b1 and b2 ∈ Zq

∗, and computes TB1 = b1P and TB2 = b2P . 
Let KB1 and KB2 be the x-coordinate values of TB1 and TB2, respec-
tively. Then, Bob can generate his signature SB as follows: 

SB =(b1KB1 + b2KB2)TB1 + XBTB2.  (2) 

Bob then sends the messages (TB1,TB2,SB, Cert(YB)) to Alice. 

3. Alice verifies the authenticated messages (TB1,TB2,SB, Cert(YB)) 
from Bob. Firstly, Alice takes out the x-coordinate values KB1 
and KB2 from TB1 and TB2, respectively. Then Alice verifies the 
equation 

e(SB,P) =?e(KB1TB1 + KB2TB2,TB1)e(TB2,YB).  (3) 

If it is correct, Alice can generate the eight common secret 
keys as follows: 

K1 = e(a1TB1,YA + YB), 

K2 = e(a1TB2,YA + YB), 

K3 = e(a2TB1,YA + YB), 

K4 = e(a2TB2,YA + YB), 

K5 = e(a1TB1,XAYB), 

K6 = e(a1TB2,XAYB), 

K7 = e(a2TB1,XAYB), 

K8 = e(a2TB2,XAYB). 

4. Bob also verifies the authenticated messages (TA1,TA2,SA, 
Cert(YA)) from Alice. Firstly, Bob takes out the x-coordinate 
values KA1 and KA2 from TA1 and TA2, respectively. Then Bob 
verifies the equation 

e(SA,P ) =?e(KA1TA1 + KA2TA2,TA1)e(TA2,YA).  (4)

If it is correct, Bob can generate the eight common secret keys 
as follows: 

K1 = e(b1TA1,YA + YB), 

K2 = e(b2TA1,YA + YB), 

K3 = e(b1TA2,YA + YB), 

K4 = e(b2TA2,YA + YB), 

K5 = e(b1TA1,XBYA), 

K6 = e(b2TA1,XBYA), 

K7 = e(b1TA2,XBYA), 

K8 = e(b2TA2,XBYA). 

Finally, Alice and Bob can share the eight common secret 
keys. 
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3.2 In Sending Three Diffie-Helmman Public Keys 
In this subsection, we shall propose a multiple key 
agreement protocol to establish eighteen common secret 
keys between two communicating parties. Now, we suppose 
that Bob and Alice want to establish eighteen common se-
cret keys by sending three Diffie-Hellman public keys. Let 
XA/XB ∈ Zq

∗
 
and YA/YB(= XAP/XBP ) be Alice’s/Bob’s long-term 

private key and long-term public key. Alice and Bob can 
perform the following steps to establish eighteen common 
secret keys. 

1. Alice selects three short-term random numbers a1, a2 and 
a3 ∈ Zq

∗, and computes TA1 = a1P , TA2 = a2P , and TA3 = a3P . 
Let KA1, KA2, and KA3 be the x-coordinate values of TA1, TA2, 
and TA3, respectively. Then, Alice can generate her signature 
SA as follows: 

SA =(a1KA1 + a2KA2 + a3KA3)TA1TA2 + XATA3. (5) 

Alice then sends the messages (TA1,TA2,TA3,SA, Cert(YA)) to 
Bob. 

2. In the similar way, Bob also selects three short-term random 
numbers b1, b2, and b3 ∈ Zq

∗, and computes TB1 = b1P , TB2 = b2P 
, and TB3 = b3P . Let KB1, KB2, and KB3 be the x-coordinate values 
of TB1, TB2, and TB3, respectively. Then, Bob can generate his 
signature SB as follows: 

SB =(b1KB1 + b2KB2 + b3KB3)TB1TB2 + XBTB3. (6) 

Bob then sends the messages (TB1,TB2,TB3,SB, Cert(YB)) to Al-
ice. 

3. Alice  verifies the authenticated messages (TB1,TB2,TB3,SB, 
Cert(YB)) from Bob. Firstly, Alice takes out the x-coordinate 
values KB1, KB2, and KB3 from TB1, TB2, and TB3, respectively. Then 
Alice verifies the equation 

e(SB,P ) =?e(KB1TB1 + KB2TB2 + KB3TB3,TB1TB2)e(TB3,YB). (7) 

If it is correct, Alice can generate the eighteen common secret 
keys as follows: 

K1 = e(a1TB1,YA + YB), K10 = e(a1TB1,XAYB), 

K2 = e(a1TB2,YA + YB), K11 = e(a1TB2,XAYB), 

K3 = e(a1TB3,YA + YB), K12 = e(a1TB3,XAYB), 

K4 = e(a2TB1,YA + YB), K13 = e(a2TB1,XAYB), 

K5 = e(a2TB2,YA + YB), K14 = e(a2TB2,XAYB), 

K6 = e(a2TB3,YA + YB), K15 = e(a2TB3,XAYB), 

K7 = e(a3TB1,YA + YB), K16 = e(a3TB1,XAYB), 

K8 = e(a3TB2,YA + YB), K17 = e(a3TB2,XAYB), 

K9 = e(a3TB3,YA + YB), K18 = e(a3TB3,XAYB). 

4. Bob also verifies the authenticated messages (TA1,TA2,TA3,SA, 
Cert(YA)) from Alice. Firstly, Bob takes out the x-coordinate val-
ues KA1, KA2, and KA3 from TA1, TA2, and TA3, respectively. Then 
Bob verifies the equation 

e(SA,P ) =?e(KA1TA1 + KA2TA2 + KA3TA3,TA1TA2)e(TA3,YA). (8) 

If it is correct, Bob can generate the eighteen common secret 
keys as follows: 

K1 = e(b1TA1,YA + YB), K10 = e(b1TA1,XBYA), 

K2 = e(b2TA1,YA + YB), K11 = e(b2TA1,XBYA), 

K3 = e(b3TA1,YA + YB), K12 = e(b3TA1,XBYA), 

K4 = e(b1TA2,YA + YB), K13 = e(b1TA2,XBYA), 

K5 = e(b2TA2,YA + YB), K14 = e(b2TA2,XBYA), 

K6 = e(b3TA2,YA + YB), K15 = e(b3TA2,XBYA), 

K7 = e(b1TA3,YA + YB), K16 = e(b1TA3,XBYA), 

K8 = e(b2TA3,YA + YB), K17 = e(b2TA3,XBYA), 

K9 = e(b3TA3,YA + YB), K18 = e(b3TA3,XBYA). 

Finally, Alice and Bob can share the eighteen common secret 
keys. 

4. Discussions 

In this section, the correctness of our proposed protocol is 
shown firstly. Sec ondly, the security analysis of our proposed 
protocol will be given. Finally, the efficiency analysis of our 
proposed protocol will be also given. 

4.1 Correctness 
We proof the correctness of this paper in the following theorems. 
Here, we just proof n = 2 and n = 3 for example. In the same 
way, we can apply similar proofs to prove other n. 

Theorem 4.1 If the equation e(SA,P) = ?e(KA1TA1 + KA2TA2,TA1)
e(TA2,YA) and e(SA,P) =?e(KA1TA1 +KA2TA2 +KA3TA3,TA1TA2)e(TA3,YA), 
respectively, holds, Bob can verify the messages (TA1,TA2,SA, 
Cert(YA)) and (TA1,TA2,TA3, SA, Cert(YA)), respectively, sent from 
Alice. 

Proof. Since SA =(a1KA1 + a2KA2)TA1 + XATA2 and the properties of 
the bilinear pairings, we have 

e(SA,P )= e((a1KA1 + a2KA2)TA1 + XATA2,P) 

 = e((a1KA1 + a2KA2)TA1,P )e(XATA2,P)  

 = e((a1KA1 + a2KA2)TA1,P )e(TA2,P )
XA 

 = e((a1KA1 + a2KA2)TA1,P )e(TA2,XAP ) 

 = e((a1KA1 + a2KA2)TA1,P )e(TA2,YA) 

 = e((a1KA1 + a2KA2),P )
TA1 

e(TA2,YA) 

 = e((a1KA1 + a2KA2),TA1)
P 
e(TA2,YA) 

 = e((a1PKA1 + a2PKA2),TA1)e(TA2,YA) 

 = e(KA1TA1 + KA2TA2,TA1)e(TA2,YA) 

Thus, the equation e(SA,P )= e(KA1TA1 + KA2TA2,TA1)e(TA2,YA). Next, 
since SA =(a1KA1 + a2KA2 + a3KA3)TA1TA2 + XATA3 and the properties 
of the bilinear pairings, we have

e(SA,P )= e((a1KA1 + a2KA2 + a3KA3)TA1TA2 + XATA3,P ) 

 = e((a1KA1 + a2KA2 + a3KA3)TA1TA2,P )e(XATA3,P ) 

 = e((a1KA1 + a2KA2 + a3KA3)TA1TA2,P )e(TA3,P )
XA 

 = e((a1KA1 + a2KA2 + a3KA3)TA1TA2,P )e(TA3,XAP ) 

 = e((a1KA1 + a2KA2 + a3KA3)TA1TA2,P )e(TA3,YA) 

 = e((a1KA1 + a2KA2 + a3KA3),P )
TA1TA2 

e(TA3,YA) 

 = e((a1KA1 + a2KA2 + a3KA3),TA1TA2)
P 
e(TA3,YA) 

 = e((a1PKA1 + a2PKA2 + a3PKA3),TA1TA2)e(TA3,YA) 
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 = e((KA1TA1 + KA2TA2 + KA3TA3),TA1TA2)e(TA3,YA) 

Thus, the equation e(SA,P) = e(KA1TA1+KA2TA2+KA3TA3,TA1TA2)
e(TA3,YA). 

In the same way, we can apply similar proofs to prove other 
signatures SAs holding when n =4, 5, 6, ..., N, where N is an 
integer. 

Q.E.D. 

Theorem 4.2 If the equation e(SB,P ) =?e(KB1TB1+KB2TB2,TB1)
e(TB2,YB) and e(SB,P ) =?e(KB1TB1+KB2TB2+KB3TB3,TB1TB2)e(TB3,YB), 
respectively, holds, Alice can verify the messages (TB1,TB2,SB, 
Cert(YB)) and (TB1,TB2,TB3, SB, Cert(YB)), respectively, sent from 
Bob. 

Proof. The proof is similar to theorem 4.1. 
Q.E.D. 

Theorem 4.3 If the shared secret keys are generated, all shared 
secret keys are the same between Alice and Bob. We proof n =2 
(eight keys) and n =3 (eighteen keys) for example. 

Proof. From Section 3.1, we know that the all common secret 
keys are computed by 

K1 = e(b1TA1,YA + YB)= e(P, P )a1b1(XA+XB)
 
= e(a1TB1,YA + YB), 

K2 = e(b2TA1,YA + YB)= e(P, P )a1b2(XA+XB)
 
= e(a1TB2,YA + YB), 

K3 = e(b1TA2,YA + YB)= e(P, P )a2b1(XA+XB)
 
= e(a2TB1,YA + YB), 

K4 = e(b2TA2,YA + YB)= e(P, P )a2b2(XA+XB)
 
= e(a2TB2,YA + YB), 

 K5 = e(b1TA1,XBYA)= e(P, P )a1b1XAXB
 
= e(a1TB1,XAYB), 

 K6 = e(b2TA1,XBYA)= e(P, P )a1b2XAXB
 
= e(a1TB2,XAYB), 

 K7 = e(b1TA2,XBYA)= e(P, P )a2b1XAXB
 
= e(a2TB1,XAYB), 

 K8 = e(b2TA2,XBYA)= e(P, P )a2b2XAXB = e(a2TB2,XAYB). 

From Section 3.2, we know that the all common secret keys 
are computed by 

K1 = e(b1TA1,YA + YB)= e(P, P )a1b1(XA+XB)
 
= e(a1TB1,YA + YB), 

K2 = e(b2TA1,YA + YB)= e(P, P )a1b2(XA+XB)
 
= e(a1TB2,YA + YB), 

K3 = e(b3TA1,YA + YB)= e(P, P )a1b3(XA+XB)
 
= e(a1TB3,YA + YB), 

K4 = e(b1TA2,YA + YB)= e(P, P )a2b1(XA+XB)
 
= e(a2TB1,YA + YB), 

K5 = e(b2TA2,YA + YB)= e(P, P )a2b2(XA+XB)
 
= e(a2TB2,YA + YB), 

K6 = e(b3TA2,YA + YB)= e(P, P )a2b3(XA+XB)
 
= e(a2TB3,YA + YB), 

K7 = e(b1TA3,YA + YB)= e(P, P )a3b1(XA+XB)
 
= e(a3TB1,YA + YB), 

K8 = e(b2TA3,YA + YB)= e(P, P )a3b2(XA+XB)
 
= e(a3TB2,YA + YB), 

K9 = e(b3TA3,YA + YB)= e(P, P )a3b3(XA+XB)
 
= e(a3TB3,YA + YB), 

K10 = e(b1TA1,XBYA)= e(P, P )a1b1XAXB
 
= e(a1TB1,XAYB), 

K11 = e(b2TA1,XBYA)= e(P, P )a1b2XAXB
 
= e(a1TB2,XAYB), 

K12 = e(b3TA1,XBYA)= e(P, P )a1b3XAXB
 
= e(a1TB3,XAYB), 

K13 = e(b1TA2,XBYA)= e(P, P )a2b1XAXB
 
= e(a2TB1,XAYB), 

K14 = e(b2TA2,XBYA)= e(P, P )a2b2XAXB
 
= e(a2TB2,XAYB), 

K15 = e(b3TA2,XBYA)= e(P, P )a2b3XAXB
 
= e(a2TB3,XAYB), 

K16 = e(b1TA3,XBYA)= e(P, P )a3b1XAXB
 
= e(a3TB1,XAYB), 

K17 = e(b2TA3,XBYA)= e(P, P )a3b2XAXB
 
= e(a3TB2,XAYB), 

K18 = e(b3TA3,XBYA)= e(P, P )a3b3XAXB
 
= e(a3TB3,XAYB). 

Thus, Alice and Bob can share the same common secret 
keys. 

Q.E.D. 

4.2 Security Analysis 
In this subsection, we shall show the security analysis of our 
protocol as follows. 

4.2.1 Perfect forward secrecy 
From Theorem 4.3, we know that the eight or eighteen 
common secret keys are computed by a1, a2, a3, b1, b2, b3, XA, 
and XB. The lifetime of the short-term random numbers a1, a2, 
a3, b1, b2, and b3 is only one session long. Hence, although the 
adversary knows XA and XB, he/she still needs to get random 
numbers a1, a2, a3, b1, b2, and b3 for computing the eight or 
eighteen common secret keys. However, it is equivalent to 
solve the DLP to derive these random numbers a1, a2, a3, b1, b2, 
and b3 from public values TA1,TA2,TA3,TB1, TB2, and TB3. Therefore, 
the adversary does not know the forward session keys even 
though he/she knows XA and XB. It keeps the property of perfect 
forward secrecy. 

4.2.2 Known key attack 
The common secret keys established between Alice and 
Bob are not mutually independent. If an adversary obtains 
all common secret keys (or the short-term keys), he/she can 
obtain the long-term shared key KAB(= e(XAXBP, YA + YB)= e(P, 
P )XAXB (XA+XB)). This is called the known key attack [13]. The 
adversary may compute KAB from YA and YB directly. However, 
it is equivalent to solve CDHP problem to compute XAXBP . 
Moreover, assume that the adversary knows the all common 
secret keys, and tries to derive the long-term shard key KAB. 
He/she may try to derive the random numbers a1, a2, a3, b1, b2, b3, 
and applies them to derive XA and XB. However, it is also DLP 
problem. Without the knowledge of XA and XB, the adversary 
have no way to compute the long-term shared key. Thus, the 
proposed protocol can withstand the known key attack. 

4.2.3 Forgery attack 
Assume that an intruder wants to impersonate Alice to establish 
the common secret keys with Bob to pass the verification Eq. 
4 or Eq. 8. The intruder needs to find SA to satisfy Eq. 4 or Eq. 
8. However, the intruder cannot forge a valid SA without the 
knowledge of XA by Eq. 1 or Eq. 5. In addition, to find XA from YA 
is equivalent to solve DLP problem. Thus, the proposed protocol 
can withstand the forgery attack. 

4.3 Efficiency Analysis 
In Table 1, It is seen that our protocol is more efficient than Harn-
Lin’s protocol [12], Tseng’s protocol [13], Shao’s protocol [14], 
and Lee et al.’s protocol [16]. Harn-Lin’s protocol establishes 
four common secret keys in one round between two parties, 
but only three keys can be used for withstanding the known key 
attack. In generalization, their protocol can share n2 common 
secret keys by sending n Diffie-Hellman public keys in one round 
and only n2 − 1 keys can be used for withstanding the known key 
attack. In Tseng’s protocol, the n2 common keys can be used 
without suffering from the attack. An improvement of Tzeng’s 
protocol proposed by Shao establishes n2 common secret 
keys and the n2 keys can be used. The first protocol of Lee et 
al.’s protocols establishes n2

 
keys and only n2 − 1 keys can be 

used. The second protocol of Lee et al.’s protocols establishes 

[12] [13] [14] [16] Our

Numbers of session key n2 n2 n2 n2 / n2 2n2

Numbers of session key can 
be used

n2 – 1 n2 n2 n2 – 1/n2 2n2

Table 1. The comparison of efficiency 



302 Journal of Digital Information Management  Volume  8  Number  5  October  2010

n2 keys and the n2 keys can be used. In the proposed protocol, 
two parties can establish 2n2 common secret keys and all the 
keys can be used. It is seen that our protocol is superior to 
other protocols. 

5. Conclusions 

In this paper, we have proposed a more efficient and a 
generalization of multiple key agreement protocol based on 
bilinear pairings. The protocol can provide perfect forward 
secrecy, withstand forgery attack, and withstand known key 
attack even though all common secret keys established 
between two parties are adopted. Compare with other protocols, 
our proposed protocol can establish 2n2 common secret keys 
between two parties in a single round of message exchange. 
Thus, our proposed protocol is superior to other protocols.
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