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ABSTRACT: : Robust and resilient cyber defense mechanisms and better educated future workforce are vital components
for the protection of our nation’s critical infrastructures. As such, the need for an enhanced information assurance and
security curriculum with emphasis on embedded and control systems can no longer be ignored. Recognizing this training
gap, we designed and implemented a collection of laboratory projects for an embedded and control systems security
curriculum that emphasizes a balance between theory and application. Each project, whose main purpose is to stimulate
learning and motivate critical thinking among undergraduate students, is designed with careful attention to details. In
this paper, we provide the learning objectives, knowledge prerequisites, activities involved, expected outcomes, and a list
of suggested references for additional reading assignments for each one of those projects.
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LiIntroduction

In 2011, the Department of Homeland Security (DHS) released a document entitled “Blueprint for a Secure Cyber Future:
The Cybersecurity Srategy for the Homeland Security Enterprise” (DHS, 2011). This document clearly underscores the
importance of cyberspace in our way of life. With an ever-increasing part of our nation’s critical infrastructures (Cls) being
connected to the Internet, the need for amore sophisticated cyber defense mechanism and better educated future workforce
has never been so great. Our critical infrastructures, such as power grid, transportation, drinking water, manufacturing plants,
waste water treatment, and defense systems, find themselvesincreasingly vulnerableto internal and external threatsthat can
cause serious damage to our economy and well-being. Since the operation of these infrastructures — and, increasingly,
devices in the consumer appliance and automotive markets—is heavily dependent on embedded and control systems, it is
imperative that current and future workforce be educated and trained on the security of such systems. However, it isequally
important that careful and deliberate considerations must be exercised in designing and implementing these educational and
training activities.

In what follows, we present hands-on laboratory projects that are envisioned to stimulate learning and motivate critical
thinking among undergraduate students in embedded and control systems security.
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2. Background

Theneed for Information Assurance and Security educationiswell established. TheACM/IEEE’s Computer Science Curriculum
guidelines (CS2013), finalized in December 2013, include the | nformation Assurance and Security KnowledgeArea (ACM/
IEEE, 2013). In addition, ajoint program by the U.S. National Security Agency (NSA) and the Department of Homeland
Security (DHS) to promote information assurance education and research prescribes knowledge units that are specifically
geared towards the protection of control systems (NSA/DHS, 2014).

Previous works on curriculum development in the areas of critical infrastructure and control systems security include
Auerswald, et al. (2008) and Francia(2011).

Beyond these areas, however, an education in information assurance and security isalso becoming increasingly important to
practitionersin the areas of consumer electronics and automotive systems. With the proliferation of networked embedded
computers in household appliances and other consumer devices, and the rising complexity of automotive computers, the
vulnerabilities and threats that have long been an issue to critical infrastructure and control systems are increasingly
becoming an issueto the“Internet of Things’ (Roman, Najera, & Lopez, 2011; Atzori, lera, & Morabito, 2010). Thisplacesa
new premium on information assurance and secure coding practices, making arigorous curriculum in information security of
increasing importance to all students of computer and information sciences. To this end, we require students to investigate
the feasibility and security of the AllJoyn Service Frameworksin an Internet of Things (10T) application environment. The
AllJoyn Service Frameworks (AllJoyn, 2014) include open source software development kits (SDK's) which allow rapid
development of peer-to-peer applicationsin 0T devices.

3. Control Systems Security Curriculum

Experiential learning on information security using hands-on laboratory activitieshas been extensively studied (e.g. Rosenberg
& Hoffman, 2006; Abler, et al., 2006). In one notablework by Konak, et al. (2014), the authors argue that hands-on activities
that are based on the Kolb’s Experiential Learning Cycle (Kolb, 1984) framework is more effective in enhancing student
learning.

Theorists and researchers have often stated the conviction that hel ping students construct their own meaningful knowledge
and skillsisthe primary focus of education (Jonassen, 1991). The challengesfor educatorsare not simply to adopt innovative
teaching techniques, but to direct students toward authentic forms of achievement and connect learning to real-world
problems. Hence, the following laboratory activities and assessment plans are designed based on the theoretical and
pedagogical frameworks of delivering effectiveinstructions. Laboratory activitieswill be evaluated through surveysaddressing
learner’s perspective towards the efficacy of the hands-on activities and their level of satisfaction. The results from the
collected data will provide us with evidence to determine the success of each laboratory project and the curriculum as a
whole.

Our design of a new course on embedded and control systems security is guided by the Knowledge Units (KUs) that are
specified inthe Centersof Academic Excellencefor Information Assurance/Cyber Defense FocusAreaon Industrial Control
Systems—SCADA Security (NSA/DHS, 2014). TheseKUsare:

 Cybersecurity Planning and Management
« Embedded Systems

« Hardware/Firmware Security

e Industrial Control Systems

* Intrusion Detection

« Operating Systems Hardening

« Secure Programming Practices

« Security Risk Analysis

e Systems Engineering

e VVulnerability Analysis
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Since most of the KUs are already covered in existing security courses, the development of the new course puts special
emphasis on embedded systems, hardware/firmware security, industrial controls, and secure programming.

4. L aboratory Projects

4.1Project 1: HMI Design and Security (Estimated Completion Time: 6 hours)
4.1.1 L earning Objectives

« To be able to design, implement, and test a Human Machine Interface (HMI) for acontrol system.
« To familiarize with security issues pertaining to HMI.

* To be able to gain a hands-on understanding of the functionalities of one of the most common control system protocols:
Modbus/TCP.

4.1.2 Prerequisites
Knowledge of Modbus/TCP protocol, HMI programming using InduSoft Web Studio, Visual Studio and C#.

4.1.3LaboratoryActivities

» Design an HMI for awater pumping station that is controlled by Programmable L ogic Controllers (PL C); design specification
is provided.

 Implement and test the design using Modbus /TCP.

* Perform avulnerability analysison theimplementation.

4.1.4 Report and Assessment
Writeareport that:

» Documents your design and implementation,
* Describes the vulnerability assessment of the system, and

* Provides remedial measuresto correct the security weaknesses of the system.

4.1.5 References/Additional Readings
(Pollet, 2002; Francia, Bekhouche, Marbut, & Neuman, 2012).

4.2 Project 2: Control SystemsForensics(Estimated Completion Time: 6 hours)

4.2.1 L earning Objectives
* To be able to collect, preserve, and analyze digital forensic evidence associated with control systems.
* To be able to gain a hands-on understanding of deep packet inspection of control system network packets.

* Tofamiliarize with open-source digital forensic toolsfor collection preservation, and analysis.

4.2.2 Prerequisites
Knowledge of control system protocol (MODBUS/TCP, CIP, Profibus, etc.) packet structure, Wireshark, SIFT, Kali, and
DEFT.

4.2.3L aboratoryActivities

* Capture packetsin the SCADA laboratory using Wireshark.

* Preservethe digital forensic data.

* Perform an analysis of the captured packets using the open-source tools.

4.2.4Report and Assessment
Writeareport that:
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« documents the processes of digital forensic collection and preservation, and Opreservation, and
« describes your findings during the analysis process.

4.2.5 References/Additional Readings
(Antonello, R., et al., 2012; Byres, 2012; Fabro & Cornelius, 2008; Francia& Francia, 2013).

4.3 Project 3: ProgrammableL ogic Controller (PL C) SecureProgramming (Estimated Completion Time: 10 hours)
4.3.1Learning Objectives

« To be able to design, implement, and test a control system.
« Tofamiliarizewith ladder logic programming.
* To be able to develop a secure application that will be used to operate a SCADA system prototype.

« To be able to gain a hands-on understanding of the functionalities of a PLC and the importance of secure development.

4.3.2 Prerequisites
Knowledge of ladder logic programming, secure development, and M odbus/TCP protocol.

4.3.3LaboratoryActivities

* Design a SCADA system application that will operate awaste water pumping station that is controlled by two PL C devices,
design specification is provided

» Implement and test the design using ladder logic programs.

« Perform avulnerability analysis on theimplementation.

4.3.4 Report and Assessment
Write areport that:

» documents your design and implementation,
« describes the vulnerability assessment of the system, and

« provides remedial measures to correct the security weaknesses of the system.

4.3.5 References/Additional Readings
(Bartelt, 2011; PLC Manual, 2014; Stoufer, Falco, & Scarfone, 2008; Todd, 2007).

4.4 Project 4: SecureMicrocontroller Programming (Estimated Completion Time: 6 hour s)

4.4.1L earning Objectives
« To explore secure programming techniques within the context of microcontroller-based embedded systems.

« To understand theimportance of resource management and memory safety within embedded systems, and the vulnerabilities
that can arise due to insecure programming practices.

 To gain hands-on experience with code hardening and regression testing.

4.4.2 Prerequisites
Knowledge of 8051 Microcontroller Architecture; C programming using SDCC.

4.4.3LaboratoryActivities
« Acquire privileged information by identifying and exploiting security flawswithin amicrocontroller-based data acquisition
system.

« Perform avulnerability analysis of the microcontroller firmware, identify the causes of the discovered flaws, and develop
and implement revisionsto correct them.
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« Performing regression testing of the revised firmware, to ensure that the discovered vulnerabilities have been eliminated
without affecting the functionality of the system.

4.4.4 Report and Assessment
Writeareport that:

« describes the discovery process which revealed the security flaws,
« describes the firmware analysis process, the causes of the discovered flaws, and the implemented solutions, and

« describes the regression testing process, and the methods of confirming that the vulnerabilities have been eliminated.
4.4.5 References/Additional Readings

(Huang, 2009; Graff & van Wyk, 2003; Stroustrup, 2009).

4.5Project 5: Security for Embedded Systemsand Web Services(Estimated Completion Time: 10Hours)

4.5.1 L earning Objectives
* To explore the use of Web services for the integration of distributed, heterogeneous embedded systems.
* To understand the applications of Web services in industrial control systems.

 To understand the issues of synchronization, timing, and security which can arise from the use of Web services with
embedded systems.

4.5.2 Prerequisites
Knowledge of Android programming and Java servlets.

4.5.3LaboratoryActivities

* Design a set of Web services to expose server-side business data, and an Android client application which uses this data
to construct asimple Human Machine Interface (HMI).

* Capture packetsin the laboratory using Wireshark, and analyze the captured packetsto gauge the security of the application.
» Modify the Web services and client application for encrypted communications using SSL, without affecting functionality.

* Capture and analyze network packets using Wireshark again, comparing the security of the application before and after the
integration of SSL.

4.5.4Report and Assessment
Writeareport that:

« documents the design and implementation,
» describes the initial security assessment of the system, and

« describes the security assessment of the system after the integration of SSL encryption.

4.5.5 References/Additional Readings
(Six, 2012; Hoog, et al., 2011; Bertino, et a ., 2010).

4.6 Project 6: Secur e Peer-to-Peer Communicationsfor Embedded Systems (Estimated Completion Time: 10Hours)

4.6.1 L earning Objectives
« To explore the challenges of devel oping and integrating competitive implementations of acommon specification.
* Toinvestigate the feasibility and security of the open source AllJoyn Service Framework in an |oT application environment.

* To compare and contrast a variety of security models.
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4.6.2 Prerequisites
Knowledge of Android systems, AllJoyn Framework, and network programming.
4.6.3LaboratoryActivities

 Based on a provided specification, two teams will independently implement a simple peer-to-peer messaging and control
system for Android-based mobile devices.

* Both teams will participate in integration testing of the two competing implementations, working together to resolve any
incompatibilitiesthat are found. Both implementations must interoperate according to the specification.

« |nvestigate various security models, either message-based or session-based, and decide on the best model for securing the
control or embedded system.

» Both teamswill add the security component to their respectiveimplementations, and will perform anew round of integration
testing.

4.6.4 Report and Assessment

Write areport that:

* Documents the design and implementation,

» Documents the integration testing process, including any compatibility issues, and

» Compares and contrasts the security models that were evaluated, and describes the security implementation and testing
processes.

4.6.5 Refer ences/Additional Readings
(Dwivedi, Clark, & Thiel, 2010; Boudriga, 2010).

5. Conclusion and FutureWork

This paper outlined a number of laboratory projects that are used to enhanced an embedded and control systems security
curriculum. Although these hands-on exercises and experimentations arein no way exhaustive, they can be can be utilized as
building blocks with which advanced and more sophisticated security laboratory activities can be built.

These laboratory projects are part of an on-going curriculum development in the area of embedded and control systems
security. A major challengeistheintroduction of more advanced laboratory activitiesthat mimic realistic security incursions
and defense scenarios. Futurework will include:

» Simulation of random attacks on embedded and control systems;
« Activitiesthat will scrutinize the security of 10T devices; and
« Introduction of hands-on exercises on automobile control security.
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