
   84                            Information Security Education Journal   Volume  2   Number   2   December  2015

Instructional Perspective: Towards an Integrative Learning Approach in Cybersecurity
Education

Sherly Abraham 1, Lifang Shih 2
1Assistant Professor Information Technology
Georgia Gwinnett College
2Associate Dean of Technology
Excelsior College
sabraham1@ggc.edu, lshih@excelsior.edu

ABSTRACT: This paper describes a multifaceted approach to cybersecurity education based on integrative learning theory.
We emphasize the need to focus on curriculum, experiential learning techniques, assessment and fostering a community of
practice. The need to build conceptual, tactical and practical skills among cybersecurity professionals is highlighted. The
paper will include examples of how integrative learning methods can be implemented in cybersecurity education through a
number of methods such as curriculum, virtual labs, simulations, cyber student clubs and participation in cyber security
competitions.
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1. Introduction

Cybersecurity data breaches are on the rise and result in monetary and reputational losses to organizations [25].  The recent
cyberhack at Sony Pictures reveal the national significance of protecting data systems against cyber threats. In addition, power
plants and other critical infrastructure are vulnerable to cyber attacks [33] emphasizing the need for continued and strong
protection against cyber threats. Given the rising threat presented by Cybersecurity, organizations are expanding their capital to
hire and retain cybersecurity professionals. As the sophistication of attack methods and sources of attacks continue to increase
in complexity so does the need to train and educate a competent workforce in cybersecurity[18].  However, a key challenge in the
realm of Cybersecurity is the lack of skilled professionals in order to thwart and defend against the rising and looming threat
presented by Cyber criminals[5,20,26] .

Cybersecurity is still an immature field and lacks a cohesive intellectual body of activity and clear underlying science [22].
Studies point to the need for a science of cybersecurity that would provide a principled account for techniques that work for
building secure systems [28].  A number of efforts have been developed to define curriculum and best practices in cybersecurity
education. For example, the designation of Center for Academic Excellence in Information Assurance (CAE/IAE) provides
higher educational institutions with standards and criteria to develop cybersecurity curriculum. Similarly, the Cybersecurity
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Framework developed by NIST provides a structure for defining cybersecurity program based on industry, academic and
government requirements. In the same vein, a number of organizations share resources in utilizing cyber security curriculum and
virtual labs (eg. CSSIA, NICCS) and a number of efforts are underway (eg. NICE Challenge Project).

Although, there are a number of growing resources and supporting materials being made available to foster Cybersecurity
education, there is a need for a holistic and theoretical approach to Cybersecurity education [21] that considers the development
of conceptual, tactical and practical skills in cybersecurity professionals. Also, the dynamic and evolving nature of Cybersecurity
calls for fostering a Community of Practice (CoP) among professionals so knowledge can be shared and used to develop
protection mechanisms. In this paper, we identify the need for a multifaceted approach to Cybersecurity education that draws on
integrative learning theory, experiential learning and community of practice learning theory.

2. Cybersecurity Education

The extant literature in cybersecurity education focuses on specific areas such as the use of virtual labs [11, 24] and gaming and
simulation [27]. Other approaches include sharing perspectives on cybersecurity education or examples of curriculum development
[11,23,30]. While these studies are important to examine educational approaches to cybersecurity education, there is a need for
comprehensive perspectives in order to capture the essential ingredients that assist with developing the conceptual, practical,
tactical and soft skills in cybersecurity professionals. Also, there are many information security models and curricula in existence
[12] that warrants the need for a holistic view to cybersecurity education.

Cybersecurity applies to all industries and requires an interdisciplinary approach [18]. Cybersecurity professionals require
distinct skills set and need to be considered separately than the general IT workforce [19]. In addition to the technical skills,
cybersecurity professionals need business skills [19] and communication skills [8]. Cybersecurity professionals need to work
with managers to convince them of the need to invest in cybersecurity. In a similar vein, cybersecurity professionals need to
assess risk and ensure compliance with regulations and find the right balance between security and usability [1]. Although,
these roles might be separate within organizations, given that the source of a cybersecurity attack can come from within the
physical, network, application or human side, a cybersecurity professional needs a holistic understanding of these areas
irrespective of their specific role. Next, we identify key theoretical approaches that assist with development of a holistic
approach to cybersecurity education.

3. Integrative Learning Theory

Integrative learning can be attributed to fostering the ability among learners to make, recognize and evaluate connections
among disparate concepts, fields or contexts [13].  It is important in this approach to center the educational approaches on the
real-world context [34] and promote critical thinking and problem solving approaches [6]. Integrative learning approaches
encompass analyzing real-world problems through different perspectives and considering different solutions to the problem.
Cybersecurity is a practice oriented discipline and requires critical thinking skills and the ability to analyze a situation through
multiple perspectives [7]. For example in the context of risk management in cyber security, it is important to consider the cost of
mitigating risks and prioritizing risk in the organization. An organization that relies solely on selling products through its online
website will face a large loss if the website is attacked as it disrupts the business operations for the organization. On the other
hand, an organization that does not sell products through its websites but just provides information on their products does not
face the same impact. It is important to consider multiple perspectives such as the likelihood of the threat, the impact of the threat
on the business operation of the organization, the methods that can be utilized to prevent the threat and cost associated with
mitigating threats. The right combination of cost and survivability needs to be accounted for in mitigating and analyzing
cybersecurity risks. Another example for the need of considering multiple perspectives and the ability to draw connections
among disparate concepts in Cybersecurity is in threat detection. A number of recent data breaches reveal that hackers had
access to the networks of attacked organizations for months before they were detected [16]. Threat detection requires considering
a number of factors including unusual outbound network traffic, anomalies in privileged user account activity, geographical
irregularities, increase in database read volumes and so on [10]. This requires cyber professionals to think critically, be proactive
and consider multiple perspectives.

In addition to fostering critical thinking skills, integrative learning approaches help learners to recollect and apply information
obtaining for longer than in other traditional learning situations [13]. The application of concepts learned is very important skill
set in the Cybersecurity field. Integrative approaches assist with the development of important soft skills in Cybersecurity such
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as communication skills [4]. Cybersecurity professionals are required to communicate with other units in the organization and
need to promote awareness and obtain a buy-in from management. We identify four dimensions as essential elements in
supporting an integrative learning approach in Cybersecurity consisting of curriculum development, experiential learning
methods, assessment and building a community of practice. Each of these elements complements the other in supporting an
integrated learning approach. Figure 1 illustrates this concept.

Figure 1. Holistic Cybersecurity Education model

4. Experiential Learning

Experiential learning can be defined as the systematic approach to applied learning facilitated by students extracting from a
variety of experiences within and outside the classroom to promote lifelong learning [35]. Studies identify four components that
define an activity as experience based – concrete experience, reflective observation, abstract conceptualization and active
experimentation [17].   A key dimension of experiential learning is the culmination of knowledge through interactions with the
social and learning environment. This is in contrast with learning where the learner only reads about, hears about, or writes
about the concept but does not experience them as part of a learning process [15].

The technical and operational nature of cybersecurity requires educational approaches to integrate experience based learning.
Specifically, cybersecurity practitioners require technical skills sets and experience working with a variety of tools and
technologies.  For example, vulnerability detection is a basic skill set for most of cybersecurity professionals. Often vulnerabilities
need to be discovered in versatile environments from web, database, networks, and operating systems. This requires hands-on-
knowledge in using these technologies and deep understanding of technical concepts. Experiential learning opportunities in the
form of virtual labs, simulations, and outside classroom experiences in the form of cyber competitions and internships can assist
with facilitating these types of learning.

Virtual labs provide a safe environment to test ethical hacking skills as well. For example, we developed a network topology in
our network communications security course that enables student to work in real-time environment to solve network security
problems and configure technologies. Figure 2 illustrates the topology of the network setup for the virtual lab.

The students login in to the landing virtual machine and then remotely connect to other machines on the network. Students work
on completing and acquiring real-time experience in network vulnerability assessment, packet sniffing, configuring firewalls,
server hardening and a number of other activities that provides them with experience to simulate real-world network attacks.  In
addition to performing these hands-on-experiences, students reflect on their experience in completing the lab and address
questions that require them to think critically.

Likewise simulations that mimic real-world problems in the cybersecurity realm provide opportunities for students to think
critically and analyze a problem from multiple perspectives. For example, we have developed a simulation activity in our
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capstone course that requires students to apply the concepts and experience gained in the program to deal with the kind of
issues that cybersecurity professionals face every day. The simulation requires learners to manage their time, delegate effectively,
work well with colleagues and understand the ethical and legal issues related to information technology and privacy. Figure 3
provides a screenshot of the simulation activity.

Figure 2. Network Topology of Virtual Lab in Network Communications Security

Figure 3. Screen shot of simulation activity in Capstone course

5. Assessment

Assessment and evaluation is a very crucial source of input to the program’s continuous improvement. It provides a metric
against which the institution can assess its performance. It provides metrics to assure all stakeholders, students, faculty, and
prospective employers, of the value of this form of education. Most importantly, it serves a continuing reminder to the faculty
of the professional goals of technology education, and provides a guidepost for the degree of rigor needed in coursework.
Overall, there are two forms of direct assessment used to assess student learning, formative assessment and summative
assessment. The purpose of formative assessment is to provide ongoing feedback on student learning to provide information
on the strengths and weakness in the student learning so both the faculty and student to make necessary adjustment to improve
their teaching and learning. The formative assessments can be done in various ways including but not limited to class discussions,
textbook assignments, and multiple-choices quizzes.

The goal for summative assessment is to evaluate student’s competency at the end of an instructional unit by comparing it
against the intended learning outcomes. Capstones are cited in the Characteristics of Excellence in Higher Education [9] as an
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effective summative assessment of student learning (p.64) [32]. The capstone experience/end of course assessment serves
several critical functions in the process of assessment of the program outcomes. First, it is the assessment tool that directly
measures the achievement of student learning outcomes, a vital indicator of a program’s performance. Second, it also serves as
a mechanism through which the institution can ensure that all its graduates have passed all the benchmarks for acceptance in
their fields. Third, it provides a crucial source of input that drives the continuous improvement of the program.

In addition to direct measure of student learning, indirect measures of students are also useful indicators of program effectiveness.
Indirect data can be gathered using surveys and questionnaires delivered within the relevant courses or upon graduation in
order to collect data on student engagement in and satisfaction with the course and the program as a whole. A sound program
assessment plan should collect both direct and indirect evidence to improve the curriculum of the program and to identify areas
of strength and weakness in student learning [31]

6. Community of Practice (COP)

An integrative approach to learning is also connected to building a community among the learners. This is a highly relevant area
that needs to be built in to cybersecurity education. Community of practice can be defined as consisting of “members that are
informally bound by what they do together from engaging in lunchtime discussions to solving difficult problems and by what
they have learned through their mutual engagement in these activities” [36]. A number of studies have attributed communities
of practice to the learning environment [29]. Communities of practice are instrumental in fostering the development of tactical
knowledge [2]. There are a number of advantages to COPs that promotes learning and is relevant in the context of cybersecurity
education. These include the exchange and interpretation of information, knowledge retention, steward competencies and
homes for identities.  COPs are great resources to promote lifelong learning and this is an important skill set to develop in
cybersecurity professionals. “The learning community is a very structured introduction to the integrative learning experiences
that student participate in throughout their education” [29].

Cyber competitions provide excellent avenues to build hands-on-skills and also promote a community of learning among
students, faculty and industry peers. For two years, our Cybersecurity students have participated in the National Cyber League
(NCL) competition and ranked in the top ten among the specific brackets assigned. Students work on completing individual
competitions based on the skill level and finally participate in a team based effort. The experiences shared and knowledge gained
assists with building a strong community and peer network among students. Also the team competition exercise tremendously
assists in building connections among students. Specifically, the use of a team name and identifying members by the team name
helps to create a team spirit among the group. During the competition, it is important for faculty and coaches to keep the
students motivated and focused.   Another example of an excellent avenue to build a community among students is through
student clubs. We have a cybersecurity club that helps students to participate in common discussion topics. Some of the
discussion topics students participate in includes experiences attending conferences, completing professional certifications,
resources for professional certifications, job fairs, and cyber competitions. In our online environment this is facilitated through
the development a course shell that includes a number of discussion threads and resources in an informal setup. The informal
setup assists with students sharing experiences and connecting and relating to each other. Table 1 summarizes the strategies to
implementing integrated curriculum in cybersecurity education

Integrated Learning Area Strategies
Curriculum InterdisciplinaryStandards Industry Focused Professional
                                                                                                        CertificationsOngoing Review

Experiential Learning Virtual LabsCyber CompetitionsInternships

Assessment & Evaluation Course Embedded AssessmentCapstone Course Outcomes
                                                                                                        AssessmentProgram and Curriculum
                                                                                                         ReviewStudent SurveysExit Surveys

Community of Practice Cyber CompetitionsStudent AssociationsStudent Clubs

Table 1. Integrated curriculum strategies in cybersecurity education
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7. Conclusion

Cybersecurity education needs to emphasize an interdisciplinary approach to learning that fosters learners to think critically and
draw connections from disparate disciplines. The evolving and dynamic nature of cybersecurity also calls for the need to build
strong connections with the industry in order to develop a competent workforce. We find integrative learning approaches to be
an effective framework to develop cybersecurity education programs. The integrative learning approach utilizes interdisciplinary
approaches and is centered on the application of real-world scenarios. Also, integrative learning approaches supports building
a community of learners. A holistic approach that centers on curriculum, experiential learning, assessment and community of
practice is essential in cybersecurity.
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