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ABSTRACT: Network traffic filtering is an important topic in information security education at both undergraduate and
graduate levels, and constitutes a major part of a general course on network security. Lectures on network traffic filtering
cover mostly network packet filtering, mainly IP, TCP, UDP and ICMP packets, as well as common network services filtering,
such as web and email services. In contrast to most common network services, FTP (File Transfer Protocol) is considered an
unusual network service and requires special filtering mechanisms. FTP is an unusual service in that it uses two communication
channels, called the Command channel (also known as the Control channel), and the Data channel. However, most common
network service uses one communication channel for exchanging both command and data traffic.

With the objective of enhancing information security education, this paper discusses what fundamental concepts the students
need to know about the filtering of the unusual FTP network traffic. Also, to allow students to acquire hands-on skills on FTP
traffic filtering using firewall technology, a set of comprehensive hands-on lab exercises are described. The paper does so in
the hope that it will encourage the teaching of FTP network traffic filtering using a hands-on approach, when offering
courses on network security. Finally, the paper discusses the effect of using a hands-on approach while teaching FTP traffic
filtering concepts, on the students’ grading performance and learning outcomes.
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1. Introduction

Information security programs offer courses that cover various security fields, including mainly network security, cryptography,
database and distributed systems security, software security, computer forensics, biometrics, operating systems security, cyber
law, and ethical hacking. Usually, network security is a complicated course to teach requiring extensive hands-on experience to
fully develop the students knowledge base [1]. The network security field covers typically network packet and service filtering,

firewalls, network traffic analysis, network attacks, VPN (Virtual Private Network), and intrusion detection and prevention
topics. All these security topics are included in NSTISSI 4011 [2] and CNSSI1 4013 [3], which are required by the USA National
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S-ecurity Agency to certify an institution as a National Center of Academic Excellence in Information Assurance Education
(CAE/IAE).

Commonly, information security classes require both the preparation of regular lectures to teach students the fundamental
security concepts, and the development of hands-on laboratory exercises. The courseware should be designed in a way that the
laboratory exercises bring to students effective operational experiences on the use and implementation of security techniques
and solutions, in additional to the regular lectures that explain the fundamental security concepts and mechanisms. In fact, a
security education curriculum that does not give the students the opportunity to experiment in practice with security techniques
cannot prepare them to be able to protect efficiently the confidentiality, integrity, and availability of computer systems and
assets.

Nowadays, the need to use a practice and application oriented approach in information security education is paramount [4]. In
fact, with the increase of information security programs, a number of laboratory experiments and laboratory-based courses have
been developed for information security education [5-11]. However, even though, network packet and service filtering, is an
import topic in information security education at both undergraduate and graduate levels, and constitutes a major part of a
general course on network security, there are few hands-on approach based textbooks and academic papers that discuss the
security concepts relative to this topic [1, 12-13]. Hence, to contribute to fill the aforementioned void in network service filtering
education, and with the objective of enhancing information security education, this paper discusses what the students need to
know about the fundamental security concepts relative to FTP service filtering. In addition, the paper describes a set of
comprehensive hands-on lab exercises to allow students to acquire hands-on skills on FTP network traffic filtering using firewall
technology. In contrast to most common network service, FTP is considered an unusual network service and requires special
filtering mechanisms. FTP is an unusual service in that it uses two communication channels, called the Command channel (also
known as the Control channel), and the Data channel. However, most common network services (such as web, telnet, and email)
use one communication channel between the client and server, for exchanging both command and data traffic.

The rest of the paper is organized as follows: Section 2 introduces the required background regarding network service filtering
concepts. Section 3 discusses what students need to know about FTP traffic filtering. Section 4 presents two models of lecture
exercises that can be offered to students during lecture time. Section 5 discusses the effect of using a hands-on approach while
teaching FTP traffic filtering concepts, on the students’ grading performance and learning outcomes. Finally, Section 6 concludes
the paper.

2. Background

2.1 TCP based network service
This paper assumes that the user has basic knowledge about TCP/IP protocols [14], the TCP three-way handshake mechanism,
common Internet services [15], and network packet filtering using firewall technology [16].

In computer networking, there are many types of network services. A network service is an application running at the
network application layer and above, that provides data storage, manipulation, presentation, communication or other capability
which is often implemented using a client-server architecture based on application layer network protocols, such as HTTP (for
web) and FTP (for file and data transfer).

Commonly, the controls of the access to network services, is based on a set of filtering rules which reflect and enforce the
organization’s security policy [15]. In fact, the concept of network service filtering consists of determining whether the network
packets relative to a particular service are allowed to enter or exit a network by comparing the packet’s payload data and/or some
fields’ values located in the packets’ headers to predefined values. Service and packet filtering technology is found in operating
systems, firewalls, intrusion detection systems, and as a security feature for most routers and of some advanced switches.
Within a network, the firewall is typically the first filtering device that encounters packets that attempt to enter an organization’s
network from the outside, and it is typically the last device to see exiting packets. It is the firewall’s job to make filtering decision
on every packet that crosses it: either to let it pass, or to drop it.

Filtering rules related to TCP bi-directional services (such as HTTP) have to allow both traffic directions to cross the firewall.
TCP based network services are based on client-server architecture. That is, a TCP session has a client which is the computer
that initiates the session, and a server which is the computer hosting the service. For example, the filtering rule shown in Table
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1 allows bi-directional http traffic between the Web clients with IP addresses 192.168.1.1/24 and the Web server with the IP
address 192.168.2.2/32 to across the firewall.

Direction Source [P | Destinafion IP | Protocol | Sourceport | Destination | Action
port
Client-o-Server | [920680/24 | 192168223) | 1CP Any 80 (HTTP) | Allow

Table 1. A filtering rule to allow bi-directional HTTP traffic

2.2 TCP based network servicefilteringrules

When a client system attempts to establish a TCP connection to a system providing a service (the server), the client and server
exchange firstly a sequence of messages to establish the TCP connection. This process is known as the three-way handshake.
That is, the client begins by sending a SYN (synchronization) message to the server. The server then acknowledges the SYN
message by sending a SYN-ACK (acknowledgment) message to the client. The client then finishes establishing the connection
by responding with an ACK message. The connection between the client and the server is then opened, and the service-specific
data can be exchanged between the client and the server.

In a TCP session, if we consider only the SYN and ACK flags, there are only four types of exchanged TCP packets, as shown in
Figure 1:
® Client-to-server packet: TCP packet with the flag SYN set, and the flag ACK unset.

® Server-to-client packet: TCP packet with the flags SYN and ACK set.
® Client-to-server packet: TCP packet with the flag SYN unset, and the flag ACK set.
® Server-to-client packet: TCP packet with the flag SYN unset, and the flag ACK set.

Client host Server host
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Figure 1. The types of packets exchanged in a TCP connection

Consequently, to allow TCP bi-directional service traffic, the firewall should allow the above four types of TCP packets to pass
through. For example, using the TCP SYN and ACK flags, Table 2 lists the appropriate filtering rules that allow Web clients with
IP addresses 192.168.1.1/24 and a Web server with the IP address 192.168.2.2/32 to across the firewall.
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Rule Direction Source [P | DestinationIP | Protocol | Source | Destination | SYN | ACK | Action
port port

Rl | Client-fo-Server | [92168.0.0/24 | 1921682.23) | TCP Any 80 l 0 | Allow
R2 | Serverto-Client | 192.168.0.032 | 192.166.1.1/4 | TCP §0 Any I || Allow
R3 | Clientto-Server | 1921681124 | 1921682032 | TCP Any 80 0 || Allow
R4 | Serverto-Client | 1921662232 | 1921681124 | TCP §0 Any 0 [ | Allow

Table 2. An example of filtering rules using the SYN and ACK flags

3. FTPNetwork TrafficFiltering

3.1 Fundamental Concepts

FTP is a service that is based on TCP client-server architecture. In contrast to common TCP based network services, FTP is an
unusual service in that it uses two communication channels, called the Command channel (also known as the Control channel),
and the Data channel, as shown in Figure 2. In the case of most common TCP network services, there exists only one
communication channel between the client and the server, to send commands and exchange data. FTP service utilizes two ports
at the server side, a Command port (21) and a Data port (usually 20 or 1024-65535). In addition, FTP offers two connection modes
namely, the Active FTP mode (also kwon as the Normal FTP mode), and the Passive FTP mode. The following subsections
describe the two modes.

FTP Client FTP Server
Command Channel

Data Channel

Figure 2. The two communication channels (Command channel and Data channel) of FTP service

3.1.1ActiveFTPmode

In Active FTP mode, the FTP client connects from a random port (X > 1023) to the FTP server’s command port, port 21. Then, the
client starts listening to port X+1 and sends the command “PORT X+1” to the server. The value “X+1” represents the port
number of the Data channel at the client side. The server will then initiate the Data channel. That is, the server connects back to
the client’s specified data port from its local data port, which is port 20 or a random port (Y > 1023).

Figure 3 shows the two TCP channels of an Active FTP connection. In step 1 of Figure3, the FTP client’s command port (X >
1023) contacts the server’s command port (21) and sends the command PORT (X+1). In step 2, the server then sends an ACK
back to the client’s command port. In step 3, the server initiates a connection on its local data port (Y) to the data port (X+1)
specified earlier by the client. Finally, the client sends an ACK back as shown in step 4.
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Figure 3. Command and Data channels of an Active FTP connection

3.1.2 ActiveFTPtrafficfilteringrules

To allow Active FTP traffic passes through the firewall, filtering rules should be implemented to allow the traffic of both the
Command and the Data channels. Figure 4 shows the different TCP packets exchanged in an Active FTP session. The Command

session is initiated by the FTP client, while the Data session is initiated by the FTP server.

In addition, since FTP uses TCP based channels, then for each channel, four filtering rules are required to allow the corresponding
traffic to pass through the firewall. For example, if the FTP client is an internal host and the FTP server is an external host, then

tables 3 and 4 list all the necessary filtering rules for the Command and Data channels, respectively.

Figure 4. TCP packets used to initiate the channels of an Active FTP session
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Direction | Source IP | Destination I[P | Protocol | Source port | Destination port | SYN | ACK | Action
Ouigoing | FTP client FTP server TCP 1024-65535 21 ] 0 Allow
Incoming | FTP server FTP client TCP 21 1024-65535 1 | Allow
Outgoing | FTP client FTP server TCP 1024-65535 21 0 | Allow
Incoming | FTP server FTP client TCP 21 1024-65535 0 1 Allow

Table 3. Filtering rules for the Command channel in an Active FTP session
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Direction Source IP | Destination IF | Protocol Source port Destination port  SYN | ACK | Action
Incoming FTE zarvar FTE client TCE 20, 1024-635535 1024-55335 1 0 Allow
Outgoing FTP client FTP zerver TCE 1024-63333 10, 1024-63335 1 1 Allow
Incoming FTP zarvar FTE clisnt TCE 20, 1024-65535 1024-55535 0 1 Allow
Outgoing FTE client FTE zzrvar TCE 1024-85335 20, 1034-63533 0 1 Allow

Table 4. Filtering rules for the Data channel in an Active FTP session

3.1.3Filteringrulesimplementation for Active FTPtraffic
Most firewalls include predefined filtering rules to allow and support Active FTP traffic. However, for educational purpose, to
implement manually the filtering rules shown in tables 3 and 4, the firewall should allow manipulating the values of the TCP flags
while creating a filtering rule. For example, Jetico Personal Firewall [17] offers such a capability, and allows specifying the values
of most fields in packets while creating filtering rules. As an example, using Jetico Personal Firewall’s GUI interface, Figure 5
shows the implementation of the height filtering rules of tables 3 and 4, required to allow Active FTP traffic. We assume that the
IP addresses of the internal FTP client and the external FTP server are 192.168.1.101 and 192.168.1.104, respectively. The default
security policy is “Deny All”.
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Figure 5. Filtering rules implementation for Active FTP session using Jetico Personal Firewall’s GUI interface

As an example, Figure 6 shows the detailed contents of the first filtering rule of an Active FTP session. The filtering rule allows
outgoing SYN packets for the Command channel.

6
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1P rule | e - — — —— @

Rule name
FTP Command Channel: Outgoing 5YM packet

Action Log level

[V accept vl [disabled v]
Event The rule will match to IP packet if following conditions are satisfied:
Protocaol Ewent is cutgoing packet
S dd Protocel is TCP

1 curee address Scurce address is 192.168.1.101 1

Source port Source port is 1024-65535
Destination address Destination address is 192.168.1.104

Destination port is 21

i i Stateful inspection is enabled
stateful inspection TCP flags are SYM:1 ACK:D
Checksum

Destination port

Fragmentaticn
TTL

TCP flags
ICMP type

HO0DOREEEEEE

[ Ok ] [ Cancel ]

Figure 6. A filtering rule for allowing outgoing SYN packets for the Command channel

3.1.4 Security I ssuewith Active FTPmode

Commonly, in a TCP client-server session, client hosts initiate the session. However, in an Active FTP session, the FTP client
initiates the Command session, and the FTP server initiates the Data session. This is a major security issue, since for the firewall,
outside hosts are allowed to initiate TCP sessions on internal hosts. This type of connection is usually blocked since it allows
malicious external hosts to generate attacks against the internal hosts. That is, in an Active FTP session, a malicious host can
exploit the filtering rules corresponding to the Data channel to establish TCP connections with the internal hosts. This vulnerability
would allow the malicious host to easily attack the internal hosts. Denial of Service (DoS) attacks or remote controlled program
based attacks (such as Trojan horses) are examples of attacks that malicious hosts can perform against the internal hosts.
Therefore, Active FTP is beneficial to the FTP server admin, but detrimental to the client side admin.

FTP Server FTP Client

] &)
[l Prames 3
Y 21 p. 4 XH+1

« PASW

Command channel
@1
Data channel

_._ « DK =

v v v v

Figure 7. Command and Data channels of a Passive FTP connection
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3.1.5 PassveFTPMode

In order to resolve the security issue with the Active FTP mode, a different method for FTP connections was developed. This is
known as Passive FTP mode. In this mode, the FTP client initiates both the Command and Data channels, hence solving the
security issue with the Active FTP mode. The FTP client uses the command “PASV” to tell the server that the FTP session will
be in Passive mode.

Figure 7 shows the two TCP channels of a Passive FTP connection. When opening an FTP connection, the client opens two
random ports locally (X > 1023 and X+1). The first port contacts the server on port 21, then the client issues the “PASV”
command (Step 1). The result of this is that the server then opens a port Y (20 or a random port (Y > 1023)) and sends the
command “PORT Y” back to the client (Step 2). The client then initiates the connection from port “X+1"to port Y on the server
to transfer data (Step 3). Finally, in Step 4, the server sends back an ACK to the client’s data port.

3.1.6 PassiveFTPTrafficFiltering

To allow Passive FTP traffic passes through the firewall, filtering rules should be implemented to allow the traffic of both the
Command and the Data channels. Figure 8 shows the different TCP packets exchanged in a Passive FTP session. The Command
and Data sessions are both initiated by the FTP client.

FTP Server FTP Client
Y 21 X X+1
o BYN = I
N &ACK » Three-way
] handshake
é'(ﬂfii’,/—’/ for Command
r r e channel
o PASV »
{3267 » |
o BYN »
Three-way « SYN & ACK »
handshake
for Data « ACK »
channel

Figure 8. TCP packets used to initiate a Passive FTP session

In addition, since FTP uses TCP based channels, then for each channel, four filtering rules are required to allow the corresponding
traffic to pass through the firewall. For example, if the FTP client is an internal host and the FTP server is an external host, then
Table 5 lists all the filtering rules for the Command and Data channels, respectively.
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Direction | Seurce IP  Destination IP | Protocol Source port Destination port  S5YN | ACK | Action
Qutzoing FTE clisnt FTE s2rver TCE 1024-8535335 21,20, 1024-85535 1 0 Allow
Incoming | FTP zarver FTE client TCR 11,20,1024-65535  1024-63333 1 1 Allow
Qutzoing FTE client FTR server TCE 1024-6535335 21,20, 1024-65535 0 1 Allow
Incoming | FTP server FTE client TCE 11,20,1024-63535  1024-63533 0 1 Alow

Table 5. Filtering rules for the Command and Data channels in a Passive FTP session

3.1.7 Filteringrulesimplementation for Passive FTP traffic
As an example, using Jetico Personal Firewall’s GUI interface, Figure 9 shows the implementation of the four filtering rules of

Table 5, required to allow Passive FTP traffic.
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Figure 9. Filtering rules implementation for Passive FTP session using Jetico Personal Firewall’s GUI interface

Figure 10 shows the details of the first filtering rule in a Passive FTP session. The filtering rule allows outgoing SYN packets for
both Command and Data channels.
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Figure 10. Filtering rule for allowing outgoing SYN packets for the Command and Data channels

3.1.8 Security I ssuewith Passive FTP mode

It is unquestionable that the Passive mode is a more secure mode compared to the Active mode. However, the major security
issue with the Passive mode is that FTP client hosts are allowed to initiate connection to high numbered ports on the FTP server.
This may open up a whole range of security problems on the FTP server side. However, since admins of FTP servers will need
to make their servers accessible to the greatest number of clients, they will almost certainly need to support passive FTP
session. In fact, the security issue with the Passive mode can be minimized by using FTP servers that allow admins to specify
a limited port range for the FTP servers to use. In addition, firewalls will block any port which does not belong to that range.
Therefore, Passive FTP is beneficial to the client, but detrimental to the FTP server admin.

On the other hand, the use of FTP Passive mode within a network involves supporting and troubleshooting clients which do (or
do not) support Passive FTP mode. In addition, nowadays, users prefer to use their web browsers as FTP clients. If the firewall
is configured to allow only Passive FTP mode, then the browsers should be configured to connect in FTP Passive mode. This
requires additional support work and troubleshooting clients. For example, Figure 11 shows how to change Internet Explorer 11
to connect to a FTP server in Passive mode.

3.2. Hands-on lab exercise

The learning objective of this hands-on lab exercise is for students to better anatomize the concept of Active and Passive FT
modes through the sniffing and analyzing of FTP traffic.

3.2.1Part #1: Active FTP session traffic sniffing

The following experiment describes how to sniff and analyze the packets of an Active FTP session. The experiment consists of
the following steps:

e Step 1: Configure a Web browser (or a FTP client tool, such as LeapFTP tool [18]) as an Active FTP client (This is the default
setting for most Web browser and FTP clients).

e Step 2: Connect to a FTP server using the Active FTP mode and sniff the session packets, using a sniffer tool, such as
CommView Sniffer [19].
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Figure 11. Configuring Internet Explorer 11 to connect in Passive FTP mode

o Step 3: Analyze the Active FTP session packets

o Step 4: Identify the Command and Data channels’ ports of the FTP session, as shown in Figure 3. That is:
o X is the client port number for the Command channel
0 (X +1) is the client port number for the Data channel.

0 Y is the server port number for the Data channel.

For example, Figure 12 shows the TCP packet number 19 of the Command channel in the Active FTP session that includes the
port number for the Data channel (PORT X+1). The packets shown in Figure 12 have been captured by Comm View sniffer tool.

The FTP header of packet 19 contains the command “PORT”, the IP address of the host hosting the FTP client, and the value of
the port (X + 1) of the Data channel at the client side.

3.2.2 Part #2: Passive FTP session traffic sniffing

The following experiment describes how to sniff and analyze the packets of a Passive FTP session. The experiment consists of
the following steps:

o Step 1: Configure a Web browser (or a FTP client) as a Passive FTP client

o Step 2: Connect to the FTP server and sniff the session packets.

o Step 3: Analyze the Passive FTP session packets

o Step 4: Identify the Command and Data channels’ ports of the Passive FTP session, as shown in Figure 7. That is:
o X is the client port number for the Command channel.

0 X+1 is the client port number for the Data channel.
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0 Y is the server port number for the Data channel.
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Figure 12. The TCP packet of the Command channel that includes the FTP client port number for the Data channel
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Figure 13. The TCP packet that includes the port number of the Data channel at the server side
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For example, Figure 13 shows the TCP packet number 20 of the Command channel in the Passive FTP session that sends the port
number of the Data channel at the server side. The format of the PORT command is formatted as a series of six numbers separated
by commas. The first four octets are the FTP server’s IP address while the last two octets comprise the port that will be used for
the data connection. To find the actual port, multiply the fifth octet by 256 and then add the sixth octet to the total. Thus, in the
example below the port number is ((4*256) + 54), or 1078.

4. Modelsof L ectur e Exer cises

This section provides example models of exercises that can be offered to students during lectures on FTP traffic filtering.

1. Exercisel

In this exercise, students are asked to write the appropriate firewall filtering rules for the following security policy.

Question:

We assume that your LAN network is protected by a firewall, and you want to allow your internal hosts to communicate with the
external FTP server (With IP address: IP-2), using only the FTP PASSIVE mode (The Normal mode should be denied). Also, we

assume that the port number of the Data channel at the server side is 20. The default security policy is “Deny All”.

Write the appropriate firewall filtering rules for this security policy.

Solution:
Rule Direction | Protocel Source Destination Source  Destination | SYN ACK Action
IF IP Port Port
FTPCommand and Data C hannels
Rl Outgoing TCE LAN IB-1 Any 10,21 1 0 Allow
R1 Incomimg | TCP 1B-1 LAN 20,21 Aqy 1 1 Allow
Rl Outgoing TCE LAW IB-1 Any 20,21 0 1 Allow
R4 Incomimeg | TCP 1B-1 LAN 20,21 Any {0 1 Allow
Deny FTF Norm al m ode
RS [ Incomiz | TCP 1p-2 [ Law [ 21 Any 1 0 | Dany
D efault Security Folicy
Defanlt | Any | Any Any | Any | Any Any Any Any | Deny
2.Exercise?2

In this exercise, students are asked to identify the mode of a given FTP session (Normal or Passive mode) by analyzing the
Command and Data channels’ packets.

Question:

We assume that the following packets belong to a FTP session.

(1) Write the details of the packets (Packet number, Source IP, Destination IP, Source port, Destination port, and TCP flags)
corresponding to the Command and Data channels of the FTP session, using the chronological order.

(2) Indicate the mode of the FTP session (Normal or Passive), and justify your answer.

Solution:

(1) Figure 14 summarizes the chronological order of the packets of the Command and Data channels of the FTP session. In
addition, Table 6 shows the details of the packets corresponding to the Command and Data channels of the FTP session.

(2) The mode of the FTP session is the Normal mode, since the FTP server initiated the Data channel, as shown in Packet #7.
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Figure 14. The chronological order of the Command and Data channels’ packets

Packet Source [P Destination IP Source Destination | 5YN ACK | PSH | R5T | URG | FIN
num ber Port Port
FTP Session’s Command Channel
Packet#3 | 10.70.73.50 105210164144 12124 11 1 0 0 0 ] ]
Packet#6 | 1935112164144 10.70.73.30 21 1224 1 1 0 0 ] ]
Packet#5 | 10.70.73.50 105210164144 12124 11 0 1 0 0 ] ]
Packet £1 10.70.73 50 105210164144 1124 11 0 1 1 0 ] ]
FTPF Session’s Data Channel

Packet#7 | 193112164144 10.70.73.50 1401 5001 1 0 0 0 0 0
Packet#d | 10.70.73.50 195220164144 5001 1401 1 1 0 0 0 0
Packet £2 195.219.164.144 10.70.73.50 1401 5001 0 1 0 0 0 0

Table 6. The details of the Command and Data channels’ packets
5. Evaluation

5.1 L earning OutcomesEvaluation Process

The discussed security concepts on FTP traffic filtering have been covered in our Network Border Control course (SECB 358)
since the academic year 2008/2009. The course covers mainly network packet and services filtering, firewall technology, stateless
and stateful firewalls, firewall based network architectures, and VPN.

SECB358 course has five learning outcomes (COs), as shown in Table 7, which describe what students can do as a results of their
educational experiences. The active verbs of the learning outcomes have been selected using the Bloom’s taxonomy for student
learning outcomes [20]. The SECB358 course is designed in such as way that students will develop basic learning skills and
acquire foundation knowledge in the earliest lectures of the course.

As they move to more advanced topics, they develop higher-order learning skills and more advanced understanding of the field
of network packet and service filtering, firewalls and VPN. This development change can be described in terms of the increas-
ingly sophisticated behaviors represented at higher levels in Bloom’s taxonomy.

On the other hand, eight course topics were identified and mapped to SECB358 course’s leaning outcomes. FTP traffic filtering
is among these course topics. Also, four assessment tools have been selected to assess the achievements of the leaning
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Qutcome Levelof Bloom’s Taxonomy

CO1: Describe TCP/IP protocols and netw ork services Understanding (2)
C0O2: Explain common security threats Understanding (2)
C0O3: Practice configuration of firewalls and VPNs Application (3)

CO 4: Design firewall filtering rules for different network architectures | Synthesis (3)
and services
C0O 3: Evaluate different types of network architectures Evaluation (§)

Table 7. Mapping SECB358 course learning outcomes to Blooms Taxonomy
outcomes including quizzes, midterm exam, final exam, and hands-on lab exercise reports. Throughout the semester, the course
coordinator collects the assessment data, and by the end of the semester, the collected assessment data are mapped to the

leaning outcomes. The achievement level of each leaning outcome is then calculated in terms of mean and standard deviation
using (1) and (2).

u(CO,) = M @

@

where u, and o, denote respectively the normalized mean, and standard deviation of the students’ marks when assessment tool
tis used, and n, denotes the number of students. After calculating the achievement level for each leaning outcome, the course
coordinator discusses the assessment results with the faculty members who taught the course, and then decides on the needed
recommendations to address any discovered shortcoming.

5.2 Sudents Comprehension of FTPTraffic Filtering

This section discusses the effect of introducing the hands-on lab exercises on the students’ comprehension of FTP traffic
filtering. In fact, during the 2008/2009 and 2009/2010 academic years, students enrolled in the SECB358 course were not offered
any hands-on lab exercise on FTP traffic filtering. Only the theoretical security concepts were described during the lecture time
along with a limited number of class exercises. However, starting from fall 2010, the course coordinator decided to offer the
hands-on lab exercises proposed in this paper as a corrective action to improve the leaning outcomes achievement levels.

To evaluate the students’ comprehension of FTP traffic filtering, one quiz and one midterm exam’s question are offered to
students each semester. The quiz and midterm exam’s question are directly mapped to the learning outcome CO4, which is
directly concerned with network packet and services filtering and firewall filtering rule design. The data collected relative to the
quiz and midterm exam’s question are used to assess the achievement of CO4, along with other data collected from other
assessment tools.

It is important to mention that the same teachers were involved with the pre and post lab classes, as well as the offered quizzes
and midterm exam questions.

Figure 15 shows the students average grades for the quiz and the midterm exam’s question. It clearly shows that starting from
10/11 academic year, the students’ average grade has started improving. This is mainly due to the fact that the offered hands-
on lab exercises allowed students to better anatomize and assimilate the taught security concepts on FTP traffic filtering. The
students have learned better with the hands-on lab exercises, which had a positive effect on their performance. For example, in
case of the quiz, introducing the hands-on lab exercises improved the students’ average grade by 8.9% from 78 to 85 and
maintained the improvement for the following two academic years. Consequently, this improvement in students grading performance
would contribute positively on the achievement of the learning outcome CO4.

16 Information Security Education Journal Volume 3 Number 1 June 2016




It is important to mention that there was a decrease in 2012/2013 in student performance compared to the two previous years
during which the hands-on lab exercises have been also offered. This is not a major issue, since we got an increase during 2012/
2013 academic year compared to the academic years during which the hands-on lab exercises have not been offered.

90
85
80
=G uiz
75 -
== NMidterm exam's
70 question
65 T 1 T T 1
Year Year Year Year Year
08-09 09-10 10-11 11-12 12-13

Figure 15. Student performance in the quiz and midterm exam’s question on FTP traffic filtering before and after introducing
the hands-on lab exercises

5.3 Sudent’sSurvey

In order to evaluate how effective the students think the lectures and hands-on lab exercises are and measure their satisfaction
level, we solicited students’ opinions using an anonymous survey at the end of each semester for three consecutive academic
years (From Fall 2010 to Spring 2013). Precisely, the purpose of the survey is to assess how closely the hands-on exercises
mapped to our lectures from students’ point of view and if students have learned more about FTP traffic filtering after taking the
hands-on lab exercises.

The survey consists of questions in three categories: the hands-on lab exercises, the relevance between the lecture and hands-
on lab exercises, and the overall impact of the lecture and hands-on lab exercises on students. The survey’s questions contains
positive statements about the lectures and hands-on lab exercises, and were presented using a five-point Likert scale. Students
were asked to rate the statement based on a scale from 1 (strongly disagree) to 5 (strongly agree).

5.4 Resultsanalysis

Table 4 shows a summary of the results of the anonymous survey that was administered to 95 students who over there academic
years had participated in the hands-on lab exercises. In general, students gave favorable evaluation, as shown in Table 7. The
averages of all survey items are between 4.0 and 4.77 with standard deviations from 0.6 to 1.06. This result shows that students
mostly either agree or strongly agree with the positive statement about the lecture’s contents and the hands-on lab exercises on
FTP traffic filtering. Among the three categories, the “Hands-on lab exercises” category has the highest average (4.77) and the
“Overall impact of the lecture and the hands-on lab exercises on students” category has the lowest average (4.0). This result
shows that students are satisfied with the hands-on lab exercises on FTP traffic filtering, but are less certain about the overall
impact of the lectures and the hands-on lab exercises on their career.

The results of the survey showed that students mostly either agree or strongly agree that the hands-on lab exercises to be useful
and helped them better understand the underlying theoretical security concepts associated with FTP traffic filtering. The survey
also revealed that students mostly are strongly interested in similar hands-on lab exercises in other security classes, and would
strongly recommend the exercises to other students.
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However, the survey item number 3 in the category “Overall impact of the lectures and hands-on lab exercises on students” has
received the lowest average but with the highest standard deviation. This result shows that some students are less inspired by
the class in terms of pursuing a future career in information security. We believe that this is due probably to the fact that the
students are not giving enough importance to their professional career at this time of their study, or lack professional experience
that allows them to answer adequately this survey item.

In addition, the results of the survey indicate that students enjoyed the classes when the hands-on lab exercises are combined
as a part of the class activities. We found that the offered hands-on lab exercises made the course more interesting and
informative to students. The hands-on lab exercises allow students to understand the course topic better than lectures alone.
Students often raised questions whenever they encounter problems that prevent them from completing the exercises but they
do not usually ask questions during a lecture. Overall, it is clear that the survey’s results allow to recommend information
security educators to incorporate hands-on lab exercises into their courseware whenever possible.

[tem Item Standard

Survey Item Average Deviation
Hands-on lab exercises (Average = 4.77, Standard deviation = 0.67)
1. T enjoyed the hands-onlab exercises on FTP traffic filtering. 49 0.7
2. 1 think the hands-on lab exercises on FTP traffic filtering are easy to follow and 4.7 0.9

straightforw ard.

I have better understanding regarding the lecture topic on FTP fraffic filtering 4.3 0.6
after finishing the corresponding lab exercises.

a

4. Twill definitely recommend the hands-on lab exercises to others. 47 0.5

The relevance betw een the lecture and hands-on lab exercises (Average = 4.72, Standard deviation = 0.6)

1. The combination of the lectures and hands-on lab exercises makes the class more 43 0.7
interesting and inform ative than a class with only lectures.

2. The hands-on approach based lecture improved my knowledge in FTP traffic 146 0.5
filtering.

3. I know better about putting security concepts being taught in practice after 418 0.9
finishing the related hands-on lab exercises.

4. The hands-on lab exercises stimulate my further interests in learning the 48 0.6
technolo gy and theorie s/concepts behind the security solutions.

5. T will be interested in taking other security classes that blend in hands-on lab 413 0.5

ex ercises with lectures.
Overallimpact of the lecture and hands-on lab exercises on students (Average = 4.0, Standard deviation =

1.06)
1. Thelectures and hands-on lab exercises improved m vy knowledge and skills in 12 0.8
the area of netw ork security.
2. After taking the lectures on FTP traffic filtering, [ am even more interested in the 42 0.9

network traffic filtering area than [ did.

After taking the lectures on FTP traffic filtering, [ am even more interested in
having a career in the information security area, particularly in the network
security area, than[ did

[F¥]

[P
(=213

1.3

Table 7. Summary of the results from the courseware questionnaire
6. Conclusion

The importance of experimental learning in information security education has long been recognized in the learning theory
literature. Hence, to enhance information security education throughout experimental learning, this paper discussed an educational
approach that combines information security practice with theory, for teaching FTP traffic filtering in network security related
courses. This experience should help information security educators in planning their information security courses and in
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bringing more interesting and informative learning environment to the students. In addition, such a hands-on approach would
contribute considerably to better prepare the students to work as security administrators with better chances of landing jobs
than students without these hands-on skills.

The discussed security courseware has three unique features. First, regarding the implementation of the discussed hand-on lab
exercises, it is simple to setup the lab environment for both the instructor and the students. Second, the hands-on lab exercises
packages are adaptable in a limited budget and are portable to most computer laboratories in universities. Third, each hands-on
lab exercise is closely tied to a related security concept or principle, on FTP traffic filtering.

In addition, the paper has presented an evaluation learning process and survey instrument that allow to assess the student
learning outcomes, and measure students’ feedbacks and satisfaction levels regarding the lecture contents and hands-on lab
exercises. Using the proposed learning process and survey instrument, we found evidence that students learned better about
the FTP traffic filtering concepts after introducing the hands-on lab exercises.
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