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ABSTRACT: Data security needed in data transmission, storage, and communication to ensure the security. The single
step parallel contour extraction (SSPCE) method is used to create the edge map as a key image from the different Gray
level/Binary image. Performing the X-OR operation between the key image and each bit plane of the original image for
image pixel values change purpose. The Arnold transform used to changesthe locations of image pixels asimage scrambling
process. Experiments have demonstrated that proposed algorithm can fully encrypt 2D Gary level image and completely
reconstructed without any distortion. Also shown that the analyzed algorithm have extremely large security against some
attacks like salt & pepper and JPEG compression. Its proof that the Gray level image can be protected with a higher
security level. The presented method has easy hardware implementation and suitable for multimedia protectioninreal time
applications such as wireless networks and mobile phone services.
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1.Introduction

Asweknow various busi nesses require exchanging informationin termsof text, imagesand videos over different communication
channels; it is very necessary to protect that data from unintended users. From ancient time it is seen that encryption is the
best way for protecting the data from unauthorized access. Encryption of data has become an important way to protect data
resources especially on the Internet, intranets and extranets. Encryption is the process of applying special mathematical
algorithmsand keysto convert digital datainto cipher code beforethey aretransmitted and decryption involvesthe application
of mathematical algorithmsand keysto get back the original datafrom cipher code. The main goal of security management is
to provide authentication of users, integrity, accuracy and safety of data resources. Image security is a major challenge in
storage and transmission applications. Image encryption is an effective approach to protect images or videos by transforming
theminto completely different formats. Aswe know images are the main sourceto attract the people[2], they areusedinlarge
scale in various fields like biometrics, military, medical science and online albums [3]. Interesting approaches for image
encryption have been developed. They are designed to protect multimedia content and fulfill the security requirementsfor a
particular multimedia called application such as Data Encryption Standard (DES) and Advanced Encryption Standard (AES)
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methodswhich incur large computational costs and show poor error resilience [4]. Therefore, it isimportant to guard images
fromillegal accessand providethe security, integrity, confidentiality and reliability toit. Image encryption can be accomplished
by scrambling image pixel positionsusing different techniquesin the spatial domain. Image encryption can a so be accomplished
by scrambling coefficient matrices/blocksin the transform domain [4]. These approaches have extremely low security levels
due to the lack of security keys. Another approach for image encryption is to change image pixel values based on the
combination of image bit plane decomposition and logic operations[2]. This security method isalso much lower becausethe
results of its decomposition process and logic operations are predictable. It's not immune to plaintext attacks. To achieve
higher levels of security, solution isto change image pixel values or blocks while scrambling the positions using different
techniques. In thiswork we propose and eval uate selective bit plane encryption for confidential transmission of image data
in mobile environments[3].

There are method is proposed for uncompressed image, which appliesto abinary image, consist in mixing image dataand a
message (key) that has the same size astheimage [1]: a XOR function is sufficient when the message is only used once. A
generalization to gray level imagesis straightforward: Encrypt each bit plane separately and reconstruct gray level image.
With this approach no distinction between bit planesisintroduced although the subjective relevance of each bit planeis not
equal. The highest bit planes exhibit some similarities with the gray level image, but the least significant bit planes look
random. Because encrypted bits also look random, the encryption of least significant bit planeswill add noise to the image.
The advantage of least significant bitsisthat plaintext attacks are harder on random like data. It is preferable to encrypt bits
that look most random.

2.Arnold Transform Map

The classical Arnold transformation converts any linear second order ordinary differential equation (LSODE) into the free
Galilean particle equation [5]. Watermark must be encrypted before embedding intoits carrier. It will go through scrambling
transformation so that the spatial correlation of watermark image pixelswill be cancelled and its security will be strengthened.
In this way, attackers cannot accurately identify the specific content of watermark even if they already extract it. A binary
image after digital processing can be viewed as a matrix, one pixel corresponding to one matrix element. After linear or
nonlinear transformation of the pixelsin the matrix, theimagewill look desultorily. A binary watermark imagewill look morelike
noise after being transformed several times, thus, attackers will take it as noise and ignore it even when they know the
imbedding algorithm and already extract the embedded data. Therefore, the security of watermark is strengthened. Thereare
many common ways to scramble watermark images as a pre-treatment such asArnold transformation, magic transformation,
Hilbert curve, Conway game, broad Gray codetransformation, affine transformation and orthogonal L atin squaretransformation
[6]. Inthis paper, we adopt asimpleway but with strong security Arnold transformation. Arnold transformation also called cat
facetransformation. The Arnold transformation is defined as follows
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where (X, y) and (X, y) arethe pixel coordinates of the original image and the encrypted image, respectively.

Let A denotetheleft matrix in theright part of equation (1), | (x,y) and | (X, y")™ represent pixelsin the original imageand the
encrypted image obtained by performing Arnold transform n times, respectively. Thus, image encryption using ntimesArnold
transforms can be written as

L (X, y)®=Al(x,y)* D (mod N) )

wherek=1,2, ...,n,and! (¥, y)@ =1 (x, y). Obviously, one can multiply theinverse matrix of A at each side of equation (2)
toobtain| (x, y)* . In other words, the encrypted image can be decrypted by iteratively calculating thefollowing formulan
timesas

I, y)®=ACD J(x,y)* D (modN) ©)
Arnold transform has aproperty that the original image will appear when the equation (2) isiteratively calculated mtimes. The

periodicity makes the encryption algorithm directly using Arnold transform unsecure. Thisis because one can easily obtain
the original image by iterative computations once the encryption algorithm is known. The periodicity value m< N and some



specific values under different imagesizesN arelistedin Table 1[7].

N | 60 | 100| 120 | 128| 256|480 | 512
m | 60| 150 | 60| 96]192|240| 384
Table 1. ThePeriodicity ValuesM Under Different Image SizesN

a(i,))«<0;i=1,2,.....,N;j=1,2,.....,N;
fori=2,3,.....N-1;j=2,3,.....,N-1;

{
ifb(i,j)andb(i+1,j)and[b(i,j+21)orb(i+1,j+21)]and[not[b(i,j—1)or
b(@ +1,j-1)]]
thena(i,j)«a(,j)or2°
{edgeO}
ifb(,j)andb(i+1,j)andb(i+1,j-1)and[not[b(i,j—1)]]
thena(i,j)«a(,j)or2!

{edgel}
ifb(i,j)andb(i,j—1)and[b(i+1,j)orb(i+1,j—1)]and[not[b(i-1,]j) or
b(i-1,j-D)]
thena(i,j)«a(i,j) or2?

{ edge2}
ifb(i,j)andb(i,j—1)andb (i—-1,j—1) and [ not [b (i -1, )]]
thena(i,j)«a(,j)or2®
{ edge3}
ifb(i,j)andb(i—1,j)and[b(i,j—1)orb(i—-1,j—1)] and[not [b(i,j + 1) orb(i—1, j + 1)]]
thena(i,j)«a(,j)or2*

{edge4}
ifb(i,j)andb(i—1,j)andb (i—1,j+ 1) and[not[b (i, + 1)]]
thena(i,j)«a(,j)or2°
{edge5}
ifb(i,j)andb(i,j+21)and[b(i—-1,j)orb(i—1,j +1)] and[not [b (i +1,]) or
b@i+1,j+1)]]
thena(i,j)«a(i,j)or2°
{edge6}
ifb(i,j)andb(i,j+21)andb(i +1,j+1)and[not[b(i +1,))]]
thena(i,j)«a(,j)or2’

{edge7}

}

Table 2. Implementation of the Eight Rulesfor Contour Extraction (3 x 3 Windows)

3.Single Sep Parallel Contour Extraction (SSPCE) Algorithm

There aretwo algorithms; 4/8-connectivity scheme sbetween pixels[11], and 4/8-Directional Freeman chain coding scheme
[8] and [9], are used to distinguish all four/eight possible line segments connecting nearest neighbors. The applied algorithm
in thiswork use a 3 x 3 pixelswindow structure to extract the object contours by using the central pixel to find the possible
edge direction which connectsthe central pixel with one of the remaining pixels surrounding it. Thealgorithmisgiven exactly
the same extracted contours as the OCE algorithms and is much faster (3.8/4.2 times faster) based on which 4/8-Directional
Freeman chain coding scheme been used [ 11]. The edges can be extracted by applying the definition which saysthat an object
contour edgeisastraight line connecting two neighboring pixel swhich have both acommon neighboring object pixelswhich
have both acommon neighboring object pixel and acommon neighboring underground pixel [10]. By thisdefinition, no edges
can be extracted from the three following cases:



1- If all nine pixelsare object pixels; i.e. thewindow isinside an object region.
2- If al nine pixelsare background pixels; i.e. the window isinside abackground region.

3- If the center pixel isan object pixel surrounded by background pixels; i.e. it ismost probabl e that the center pixel inthiscase
isapoint noise caused by image digitalization.

The eight rules of edge extraction are applied and are coded using 8-directional chain-code as shownin Table 2.

Many different methods of contour extraction & approximation can be used to gray/color images[12], [13] & [14].
4.1 mage Encryption/Decr yption Proposed Scheme

Inthissection, adifferent binary image from gray level imageisintroduced asa“ key image” with the samesizeastheoriginal
imageto be encrypted. We al so introduce one image encryption algorithm using thiskey-image which isreferred to the Edge
map encrypted algorithm. The analyzed algorithm can fully encrypt 2D such as grayscal e images, color images and medical
images. Theflowchart of the analyzed algorithm isshown in Figure 1.

4.1 Bit-planesGeneration

Each pixel of a256 x 256 pixelsimagein 8bit/pixel (bpp) precision hasagray value between 0 and 255. The entireimage can be
considered as atwo dimensional array of pixel values. We consider the 8bpp datain the form of 8 bit planes, each bit plane
associated with aposition in the binary representation of the pixels 8 bit dataisaset of 8 bit planes. Each bit plane may have
avaue of 0 or 1 at each pixel, but together all the biplanes makeup a byte with value between 0 to 255. The underlying
foundation of the algorithm isto changeimage pixel values by performing the X OR operation between the key-image and each
bit plane of the original image. Thisisfollowed by animage scrambling process which changesthelocations of image pixels
or blocks.

4.2 EdgeMap Encryption

The edge map isfrequently used inimage enhancement, compression, segmentation and recognition. The application of edge
maps can al so be extended to image encryption. In this section, weintroduce anew image encryption algorithm using an edge
map whichiscalled the Edge map Crypt al gorithm. An edge map is considered asthe key-imagein thisalgorithm. Such edge
map is generated from another different image with the same size as the original image using a specific edge detector with a
selected threshold value. The Edge map Crypt algorithm first decomposes the original image into its binary bit planes. Each
of themisencrypted by performing an X OR operation with the key image, which isan edge map created from another image.
Next, thealgorithm invertsthe order of all XORed bit planes and combinesthem together. The resulting imageis scrambled by
using Arnold transform to generate the final resulting encrypted image. The Edge map Crypt algorithmisillustrated in Figure
2. Similar to the Bit plane encrypted a gorithm, a3D image can be encrypted by applying the Edge map encrypted algorithm to
al its2D componentsindividually. Any new or existing image with the same size of the original image can be used to generate
the edge map, the key image. It could be animagein the public online database or anew image generate by the users. The edge
map can be obtained by using SSPCE contour extraction algorithm. The users have flexibility to use any existing image
scrambling method for the Edge map encrypted algorithm. In this work we used the Arnold transform map. Therefore, the
security keysfor this algorithm consist of the image or its location which is used to generate the edge map and the security
keys of the scrambling algorithm.

4.3Decryption | dea

To reconstruct the original image, the users should be provided the security keyswhich help them to obtain the correct edge
map. The decryption processfirst generatesthe edge map from the selected image using the security keys. It then unscrambles
the encrypted image using the inverse Arnold transform.

Next, it decomposes the unscrambled imageinto itsbinary bit planes and performs X OR operation between the edge map and
each bit plane. The order of al bit planesis restored to the original order. The reconstructed 2D image/component can be
obtained by combining all bit planes.

5. Satistical Analysis
5.1 Histograms
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Figure 1. Flowchart of encrypted/decrypted analyzed a gorithm
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The histogram of an image represents the relative frequency of occurrence of the various gray levels in the image. The
histogram of adigital image with gray levelsintherange [0, L — 1] isadiscrete function. The estimate of the probability of
occurrence is defines as

P(rJ)=n/n @

Where, r, isthe KN gray level, n, isthe number of pixelsintheimage, andk=0,1,2,3...... L—-1).P(r,) givesanestimateof the
probability of occurrenceof r,.

For dark images the histogram will be concentrated towards the dark end of the gray scale range. The oppositeistruefor low
contrast images. The histogram of the encrypted imageisfairly uniform and issignificantly different from that of the original
image. Therefore, it does not provide any indication to employ any statistical attack on the image under consideration.
Moreover, there is no loss of image quality after performing the encryption/decryption steps.

5.2Mean SquareError & Peak Signal-to-Noise Ratio
Themean square error (MSE) and peak signal-to-noiseratio (PSNR) criterionswere used to eval uate the distortion introduced
during the image compression and contour extraction procedur&s. The MSE criterion is defined by the following equation

n m

XX (6)-160) ©

MSE(I,1) = (* 2,2,

Binary Image (Onglnal) Contour Extraction Using SSPCE Method

Figure2. Original gray level & key images
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where| and | arethe grey-level and reconstructed images respectively.

The PSNRisdefined by the following formula

~ L-1)?
PSNR(I,1)=10log,, (71 ©
MSE(, 1)
whereL isthe grey-level number.

5.3 Correlation Coefficient

TheA single summary number that gives you agood idea about how closely one variableis related to another variable. The
correlation coefficient, denoted by r_, is a measure of the strength of the straight-line or linear relationship between two
variables. The correlation coefficient takes on values ranging between +1 and —1. The correlation coefficient will vary from —
1to+1. A—1indicates perfect negative correlation, and +1 indicates perfect positive correlation. It'sameasure that determines
the degree to which two variable's movements are associated.

A correlation coefficient isastatistical measure of the degree to which changesto the value of one variable predict changeto
the value of another. In positively correlated variables, the value increases or decreases in tandem. In negatively correlated
variables, the value of one increases as the value of the other decreases. The correlation coefficient between images X and Y
can be written as n _ B
iZJ&—XMﬂ—W
T — — @
\/z (X=X (YY)
i=0 i=0

A R T

Bit plane#5 (LSB) Bit plane#2

Bit plane#4
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Bit plane # Bit plane#6

Bit plane#7 Bit plane#8 (M SB)

Figure 3. Original bitplanes decomposition

where-X and -Y are mean of original & reconstructed greylevel imagesrespectively.
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Figure 4. Results using JPEG compression (Corelation Coefficient = 0.9955)
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Binary Image of Gray Level Image (Recovery) Contour Extraction Recovery Using SSPCE Method

Figure 5. Resultsusing Salt & Peppers Noise (Corelation Coefficient = 0.9979)

Gray Level Image| MSE PSNR Correlation Coefficient
Reconstructed 25757 44,0219 0.9955
JEG 49.4791 31.1866 —0.0067

Table3. Original, JPEG & Reconstructed Gray Level Images Comparison Using Joeg Attackks

Gray Level Image| MSE PSNR Correlation Coefficient
Reconstructed 2.7047 438096 0.9979
Salt & Peppers 53.2767 30.8654 —0.0057

Table4. Original, JPEG & Reconstructed Gray Level Images Comparison Using Salt & Peppers Noise Attack

6. Experimental Results

The 3D image encryption using the presented algorithm can be accomplished by encrypting all the 2D components one by
one. Figures 2 show thegray level (Tools) & binary key (Libyamap) images. The binary image of thegrey level image Using
suitable threshold value & edge map of key image using SSPCE method are also shown inthe Figure 2. Figure 3illustrate he
eight bit planes of the gray level (Toals). In Figure4 & Figure 5, the results (related results are shown in the Table 3 & Table
4 respectively) show that the gray level imagesarefully encrypted and then completely reconstructed using JPEG compression/
salt & peppers noise attacks respectively. The histograms also verified the distributions of the encryptionimagesareequal in
the data level range. The reconstructed images and their histograms in demonstrate the complete reconstruction of the
original images. Thesefurther provethat the edge map encrypted algorithm islossless encryption method. In addition to that
the recovery binary image of the decrypted gray level image can be obtained easily with high quality at the receiver.

7. Conclusions

Thelnthis paper, we have introduced anew concept for image encryption using abinary key. The key-imageisan edge map
in the edge map encrypted algorithm. Experiments have demonstrated that the proposed algorithm can fully encrypt the 2D
images. The original 2D image can al so be compl etely reconstructed without any distortion. Cryptanalysis has shown that the
algorithm have extremely large security key space and can with stand most common attacks such as the JPEG compression
and salt & pepper. Any new or existing image with the same size asthe original image can be used to generate the key-image.
Thesingle step parallel contour extraction (SSPCE) method are used to create the edge map as akey-image for the edge map
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encrypted algorithm. The Arnold transform scrambling method can be applied to the presented algorithm. All these ensurethe
images can be protected with a higher security level. The presented algorithm is easy to implement in hardware because they
operate at the binary levels. They are al so suitable for multimedia protection in realtime applications such aswirel ess networks
and mabile phone services. The performed simulation uses M atlab2013a programming.
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