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ABSTRACT:  Among various side-channel attacks, power analysis pose a serious threat to the security of different cryptographic
implementations such as Simple Power Analysis (SPA), Differential Power Analysis (DPA) and Correlation Power Analysis
(CPA). Such attacks typically involve representing the relationship between the instantaneous power consumption of a
device executing a cryptographic algorithm, and certain intermediate data handled. In the present paper, we conduct a
simulation-based correlation power attack and we demonstrate the experimental procedure of this attack against AES using
two different devices: Xilinx Virtex TM-5 FPGA (XC5VLX30) and 8051-compatible microcontroller. The experimental results
show that the AES hardware implementations have better resistance against power attack and the validity of power model
used to calculate hypothetical power depends statistically on the implementation.
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1. Introduction

In the traditional model of cryptography, cryptographic algorithms provide security against an attacker who has only black box
access to cryptographic devices. But, such a model does not always match to the realities of physical implementations. In the
middle 90’s, new forms of attacks were introduced. These attacks use leaking information to recover the secret key.

Indeed, hardware and software implementations of cryptographic algorithms may cause side-channel leakages to reveal
information about the processed secret [18]. Therefore these physical implementations present a vast field of attacks, in which
adversaries are enhanced with the possibility to exploit physical leakages such as Timing attacks [19] ,power consumption
[1,14,17] or electromagnetic radiation [2,15].

Such attacks usually involve demonstrating the relationship between the data being manipulated by a cryptographic device,
and the instantaneous power consumption of the device. This work studies the power analysis attack and specifically CPA
attack [3], [11], [13]. This attack generally exploits a set of power traces measured from a target device which are correlated to
internal data or internal operations. The hypothesis here is that the measured power traces have different statistical distributions
depending on the operands or the operations. An adversary can recover secret keys by analyzing these distributions. Our study
aims to compare CPA attack against hardware and software implementations of the cryptographic AES [4] algorithms. The
representative platforms used are an 8051-compatible microcontroller [5,20] for the software implementation and Field
Programmable Gate Arrays (FPGA) [6, 7] for the hardware implementation.



112    Journal of Intelligent Computing  Volume  2  Number  3  September   2011

The remaining sections of this article are organized as follows. In section II, we review brief description of the AES algorithm.
Section III describes the principle of Correlation Power Analysis Attacks including some mathematical background. In section
IV, we present attacks on simulated measurement data. The attacks with real measurement data are then performed in Section V
against hardware and software implementations of AES. Results are discussed in section VI.

2. Overview Of  AES Algorithm

The National Institute for Standard and Technology (NIST) has selected the Rijndael algorithm as the new Advanced Encryption
Algorithm (AES) in 2000 (FIPS Pub. 197: Specification for the AES 2001). The AES algorithm is a block cipher with an SPN
(Substitution Permutation Network) structure designed by Joan Daemen and Vincent Rijmen.

The basic information unit for treatment in the AES algorithm is a series of eight bits processes considered as a single unit. The
bit series corresponding to the input, the output and the cipher key are processed as arrays of bytes; called State. The State
array consists of four columns of bytes, and every column contains 4 bytes. A full description of the AES is detailed in FIPS 197
[4].

The AES algorithm operates in rounds and support three differents key lengths, 128, 192, and 256 bits; the standard will consider
only 128-bit as legal block length. The number of these rounds is chosen depending on the key size. In fact, for a key length
equal to 128, 192 or 265 the number of rounds is equal to 10, 12 and 14, respectively. In this paper we focus on the version of 128-
bit key which has 10 rounds.

The AES round constitutes a fixed set of transformations applied to the State array. A separate Key Expansion unit is used to
generate keys for each round of AES algorithm.

In each round, a data block is transformed by a sequence of operations:

• Addroundkey: the key schedule of the current round is added to data block by simply using a XOR operation.

• SubBytes: replace each byte of the 16 bytes of data block using the S-box lookup table value of that byte. The
   contents of an S-box is the multiplicative inverse in Galois Field (GF) (28), followed by an affine transformation.

• Shiftrows: obtain a new data block by cyclically shifting the block rows. The bytes of row i are shifted i times, where
    0 < i < 4.

• Mixcolumns: operates on the block columns. It transforms each column of the state array by multiplying it with a
   constant GF polynomial. All round transformations are identical, apart from the final one.

The round starts with a single AddRoundKey operation followed by 9 identical computation rounds. A small difference is that
the final round has no MixColumns operation. Each operation maps a 128-bit input state into a 128-bit output state.

In decryption, the reverse processing steps are used to transform encrypted ciphertext to unencrypted plaintext data. This
decryption process uses the same key as the encryption process. Before the cipher operation takes place, a key schedule is
generated. The subkey for the first round is the private cipher key. Figure 1 illustrates the encryption and decryption round
operations.

3. Principle Of Correlation Power Analysis

This section gives an overview on background information for this work and describes how to perform such an attack on an AES
implementation.

3.1 Selection of a power consumption model and prediction of the device power consumption
Currently, CMOS is the most commonly used technology to implement digital integrated circuits. The dominating part for the
power consumption of a CMOS gate is the dynamic power consumption [8]; we can express it as follows.

PD = CL VDD P0 1  f
2 (1)
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Figure 1. Simplified diagram of AES encryption and decryption algorithm

where CL is the gate load capacitance, VDD the supply voltage, P0 1 the probability of a 0 1 output transition and  f  the clock
frequency. Equation 1 specifies that, in CMOS technologies, a gate dissipates power when its output switches.

 A CPA attack exploits the data dependency of the power consumption of cryptographic devices, using a large number of power
traces to analyze the power consumption at a fixed moment of time. Let’s B be a buffer or register (for example of 8 bits) with a
reference value R and let’s X be the value of the data being manipulated.

The power consumption Y used to pass from the value R to the value X in the buffer B can be represented by the following
model [9]:

Y = α H ( R + X ) + βO (2)

where H(R + X) the Hamming distance between R and X which compute the power consumption used to switch a bit from 0 to
1 as from 1 to 0, β is a power dissipation induced by noise and α a scalar gain between the Hamming distance and the power
consumed. This function encloses the Hamming weight model which suggest that R = 0 (the initial state of buffer or register is
0).

 Then during the prediction phase and based on this hypothesis, an adversary selects the target node to perform the CPA attack,
and he predicts the value of Y (i.e. the number of bit switches in the target node) for N different plaintexts/cipher text and k
possible key guesses.

O

±
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3.2 Measurement of the device power consumption
In the second part of the attack: the measurement phase, the attacker lets the device encrypt the same N plaintexts as during the
prediction phase with the secret key and stores the power consumption value.

To implement this type of attack, the equipment used consists of a computer, a digital oscilloscope, an interface for communication
between the PC (the software Matlab) and the oscilloscope, the FPGA and a low resistance (see Figure 2).

Figure 2. Experimental set-up measures power consumption

3.3 Correlation analysis
In the final phase of a CPA, the attacker compares the theoretical predictions of the power consumption with its real measurements;
this attack uses a Pearson coefficient, ρWH.

Let W(i) denote the ith measurement and W the group of traces. Let H(i) denote the prediction of the model for the ith trace and
H the group of such predictions. Then we calculate

 ρρρρρWH =
cov (W, H)

σσσσσWσσσσσH
(3)

This equation satisfies the property: -1 < ρWH   < + 1: There is considered a strong correlation if the correlation coefficient is close
to ±1 and a weak correlation if the correlation coefficient is close to 0. This means that if the attack is successful, it is assumed
that only one value, corresponding to the correct sub-key hypothesis, leads to a high correlation coefficient.

4. The CPA Attack Using Simulated Data

This section illustrates the CPA attack against AES crypto processor using simulated data. This approach estimates the
difficulty of an attack using real measurements. In the first step of this attack, we produce a simulated power consumption file.
For this purpose, we have chosen 100 random plaintexts and only one fixed sub-key 66 (correspond to the first sub-key of the
original key). The result is stored in a vector, M. (see Figure 3).

In the second step, we predict the power consumption of the AES implementation from the power model for 256 sub-key guesses
The model to predict the power consumption is an output byte of the initial SubBytes. This power model is a function of plaintext
byte and the corresponding sub-key guess ranges from 0 to 255. (See Figure 4).

Indeed, in the first round of AES, the first XOR followed by the 16 transactions boxes substitution (S-box) will be performed with
the whole secret key. 16 S-boxes divide the resulting 128-bit [key plaintexts] into 16 parts, each S-box takes 8 bits at input and
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produces 8-bit at output. Therefore, prediction of 8 bits-subkeys is easy to manage. Accordingly, for the same plaintexts used
en step 1 and for each sub-key assumption (256 assumptions: 28), we calculate the power for the node chosen at time t1 and t2
for each s-box. (8 bit key is repeated 16 times for a 128 bit key). This operation is applied to the 16 S-box (see Figure 5). We thus

Algorithm simulated power consumption _trace()
Key=67
for i de 1 à N=100
M(i)= Poids_Hamming(SubByte(input(i) + key))
end for
End algorithm

O

Figure 3. Calculation of the hypothetical power for the right prediction of the subkey

Algorithm predited_trace()
Key= [0 :255]
for i de 1 à N=100 Consommation_simulé (i)= Poids_Hamming(SubByte(input(i )
+ key))
end for
End algorithm

O

Figure 4. Calculation of the hypothetical power for all the prediction of the subkey

obtain a matrix of predicted power P of size N x 256 x 16.

In this case we work with the Hamming weight model, so we assume that the register or node is initialized to zero at the initial
moment.

In the final step, we calculate the correlation coefficients between the simulated power consumption M and predicted power P
(the columns corresponding to 256 guesses of the first sub-keys).

Figure 5. Simplified diagram of AES
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ci = Corr( M( 1: N), P(1: N, i)),

where i = 0, . . ., 28-1. (8: number of attacked sub-key bits)

Figure 6 shows the 256 correlation results for all the assumptions of the first sub key (66). Only one value, corresponding to the
correct sub-key, leads to a high correlation coefficient.

This study show that the organization of the attack is successful and the statistical treatment of CPA, which is based on
calculating the correlation coefficient, can easily extract the secret. Indeed, we have already demonstrated that our attack setup
works well together with our model.

5. A CPA  Attack Using The Measured Data

5.1 Attacking the AES software implementation
We study here CPA attacks against AES crypto-processor implemented on a microcontroller. For this context, a total of N
plaintexts and corresponding power traces are used for testing. The Representative platforms used for this study is an 8051 8-
bit microcontroller which made in CMOS technology of 0.18 µm.

First, we predict the power consumption of the AES implementation from the power model, the power model used is a hamming
weight of an output byte of the SubBytes (see Figure 7).

Figure 6 . The correlation coefficient between simulated power and predicted power

Figure 7.The CPA attack against the AES at the first round
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Second, we measure the power consumption of the running device, which processes the same input plaintexts as during the
prediction phase. The power measurements are stored in a consumption matrix.

For this study, power measurements were performed by the research group at the University of Technology  Institute for
Applied Information Processing and Communications IAIK . The power trace of AES shown in Figure 8, correspond to the
execution of a full AES round.

Figure 8. Power consumption of the microcontroller while it
performs an AES (a)

Figure 9. Correlation coefficient of: (a)a correct guess of the
sub-key and (b) an incorrect

(b)
Figure 10. Correlation coefficient values of CPA in the
software contextthe software
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Finally, we compute the correlation between the consumption vector and all the columns of the prediction matrix (corresponding
to all 256 sub-key guesses). Successful CPA attacks were conducted with 200 power measurements and 10000 power values, as
illustrated in Figure 9. Figure 9(a) corresponds to the correct sub-key guess. However, Figure 9(b) corresponds to an incorrect
sub-key guess. Figure 10 depicts the 256 traces of correlation coefficients between theoretical predictions and real measurements.
As shown, only one value, corresponding to the correct sub-key guess 106, leads to a high correlation coefficient. The
correlation factor between the correct sub-key guess and power measurements is close to 1 denoted in Figure 10. We thus
conclude that the CPA attack against software implementation gives correct results with using hamming weights as the outputs
of the power model.

5.2 Attacking the Hardware implementation
In this section, we conducted a CPA attack on the AES implemented on a Xilinx Virtex TM-5 FPGA (XC5VLX30) on the Side-
channel Attack Standard Evaluation Board (SASEBO) [12]. SASEBO GII board has been designed as part of the competition
DPA Contest v2  [10]. This competition is organized by the VLSI research group from the COMELEC department of the Telecom
ParisTech French University. Figure 11 exhibits power consumption of the FPGA while it performs an AES.

Figure 11. Average curve of AES Figure 12. Correlation coefficient values of CPA in FPGA

For the context of hardware implementations, a total of 3000 plaintexts/ciphertext and corresponding power traces are used for
testing, we predict the power consumption of the AES implementation from different output bytes from the AES power model for
different inputs.

We choose in the first time the hamming weight in the output of all different bytes in first and last round, and we compare the
different predictions with the real measured power consumption using the correlation coefficient. In a second time, we use the
distance Hamming model to predict power consumption. Unfortunately, all of them failed to show significant peaks. Figure 12
shows CPA traces when attacking one of selected node.

This figure shows that the magnitude of CPA traces for incorrect sub-key guess is not close to zero, and it could not reveal the
correct sub-key. The experimental results show that our attack is not able to recover the key by means of 3000 trace and
according to the first version of the temporary results available in the web side of the competition [10], the number of power
traces for a global success rate above 50% is 20000 traces.

6. Results

In the software context, we have found that a few hundred traces usually suffices, we estimate that in general the number of
traces needed is between 100 and 200. However for the hardware context, 3000 trace is not able to recover the key. Figure 13
shows the correlation coefficient values in CPAs on Microcontroller and FPGA.
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This figure presents the correlation magnitude and the number of power measure for the CPA attacks against AES software and
hardware implementations. As illustrated in Fig. 13, the hardware implementations have better resistance against correlation
power attacks. Indeed, the CPA attack on Microcontroller can extract the right sub-key based on 200 power measurements while
the CPA attack on FPGA can extract the correct sub-key with 20000 power measurements. Thus, the attack depends on the
platform and the number of traces as well. One difficulty for improving power analysis or the model of attack in presence of large
noise is to identify the Points of Interest. This categorization is crucial to succeed the model of attacks or enhanced the
correlation power analysis. The attacker has to take some care to find out the right point of interest because the more of them are
selected, the more information is collected, but the more noise is kept. There is consequently an obvious trade-off in the
selection process for right points of interest and the hard mission consists in separating the signal from the noise. Ref [16]
studies these methods and compare their efficiency.

Figure 13. Correlation coefficient values in CPA on Microcontroller and FPGA

7. Conclusions And Future Work

This article studies the CPA attacks on AES for respective software and hardware platforms. The experimental results show that
the power model used to estimate power consumption depends to the cryptographic algorithm and not to the platform and its
availability is related statistically on the implementation. The correlation magnitude and the number of power measure confirm
that the AES hardware implementation has less data-dependent power leakages to defy correlation power attacks.

In future work, we aim to propose an improved CPA method, which can perform successful attacks on AES hardware
implementations with acceptable power measurements and less calculation.
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