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Computer Network Security Evaluation Based on Intelligent Algorithm
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ABSTRACT: In our country, the type and quantity of network attacks have continued to grow. China’s network infrastructure
and the important information system is also facing serious security challenges. A variety of network attacks and other
network security incidents have become the bottleneck of the development of our national economy, and even endanger the
social stability and national security of the country. Computer network is an important part of modern social production and
life; therefore, the security of computer network is a problem that has been attached great importance to. Computer network
security assessment is the process of identifying the behaviors that endanger the safety of computer network, and it is a
relatively active defense measure. On the basis of relevant domestic and international theory and research, and in view of the
current problems, the computer network security evaluation model based on swarm intelligence algorithm is proposed in this
paper. The feasibility of the algorithm was verified by simulation experiment.
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1. Introduction

Lin Sinus [1] in 2012 pointed out that computer communication network has become an essential part of social production and
life, and it has been extensively used in various industries. At present, it has penetrated into every corner of the world.
Shorthand [2] in 2013 proposed that computer network security problems arise with the development of the network.
Standardization and openness of the network facilitate the operations; meanwhile, it also leads to a trend of rapid growth of the
network security incidents, which causes great loss. Li Min [3] in 2015 put forward that hacker attacks, computer viruses and
denial of service attacks are the three main threats to computer network security. With the advancement of computer network,
the attack mode changes from system-based attack to network-based attack. Ramirez [4] in 2014 thought that with the improvement
of attack tools, even if the attackers do not acquire professional knowledge, they can also complete the attack process.
Tchaikovsky  [5] in 2013 explained that computer network security assessment is a supplement to the security mechanism, which
increases the protection of the system in depth. However, there are still some difficulties in the technology of computer network
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security assessment. Most products have certain problems, and the development requires more participation and efforts of
technical personnel.

Based on this premise, and according to relevant domestic and international theories and research results, the security threats
and defense mechanism of computer network are studied in this paper. Section 2 discusses the development status of computer
network security evaluation and the theory of intelligent algorithms. Section 3 proposes the computer network security evaluation
model based on swarm intelligence algorithm in view of the existing problems. Section 4 carries out the simulation analysis. The
research process and conclusions are summarized in section 5. In the current technology background and in the dynamic and
complex network environment, the network security situation assessment face the challenges of the current network security
situation and effective quantitative assessment and timely reflect the security status of the target network. In order to achieve
effective control of the administrator, the status of network security be targeted to reduce the network attack on bearing the
network itself and its business losses, effectively improve the network security management capabilities.

2. Current Condition

2.1 The Development Status of Computer Network Security
Computer network security uses network management control and technical measures to protect the confidentiality, integrity
and availability of data in a network environment. It includes two aspects of physical security and logical security [6]. Physical
security refers to the physical protection of system equipment and related facilities. Logical security includes integrity,
confidentiality, and availability of information. Computer network security includes not only the hardware of the network and
the software of network management and control, but also includes shared resources and efficient network services. Therefore,
the definition of network security should cover all the contents involved in the computer network.

There are many factors that threat the computer information, including human factors, natural factors and accidental factors.
Human factors are the biggest threat to the security of computer information network. The Internet is an open network to the
whole world. Any unit or individual can easily transfer and access all kinds of information on the Internet. The characteristics of
openness, sharing, and internationalism of Internet poses the challenge to the security of computer network [7].

In the technical aspect, the computer network security technology mainly refers to the real-time scanning technology, the real-
time monitoring technology, the firewall, the integrity inspection protection technology, the virus analysis report technology
and the system security management technology. At the same time, in addition to security technology and preventive measures,
the computer network security management still depends on the management measures taken by it and the implementation of
computer security laws and regulations. Only the combination of the two can make the computer network security effective
[8].The following figure is the network security situation related diagram.

Figure 1. The network security situation
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In today’s society, with the continuous development of science and technology, social dramatization level enhances unceasingly.
The computer network in people’s daily life and work of the application widely, especially in the document processing, network
office, etc., have made great progress. Some enterprises, establish the enterprise internal network, and increase the ability to
communicate external network and the global Internet. And in practical application, while the computer network in information
communication and exchanges play an important role, it also brings more serious information security problems. To do this, the
computer network security evaluation system based on neural network, for the use of computer network security plays an
important role.

2.2 Intelligent Algorithm
Swarm intelligence is defined as a new collection of natural computing paradigm. The algorithm is in the range of the model, and
it is parallel to other natural computing techniques [9]. Since the swarm intelligence has been proposed, because of its superiority
in solving complex combination optimization problems, it has achieved a more successful application in robot field, power
system, network and communication, computer, semiconductor manufacturing and engineering design. The number of infected
hosts in our country in the world, fully embodies the Internet vulnerability and carry out network security analysis and
monitoring in China. The necessity of China National Computer Network Emergency Response Coordination Center released
Chinese Internet Network Security Report (2011) pointed out that Internet application mode in China continues to change, the
network heterogeneity and the complexity continues to increase, although in the joint efforts of all parties, the security state of
the network in China has improved overall, but the threats faced  show a series of new features and trends. With the new
technology of Internet in China, the rapid development of new applications, the network security situation will be more complex.
From the legislation and supervision, many aspects of their protection and international cooperation improve the network
security level.

At present, the research of swarm intelligence is still in the primary stage. However, due to its characteristics of distribution, self-
organization, cooperation and robustness, it provides a fast and reliable foundation for the solution of complex problems in the
absence of global information. Meanwhile, it opens up a new way for the research of the basic theoretical problems in the fields
of artificial intelligence and cognitive science as well as providing a new solution for the practical engineering problems [10].

3. Methodology

3.1 Quantum Behaved Particle Swarm Optimization
Based on the research results of the convergence behavior of the particle, a new algorithm model is proposed from the point of
view of quantum mechanics. According to this model, the particle has the behavior of quantum, and a particle swarm optimization
algorithm with quantum behavior is finally proposed. In the quantum space, the properties of particle aggregation state are
completely different. The global search performance of the quantum behaved particle swarm algorithm is far better than that of
the standard algorithm because the former can search in the whole feasible solution space[11]. In the quantum space, the
velocity and position of the particle cannot be determined simultaneously. Therefore, by means of stochastic simulation, the
position equation of the particle can be obtained by describing the state of the particle through the wave function and gaining
the probability density function of the particle appearing at a certain point in space. In the quantum behaved particle swarm
optimization algorithm, the state of the particles only needs to use the position vector to describe, and there is only one control
parameter; therefore, the selection and control of this parameter are very important, because this parameter is related to the
convergence rate of the whole algorithm[12].

The quantum behaved particle swarm optimization algorithm can overcome the defects of convergence performance of general
particle swarm optimization algorithm. This is because the quantum system is a complex non-linear system; besides, it is
consistent with the principle of state super-position, consequently, the quantum system has more states than the linear system.
The quantum system is an uncertain system which is different from typical stochastic systems. In such a system, the particle
does not have a definite trajectory; therefore, the particle can appear in any position in the search space with a certain
probability. In the traditional algorithm, the particles must search within a limited search range to ensure the aggregation of the
particle swarm. In this way, the algorithm converges to one of the optimum points or local optimum point. However, in the
quantum behaved particle swarm algorithm, the particle can appear in any position in the whole search space with a certain
probability, and such a position may have better adaptive value.

3.2 Quantum Behaved Particle Swarm Optimization Algorithm
Although the global searching ability of the quantum behaved particle swarm algorithm is much better than that of the general
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algorithm, there is a trend of early maturity like the standard algorithm. When the group evolves, the diversity of the population
will inevitably decrease. This is because each particle proceeds to search by learning itself regardless of whether the information
has a tendency to local optimal. Network security situation awareness system needs to be based on the existing network
security infrastructure and technology. It learns from the mature theory and technology of situation awareness and its application
in the field of network security management, rapidly and dynamicaly change the complex environment. The efficient organization
of all kinds of information, will have some representation of integrated elements of the network of local features, and can express
the network macro, overall state of a multi-level alarm, warning system, so as to strengthen the management and control of the
network. It improves the network administrator’s ability to understand the network and to provide decision support for senior
commanders. If the search space is in the case of a complex system with many local optimal values, particles are likely to fall into
local optima[13]. The fitness value of each particle in the population is determined by its one dimension at the same time. A
certain one-dimension of some particles may have reached the global optimal, but they are still abandoned because of the poor
search results of other dimensions. In this case, the good genes are discarded. As in the human society, everyone has his own
advantages, and everyone has the value for others to learn. Hence, every particle can proceed to search by learning itself and
other particles[14].

4. Result Analysis and Discussion

Network situation refers to the various network equipment running status, a network behavior and user behavior factors such
as the network’s current state and trends. It is worth noting that the situation stressed environment, dynamic and relationship
between entities, is a state, a trend, an overall and macroscopic concept any single, or status cannot be called situation.
Quantum behaved particle swarm optimization algorithm and improved algorithm are used as the training algorithm of wavelet
neural network to be trained to be optimized. Two models were obtained, and the parameters of each variable were determined.
Finally the training test was carried out. For the two models, 1500 iterations were carried out. Contraction expansion coefficient
decreased linearly, and the population number was 50. Next we carried out the normalization of experimental data. In the
application of neural networks, the variable must be scaled to the range allowed by the transfer function of the processing unit
in proportion. Therefore, the training sample data and the test data that input the network must be converted in the same
proportion. The convergence curves of the two algorithms are shown in Figure 2.

Figure 2. Convergence curve

From Figure 3, we can see that the optimized quantum behaved particle swarm algorithm is superior to the traditional quantum
particle swarm algorithm in terms of the convergence rate and detection rate, which indicates that the model has universal
validity. Has important significance for safety protection, in domestic and foreign countries have carried out extensive research
and deployment of network security monitoring system of the country[15]. From the open literature, the United States, Japan,
Europe and other countries such as China have established a network security monitoring system. The United States from the
beginning of 2001 plans to develop global warning information system (WIS Global Early Warning Information System), to
monitor the running state of the Internet, and the threat of possible, such as the domain name server (DNS) launched D Dos
attacks and worm or virus of large scale outbreak signs were discovered and early warning. The United States Department of
Defense Research and Development Agency (ARPA) in 2006 to develop scientific research plan clearly put forward the research
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Figure 3. Detection rate of attack

awareness of network security technology, and points out that the network threat and security situation assessment and alarm
correlation technology is important. The research point is the Advanced National Security Systems Research Center (NCASSR)
which is SIFT (Security Incident Fusion Tool) project for the integrated framework through the development of a security
incident of the fusion tool to provide security insinuation awareness.

5. Conclusion

Computer network security is a systematic concept. Making effective security strategy or plan is the most important task of
network information security. On the basis of relevant domestic and international theory and research, in view of the existing
problems, a computer network security evaluation model based on swarm intelligence algorithm was proposed. Meanwhile, the
feasibility of the algorithm was verified by simulation experiment. The experimental results showed that the convergence speed
and the global convergence ability of swarm intelligence algorithm were significantly enhanced without using the characteristic
information of the problems, such as derivative gradient information.

Recently, there have been some new security detection technologies. They are aimed at different samples, and they have both
advantages and disadvantages. It is necessary to deeply study these algorithms, and to explore the feasibility of combining
them with the traditional detection methods.

References

[1] Lin, S.W., Ying, K.C., Lee. C,Y. (2012). An intelligent algorithm with feature selection and decision rules applied to anomaly
intrusion detection. Applied Soft Computing. 12 (10) 3285-3290.

[2] Hooshmand, R.A., Amooshahi, H., Parastegari, M. A. (2013). hybrid intelligent algorithm based short-term load forecasting
approach. International Journal of Electrical Power & Energy Systems. 45 (1) 313-324.

[3] Liu, M., He, Y., Wang, J. (2015). Hybrid intelligent algorithm and its application in geological hazard risk assessment.
Neurocomputing, 8 (5) 847-853.

4] Ramirez, I.S., Nikolai, A., Shadiness, A., (2014). Generation of quantum photon information using extremely narrow optical
tweezers for computer network communication. GSTF Journal on Computing (Jock). 2 (1)  335-341.

[5] Tchaikovsky, A.G., Luncheon, A.S., Slovak, G. (2013). Efficient computer network anomaly detection by change point detection
methods. IEEE Journal of Selected Topics in Signal Processing. 7 (1) 4-11.

[6] Chen, L.X., Ca, G. (2012). Network security evaluation model based on impersonation analytic network process in commercial
banks. Journal of Computer Applications. 9 (2) 047.

[7] Seamanship, M.H., Thu, Q., Alan, T., (2013). Game theory meets network security and privacy. ACM Computing Surveys
(CSUR). 45 (3)  25.



     Journal of Information & Systems Management   Volume   7   Number   3   September   2017               75

[8] Chen, Z., Han, F., Ca, J., (2013). Cloud computing-based forensic analysis for collaborative network security management
system. Songhua Science and Technology. 18(1) 40-50.

[9] Chang, L., Gao L., Li, X. (2013). A hybrid intelligent algorithm and rescheduling technique for job shop scheduling problems
with disruptions. The International Journal of Advanced Manufacturing Technology. 65 (5-8) 1141-1156.

[10] Thu, Y. (2013). An intelligent algorithm: MACO for continuous optimization models. Journal of Intelligent & Fuzzy Systems.
24 (1) 31-36.

[11] Wu chaotic. (2013). The re-recognition - the money velocity in China 1993-2003, the analysis of the relationship between
virtual economy and real economy, Journal of economic research. 4 (9) 36-47.

[12] Wang. (1999). Fuzzy reasoning contains all three I algorithm. Chinese science: E series. 29 (1) 43-53.

[13] Wang, GU-Shenyang ilium, Lin-song Wang, (1998). The DNS method, the optimal conditions for determination of cellulose
enzyme activity research. Journal of Alhena Normal University: Natural science edition. 26 (3) 66-69.

[14] Chang (1992). monologues m.magnetic. Physics and new (function) materials series (III) atoms and material in the middle of
the field % Kano particles and Kano solid. Journal of Physics. 21 (3).

[15] Chou. (1999). China’s rural reform: countries and the change of ownership (on) - a review of the history of an economic
system. Management world. 5 (3) 178-189.


