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ABSTRACT: Many of systems and applications available on the internet require authentication from any person before
accessing these systems. therefore, most of the systems based on password for authentication. The biometrics way of authen-
tication came to exist, but it requires hardware and complex mechanisms. Each person has data needs to be fully secured. The
password is vulnerable to hacking in the event that the hacker gets the data. This paper presents efficient user Authentication
System based on Homomorphic Encryption (ASHE) because of Homomorphic Encryption (HE) performs operations upon
encrypted data without decryption, therefore, proposed an algorithm based on HE to encrypt all users’ attributes. When the
user logins into the system, the login password matches homomorphically with the database. If they are matched, the user is
identified as a legitimate user else reject. This achieves better authentication and efficiency and preserves privacy of the user.
If the user forgets their password, recovery phase is available. In this phase, the server sends a verification code to the user’s
email. If it matches, then allows the user to reset the password and also implement Tow Factor Authentication (2FA).
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1. Introduction

User authentication nowadays is a major problem in an authentication system. And for authentication purpose computer
security depends on the password. There are some important characteristics of a password: (1) The Password should be
changeable, (2) It should quickly and easily executable, and (3) It should easy to remember.

Authentication is an unavoidable task in security where we use a text password as a security technique, but text passwords are
threatened by many attacks [1]. Such as a brute force attack which is a type of password guessing attack and it consists of trying
every possible code, combination, or password until you find the correct one. This type of attack may take a long time to
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complete. A complex password can make the time for identifying the password by brute force long, the dictionary attack is
another type of password guessing attack which uses a dictionary of common words to identify the user’s password. Several
large-scale password leakages exposed users to an unprecedented risk of disclosure and abuse of their information. This shook
the public confidence in the security of the current information infrastructure; the inadequacy of password-based authentica-
tion mechanisms is becoming a major concern for the entire information society [2], and online and offline attack, etc. so that
many of try for getting information such as username, password, or other user attributes. Also, there is another problem with
text-based, password is the difficulty of remembering passwords.

To address the problems with traditional username-password authentication scheme [1], the alternative authentication method
such as Authentication Based on Homomorphic Encryption which is proposed to encrypt all user’s information to be an
available for even service provider, in addition to prevent online and offline attack if the attacker can access the server and get
a copy of user’s information which was encrypted during the registration phase.

Homomorphic Encryption allows for any person to perform a specific mathematical operation applied on the ciphertext to getting
results to be the same results if the same operation has been applied to the original text, this method can provide the confiden-
tiality and the privacy of user’s information which are considered sensitive information and no one must access this data, and
also exploit this mechanism which is provided from HE for authentication.
Paper structure

2. Related Works

In 2014, Rupali Zamare1 et al, proposed a secure system based on Password-based Authentication to authenticate between the
client and server, the key is distributed using DH and ElGamal algorithm, instead of using a single server to store password, this
paper proposed a protocol to use two servers to prevent the possibility of obtaining the password. This protocol is efficient
because of requires less execution time due to parallel execution and the security against active and passive attack [3].

In 2015 Nishikant S. Burande et al, suggest new authentication system based on password authentication protocol, where two
servers adapted to store the password to avoid the breach that might occur. In this paper, ElGamal algorithm and DH are used.
The backup services are provided for the purpose of continuing the service, the client information on the server one is kept as
a backup on server two and vice versa, if one of the two servers shut down because of some reason, another server must still
provide services to the client. This protocol provides a safety against active and passive attack as well [4].

In 2016 K.Suveetha1 et al, proposed banking application for data security, The bank contains a large number of customer
information that is confidential and must no one can access that information, so it should preserve the confidentiality of the
data, In this paper paillier HE is achieved to apply operation on encrypted banking information because HE allows performing
a calculation on ciphertext without using a secret key. In this scheme, security and confidentiality of data are performed [5].

In 2016, Jong-Hyuk Im et al, the use of biometric validation is considered one of the safest methods in the authentication
process. In this paper, a palm print authentication scheme was proposed to operate on the Android system, so the biometric data
is stored on the remote server in an encrypted form and the matching of the user input to the registered biometric data is
computed in an encrypted domain based on pailliar homomorphic encryption. This scheme is performed successfully [6].

In 2017 Marta Gomez-Barrero et al, proposed a security model for verification using biometrics, in this paper, a proposed New
verification scheme based on HE for template protection using multi-biometric, where Paillier homomorphic encryption scheme
used for encryption, processing, and decrypting data. The only ciphertext is handled using HE verification through computa-
tion of original data of biometric and the encrypted template.  The results obtained show high accuracy rates [7].

3. Homomorphic Encryption

HE allows anyone to process encrypted data without the need for decryption so that the same value can be obtained from
evaluating original and encrypted data. HE concept is shown in the following Figure1.When the user needs to add two numbers
such as 5 and 10, the result is 15, the two numbers are encrypted through multiplied with 5, then the sum of the encrypted number
is 75 as a result that is stored on the cloud server, the user download data from cloud and recovered the original text [8].



                      Journal of Information & Systems Management   Volume  8  Number   3   September    2018           85

Figure 1. Homomorphic Encryption

3.1 Homomorphic Encryption Functions
There are four algorithms or (primitives) of a public key encryption scheme is that KeyGen, Enc, and Dec, and an additional Eval.

• KeyGen Function: It is an algorithm in a client which gets security parameter (k) to generate each of  the secret key (sk) and
public key (pk), (pk, sk)←KeyGen (k).

• Encryption Function: Is a random algorithm that produces a ciphertext (c) came from using plaintext and sk, c← Enc (sk, m).

• Evaluation Functions: The server use function f for evaluating the ciphertext, and it’s done by using f and pk, Eval(f, pk, c),
where  c = (c1, .... ., ct) and t refer to the number of inputs of the  circuit [9].  Therefore Dec (sk, Eval(f, pk, c)) = C (m1, m2 …… mt),
Where C is a computation which perform in the client.

••••• Decryption Function: Is a random algorithm that produces a plaintext (m) came from ciphertext and sk  m ← Dec (c, sk), and after
evaluation, we get the original text as follows Dec(sk, Eval(f, pk, c)) [10].

3.2 Homomorphic Encryption Properties
Suppose that m1, m2∈ M and c1 and c2 ∈ C then c1 = Enc(m1) and c2 = Enc (m2), p is the prime number.

• Additive Homomorphic Encryption
Enc (m1+ m2) mod p =  c1 + c2 mod p.

• Multiplicative Homomorphic Encryption
Enc (m1* m2 ) mod p = c1 * c2 mod p  [11].

4. Elliptic Curve Cryptosystem (ECC)

Elliptic curve cryptography is an approach of public-key cryptography, which is based on the structure of algebraic and discrete
logarithms on an elliptic curve over finite fields. When elliptic curve (EC) is defined, there are two kinds of a finite field is prime field
Fp, where p is a large prime number and binary fields F2m [12]. It is known the key sizes of ECC are smaller, faster encryption, better
security and more efficient for the same level of security compared with other systems of public cryptography (such as RSA) [13].

4.1 Elliptic Curve over Prime Field
Definition:  An elliptic curve EC over a prime field Fp is shown in the following equation 1:

EC: y 2 (mod p) = x3 + ax + b (mod p).      (1)

Where a, b∈Fp and must satisfies the equation that: 4a3 + 27b2 ≠ 0 (mod p), so the group (Fp) of elliptic curve points EC (Fp) are
generated when all points of (x, y) satisfy equation (2.1) of elliptic curves with a point ∞ (called the point at infinity) [13, 14].
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4.2 Arithmetic of Elliptic Curve
• Adding and doubling point

Point Addition:
Let point P1 = (x1, y1), P2 = (x2, y2), where x1≠ x2 means that P1≠ P2. (P1, P2) belong to EC (Fp) defined in Equation (2.1). The
summation of (P1 + P2) generates another point P3= (x3, y3) also must be belong to EC (Fp). Add two points on the elliptic curve
are depending on some conditions, shown in the following [15]:

If P1≠ P2 with x1= x2 and y1≠ y2 then P1 + P2 = O

If P1 ≠ P2 with x1≠ x2 then

P1 + P2 = P3= (x3, y3)

x3= (λ2 – x1 –x2) mod p

y3= (λ (x1 – x3) –y1) mod p

Where

λ = )12(

)12(

xx

yy

−

−
 (2)

Point Doubling
If P1 = P2 then
P3= P1+ P1 =2P1= P3= (x3, y3)

x3= (λ2 – 2x1) mod p
y3= λ (x1 – x3) – y1 mod p

Where

λ = 
1

2

2)1(3

y

ax +
  (3)

4.3 Multiplication over Elliptic Curve
It is one of the basic operation in elliptical curves EC, therefore when multiplying a point of an elliptic curve with an integer k,
it means that adding a point with itself in the same number of k times, so certainly suggests the idea of doubling the points to
compute P2= k.P1 where P1, P2 are two points on an EC (Fp) [14].

Definition: (Multiplying an integer number with a Point on an EC):

Let k ∈ Z, and P1 is a point on an EC, then

P2= kP1 = P1 + P1+ ……… + P1 (k times). (4)

5. The Proposed System

In proposing system, we depend Homomorphic Encryption property which is performed on the encrypted data for authentica-
tion any person who wants to access system resources and also we using OTP (One Time Password) along with an eight-digit
pin for login purpose. The OTP is sent to users’ e-mail or phone. If they are matching. The Server will allow the user to access
his account.

The proposed algorithm based on HE used to encrypt data stored in a cloud environment to dealing with ciphertext without
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decryption. And it can provide high speed and security because key generation of algorithm derives from ECC, and also depend
on Elliptic Curve Desecrate Logarithm Problem (ECDLP).

1) Key Gen:

a) Depend Standard Security Prameter of ECC where    SP = (a, b, G, p, n)

b) Select random number r

c) Compute k = r * G = (k1, k2), where G represents a base point of EC.

d) Secret key sk = k1.

2) Encryption:
         a)  Make m in range [0 – p].
         b)  c = m* sk mod p.

3) Decryption:
        m = c * sk−1 mod p.

4) Evaluation HE:

c1*c2 mod p = Enc (m1*m2) mod p

Where c1= m1*sk and c2= m2* sk

c1*c2 mod p = (m1*sk) * (m2*sk)

c1*c2 mod p = m1* m2 * sk2.

The proposed system has four modules: (1) Registration, (2) Authentication, (3) OTP generation and (4) Recovery.

5.1 Registration
The encryption is done by submitting user’s data and sending them via a secure channel (SSL) to the server. To preserve user
data, all of these data must be encrypted, but except the password (pass) which passed through SHA-256 (d) and then encrypted
using the specific algorithm. Finally store all user’s data at the server stored in an encrypted form, as shown in the Figure 2.

Figure 2. Registration model
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Figure 3. Key Generation Process uses a password

5.2 Login Phase (Authentication)
The process of logging into the system is obtained when the user, who previously registered in the system wants to access
system resources by requesting the login page as in Figure 4 and also illustrated in the algorithm1:

Algorithm 1: Authentication process

Goal:  Authentication process based on HE

Input: username (UN), password (pass)

Output:  true or false

Step 1: The user asks login page and enter UN and pass

Step 2: UN and pass are sent via a secure channel (SSL) to a Server

Step 3: Generate the secret key

Step 4: Computation function of plaintext

4.1 Combine UN and pass, where PT = UN || SHA-256(pass)

4.2 Compute Outpt by performing HE operations on PT

Step 5: Computation function of ciphertext

5.1 Retrieve encrypted username and password (UNct, Pct) from DB then combined, where C = UNct || Pct

5.2 Compute Outct by performing HE operation on C

Step 6: Matching results

An encryption process depends on the secret key (sk), The secret key must be known only by the user. This process prevents
anyone even service provider to know the secret key that used by the user for authentication.

Secret Key (sk) is generated by using Password only which passes through SHA-256 to get (d) that is multiplied with a Base Point
G = (x, y) to get the secret key point k = (k1, k2). In this thesis, k1 is depends as a secret key sk, therefore the password should not
be forgotten because if forgotten, the user cannot retrieve his account which is described in figure 3.
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Figure 4. Authentication Model

5.4 Recovery Phase
The recovery phase is utilized when the user forgets his/her password. So the user can retrieve his account if the security key is
the username, where it is possible to search for his account homomorphically as in Figure 5 to access the information associated
with his/her account. Thus retrieve the encrypted email which was registered in advance, then decrypt the email and displayed to
the user. In the same time, sends the verification code to the email until the account ownership is verified. In the end, the user is
allowed to reset the password as shown in the following Figure 6.

6.1 If (Outpt = Outct)

6.1.1 Return (true)

6.2 Else Return (false)

5.3 One – Time Password (OTP)
One-time passwords are optimal solutions to provide high security to the system where the use of 64 bits in length, which
consider long enough to be secure and short enough to be entered manually by the users. Therefore, the effective role of the
dictionary attack and the attack via the communication channel is also a major problem, so the intruder may guess passwords. To
solve this problem, Tow Factor Authentication (2FA) based on one-time password was implemented for this purpose. In this way,
the attacker cannot access the account even if the password is obtained. In this thesis, adopted the use of the email to receive the
verification code sent during the process of login for authentication.

Figure 5. Search for account
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Figure 6.  Reset Password

Figure 7. Valid Login

If the user adopted the password as a security key to generate the secret key, recovery of password became impossible, so the
user must keep his/her password in a safe manner.

6. Implementation Results

The original text in this system represents the personal attributes that are advanced encrypted during the registration phase. The
authentication process takes place during the login phase. At the login phase, the entered username and password transmitted
over SSL to the server then evaluated homomorphically to obtain the common value of the original text, then compared with the
shared values which is produced by evaluating the encrypted username and password which are stored in the database. In this
paper depends 160-bit key length. After matching the two values, the user is allowed to access the system if the two values are
identical as in Figure (7 and 8).
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7. Evaluation of Homomorphic Encryption

The use of Homomorphic encryption in the proposed authentication protocol means that it does not require for decryption,
whereby it can access the correct information without having to decrypt, and through the algorithm proposed for the system
compared with other algorithms such as ElGamal and RSA, note the variation in the execution time in terms of processing time. The
following table 1 shows the variation of execution time, Figure 9 plot of the table I. This evaluation of Homomorphic Encryption
represents the correct relationship between the original text and its encryption so that we obtain identical results in the case of
evaluation of the original text and encryption text at the same time, Therefore, this implementation represents the time required to
reach the matching.

No Byte Proposed
Algorithm        ElGamal RSA

1. 5        0 0 1

2. 10        0 1 2

3. 30        1 2 3

4. 50        1 2 4

5. 100        2 3 8

Table 1. Evaluation of proposed algorithm, ElGamal and RSA algorithm in ms

Figure 8. True Authentication based on Homomorphic Encryption

If the user enters true username and password, the user can access to the system or application, the authentication phase is
happening depends on the Homomorphic Encryption property, many of true authentication of a few users shows in the table 2.

6. Conclusion

Authentication process relies on Homomorphic Encryption which is a proper choice to provide a powerful security for user
information. User attributes have been adopted to generate the secret key to encrypt personal attributes and work with them in a
way that even the service provider cannot know its contents. Authentication process ensures that the user attributes are
processed in encrypted form and do not need to be decrypted during the login phase. The proposed authentication protocol
provides confidentiality, privacy and authentication. The encrypted attributes of the user are stored at the remote server and
nothing stored on the local server. Depends Two Factor Authentication reduces the opportunity of accessing user account.
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