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ABSTRACT: In this paper we express a new intrusion detection system based FSM (Finite State Machine) in ad hoc
networks. Security is one of the most important issues in current networks. The most common cases of attacks in mobile Ad hoc
networks can be drop of routing packages and changes in the incoming packet which aims at disrupting the network routing
and overall network reduce performance. The presented approach based on FSM focuses at recognizing the malicious nodes
within the network in a fast and accurate way, then it deals with rapid introduction of the malicious nodes to other nodes in
the network to prevent sending multiple packets and drop and packet change. Finally, we will show the significant improvement
of some factors in comparison with other last works and we simulated our methods by NS2 software.
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1. Introduction

An Ad hoc network is a wireless network without fixed infrastructure so it can be setup and used easily. Also all the computers
in such network should be in the radio range of each other to make communication [1, 2]. These networks along with positive
attributes, they also have disadvantages that include: Memory limitation, bandwidth limitation, lowlevel processing power and
also limitation of nodes lifetime. All of this, along with features of media between nodes (radio frequency), has led the network
to be vulnerable [2, 10].

Routing is the most important Problem in ad hoc network which is done by network nodes in a distributed way. An issue that may
be difficult for the routing is the existence of a malicious node between nodes at the network. Due to nodes mobility, the network
has a variable topology, so routing at these networks is more difficult than other networks routing and requires its own Routing
algorithm.

On the other hand, the proposed routing algorithms for this network have low level of security and also no action has been
performed to protect the network against attacks [4]. Hence, in recent years some solutions have been presented to provide the
network security. Routing in these networks is very important and routing protocol for the ad hoc networks can be divide to
three types described in [16,17]:

1.1 Proactive protocol
In this protocol, routing information to reach all the other nodes in a network is always save in the routing table at each node.
When the network topology changes, many of routes will change and update the routing table at every node which causes
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increasing the networks overhead. An example of proactive protocols is FSR (Fisheye State Routing) protocol [18].

1.2 Reactive protocol
In this protocol, discovering a route will be done just when a node wants to send data to another node in the network. When a
route is discovered, it will be stored in the temporary cache at the source node until an event occurs in the network that imposes
a need to new route discovering. Overhead of this protocol is less than proactive protocol. Examples of reactive protocols are
DSR (Dynamic Source Routing) protocol [19] and AODV (Ad hoc On Demand Distance Vector) protocol [16].

1.3 Hybrid protocol
A proactive protocol for a large network needs a large routing table at every time, thus, it is not useful for a large network. On the
other hand, due to route discovery, a reactive protocol for a large network has delay. Thus, using a protocol which combines
both reactive and proactive protocol may be a better solution for Manet. An example of hybrid protocols is ZRP (Zone Routing
Protocol)[20].

Each of the designed intrusion detection systems based on location and status of the network presents a special solution and
has some advantages and disadvantages. The proposed method tries to considers the restrictions of the ad hoc network and
number of common network attacks to present solutions in any location and position. The reminder of this paper is organized as
follows: the first section presents the introduction. The second section presents the related works. Next we present the
problems of previous intrusion detection systems in the third section. In fourthsection, we describe designing and mode of
operations of our method. In fifth section, we show the simulation results of our method resulted from NS2 software. Finally,
sixth section draws a conclusion.

2. Related Work

Intrusion detection systems in the Ad Hoc networks are generally divided into several categories from different viewpoints. The
most important ones of the mentioned systems are as following: host based intrusion detection and network based intrusion
detection. The rest of the paper expresses some of their features and functionality [5, 6].

2.1 Host based intrusion detection system (HIDS)
In these systems a technique is presented to detect intrusion. Also the intrusion detection technique is saved by each node and
runs independently. Each decision about the suspicious network nodes will be made based on data collected only by the
corresponding node and no cooperation between network nodes will exist for this matter [7, 8]. So no any kind of control and
security information between network nodes will be sent. According to the structure of the intrusion detection systems and the
method for identifying them, it’ll be much better to use them in Flat networks than using them in Multi layer networks.

2.2 Network based intrusion detection system (NIDS)
In this system, detecting attacks and malicious actions are done by a group of neighboring nodes by their cooperation between
each other. Usually clustering techniques are used to implement existing models in this category such that a node will be
selected as the inter cluster supervisor. The supervisor monitors the performance of existing nodes in the cluster and detects the
malicious nodes of the cluster by using received information from the nodes existing in its area. Thus, suspected nodes within
other cluster nodes will be found. In addition, the supervisor node is in charge of sending attack warning message to other
clusters by communicating with other supervisor nodes of adjacent clusters [9, 10].

A combination of the HIDS and NIDS can be used to discover attacks at the ad hoc network. This combination is a powerful and
distributed intrusion detection system. In this system, the exchanged packets in the network and also data collected from the
network nodes are considered as a basis for intrusion detection. Each of intrusion detection systems use the following techniques
to detect attacks at Ad hoc network [11, 15].

2.2.1 Anomaly detection Technique
In this technique, using all the normal activities of the network, a model of normal network behavior is obtained such that any
deviation from this normal network behavior model is diagnosed as a Network attack if it is more than a certain threshold. In this
technique, the normal network behavior model should be updated in the specified time intervals. Using of this technique for Ad
hoc networks is more cost effective.

2.2.2 Signature detection or Misuse detection Technique
This technique detects the attack by comparing current system behavior with the model of an attack. These models are called
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signature and are predetermined and saved in the system database. The advantage of this technique is reporting the kind of
attack if it detects an attack. One of the disadvantages of this technique is the ability of detecting just one of the known
intrusions and cannot identify new attacks over the network. In this situation, the Network Manager should add the model of
new attacks to the intrusion detection system.

Architecture used for intrusion detection systems in Ad hoc networks are introducing at the rest of the paper.

2.2.2.1 Stand-alone IDS
In this architecture an intrusion detection system is to be installed on each node. Then the mentioned system discovers the
occurred attack to the node according to data collected from that node. In this intrusion detection architecture the nodes do not
participate and cooperate with each another to detect attacks. Clearly this kind of intrusion detection architecture is not suitable
for Ad hoc networks because the information of each node is not sufficient to detect intrusion [12, 13].

2.2.2.2 Distributed and Cooperative IDS
In the Ad hoc network, IDS systems must be Distributed and Cooperative to work together well and satisfy the need of Ad hoc
network. In this architecture, each node in the network has its own IDS and collects all the local information of its neighbor
nodes. Also, if IDS observes dissonance in the received information then it’ll cooperate with other nodes to attack detection
process [14].

2.2.2.3 Hierarchical IDS
This architecture often is used in multi layer networks. Also it is used in the networks that use clustering techniques. In This
architecture IDS is installed on all the nodes and will be paying to check the performance of its nodes and neighboring nodes.
Then, collected data and name of suspicious nodes will be sent to the cluster head and the cluster head performs the attack
detection operation according to information obtained from the nodes [10].

3. Problem

Rather than benefits of Ad hoc networks, these networks have some limitations and weaknesses. That are more about security
issues these networks. Because of the specific characteristics and nature of network communication media, the variety and
number of attacks is very high in such networks. Tiny drop route request packets with the aim of disrupting the routing, Tiny
drop data packets to interfere with submitting information to the destination And creating delays in it, Changing the content of
routing packages to change the optimized rout. And other types of network attacks that aim to lower the overall performance and
network resource consumption. Alongside these wide attacks, the various intrusion detection methods are designed that they
have sometimes some bugs. Including the ability of discovering just one or two attacks. Or to detect malicious nodes from
control packets and exchange them into large networks. This makes overhead for network. Some other methods require heavy
computation with complex algorithms to detect malicious nodes. Due to the limitations of Ad hoc networks in processing, the
mentioned methods don’t have very high performance will [2, 3, 10]. In this paper a method is discussed to detect three types of
attacks at the same time. By considering the limitations of the Ad hoc network, the detect operation can be done. In addition, the
amount of received packets at the destination increases.

4. Proposed Method

In this paper we present a new intrusion detection method based on FSM and cache memory. Eavesdropping the sent data by
neighbor nodes is the basic idea of this method. This method which is placed Between Data link layer and physical layer can
detect three types of attacks simultaneous: strike drop data packets, routing packets drop and changes in the incoming packet.
This method operates as follows.

First, the network nodes are clustered by a certain clustering method and a cluster head node is determined for the cluster,
periodically and dynamically. The task of cluster head is final diagnosis of malicious nodes within the cluster and informing the
adjacent cluster heads. Then each node in the cluster produces a FSM for each neighbor by sending a path request packet to
each one of them and also produces a FSM for each output data packet. Then based on the type of packet sent from the node
which can be data packet or routing packet, one of the following two scenarios will be estimated:

Scenario 1: Evaluating the neighbor nodes during the route request packet receiving: A node when receives a route request
packet will have two different modes (whether the node is destination or not), that show in figure1:
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Figure 1. FSM to route request packet

State2- Receiving node is the destination node, In this case, if the node sends a Reply then the FSM of the node switches to
normal mode, otherwise it switches to the Alarm mode.

State3-Receiving node isn’t the destination node, In this case, if the node sends Reply (there is a route to destination) or a
Broadcast (there isn’t any route to destination) then the FSM of the node switches to normal mode, otherwise it switches to the
Alarm mode.

Scenario 2: Evaluating the neighboring nodes performance during receiving data package: When a node receives a data packet
it’ll have two different modes (whether the node is destination or not), that show in figure 2:

Figure 2. FSM to Data Packet

Normal State: in this case the node who receives data packet also is the destination node. In this situation the FSM of the node
will go to normal mode.

State2: when the node which receives data packet isn’t the destination node. In this case if the node sends the data package to
the next node then the FSM of the node switches to normal mode, otherwise it will go to Alarm mode.

In addition, to detect changes in the incoming packets, the source node stores the packet1 with a FSM in its memory and sends
the packet to the intermediate node then it compares the packet outputting from the intermediate node with the sent packet
(Packet1 and Packet2) and based on the responses of this comparison, the necessary changes to the FSM will be satisfied. The
figure 3 shows detecting the changes of incoming packet.

5. Simulation Results

We simulated our method by NS2 software. Our simulation conditions are as follows: In our simulation, ad hoc routing protocol
is AODV. In  these simulations of 64 hosts used randomly within an 1000 × 1000 m2 area. Each node has a radio propagation range
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of 250 m and the channel capacity was 2 Mbps. The minimum and maximum speed is set to 2 and 10 m/s, respectively. Intrusion
detection engine for 12 malicious nodes. The malicious behavior is carried between 50 and 300 sec. malicious nodes drop all data
packet they receives. 12 traffic generators were developed to send constant bit rate datagram to 12 destination nodes. The mean
size of the data payload was 512 bytes.

As usual to examine performance of intrusion detection algorithms, four parameters are examined that including:

* True Positives: (number of malicious nodes that have been correctly diagnosed).
*False Positive: (number of malicious nodes that have been incorrectly diagnosed).
*Detection Ratio: (detection ratio that is percent of nodes which have been correctly diagnosed to the total malicious nodes).

Figure 3. Detecting the Changes of Incoming Packet

* False Alarm Ratio: (Rate of false alarm that is percent of Nodes which incorrectly have been diagnosed as malicious than the
total Nodes which have been diagnosed).

We use a threshold to detect a malicious Node and If the Node has drop or changes in the package further away from the
threshold, As a malicious Node is reported. It is very important to determine Threshold for diagnoses drop packets in the
network, because its high levels cause to be detected less malicious nodes and therefore Detection Ratio comes down. And if
the threshold value is low, the Healthy nodes will be incorrectly diagnosed as malicious node that therefore False Alarm Ratio
increases. In addition to threshold, number of Nodes that introduce a Node as a malicious Node is also important.

Therefore, if the number of suspicious behaviors of Node was higher than threshold and more than two to three Nodes also had
been reported a kind of suspicious behavior in a node, Node is introduced as the malicious Node.

Threshold for alarm drop package, twice the average of number of suspicious behaviors which are reported, is considered for
each Node and from there that normal nodes do not attempt to change the packages, Minimum number of reporters will be
enough for alarm changing in packages. Revealing the threshold, to review the results of the simulation explains.

5.1 Results to detect change in data packets in an assumed network
Regardless of what model be changed or be done with what purpose, Each node can make sure that changes in data packets
have been done or not by making notes IP header and Getting a HASH of its content, After listening again of output of packet
from neighboring node and its Comparison. Because the healthy nodes do not cause some changes in data packets, the node
that would change hands is definitely malicious node. If we assume that malicious nodes do not attempt to introduce the healthy
nodes as malicious nodes, there will be no false diagnoses. figure 4 shows that the proposed method has very good Ability to
detection and also Figure 5 shows that the detection ratio per number of malicious nodes is almost 100 percent.

5.2 Results to detect changes in the routing packets in an assumed network
Unlike the selfish nodes, Malicious nodes will try to conduct network traffic into their position by Changing in routing packets,
And they listen Information, that in this case, from there healthy nodes do not attempt to change the packets, These nodes will
be easily identifiable. Figure 6 shows that the Number of nodes which have been correctly diagnosed and also Figure 7 shows
detection ratio per number of malicious nodes. So the simulation results to detect of changes in routing packets are very good.

5.3 Results to detect data drop packets in an assumed network
We do simulation for the case that the malicious nodes participate in routing and drop total data packets. Because drop ratio of
nodes is high in Ad hoc networks for various reasons and healthy Node also may have drop, it is very difficult to detect the
malicious nodes in this case and detection ratio is low. Figure 8 shows Average False Alarm. That we can obtain a higher
detection ratio with consider a lower threshold, But at the same time the amount of False Alarm increases.

5.4 Results for the routing drop packets in an assumed network
There are several major problems to examine Route request packets (RREQ) in AODV protocol, first the packets are broadcast
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and in this case, the MAC layer protocol does not guarantee the packet to be correctly received by all neighbors. Second, Each
Node will broadcast the packet just once in case of received Route request packet and will drop the other Incoming packets. And
Thus through the examination of sending of neighbor nodes, we will not be able to distinguish malicious Node that drops route
request packets. Of course if the Node drops only part of the RREQ packets, then there will be probability that the RREP packets
to create and if it tried to drop RREP packets in this case, malicious Node will be detectable. We can say that the detection
accuracy of drop RREP packets is almost that of data drop packets.

Figure 4. Number of nodes which
have been correctly diagnosed
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Figure 7. Detection ratio per number of malicious nodes Figure 8. False alarms ratio per Number of malicious Nodes
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In this section, our simulation conditions are as follows: Ad hoc routing protocol is AODV.In these simulations network of 50
hosts placed randomly within an 1000 × 1500 m2 area. Each node has a radio propagation range of 250 m and the channel capacity
was 2 Mbps. The nodes in the simulation move according to the ‘random way point’ model. The speed is 1 m/s, respectively.
Intrusion detection engine for 10, 20 and 30 malicious nodes. The malicious behavior is carried between 50 and 300 sec. malicious
nodes drop all data packet they receives. The nodes perform normally between 0 and 50 sec. 3 traffic generators were developed
to send constant bit rate datagram to ten destination nodes. The mean size of the data payload was 128 bytes.

In figure 9 and 10, the comparison of the selfish node detection rates and also the false alarm rates between the presented
method and the results of existing methods in [21] is shown. As can be seen, while the proposed method in this project is much
easier than the mentioned compared method but their results are very close and almost same. It should be noted that calculating
strategy for false alarm rate and detection rate of the compared article are local and achieved only for monitor nodes and then the
average is obtained while in this project, both the criterions are calculated for whole the network, generally.

Figure 9. Detection ratio per number of malicious nodes Figure 10. false alarms ratio per Number of malicious Nodes

6. Conclusion and Future Works

The presented approach based on FSM focuses at recognizing the malicious nodes within the network in a fast and accurate
way, then it deals with rapid introduction of the malicious nodes to other nodes in the network to prevent sending multiple
packets, that Our method is able to identify three type of the attacks (Data packet Drop, Drop of route request packets and
changes in the incoming packet) at the same time in the network. Our method doesn’t need heavy computation and also its
speed and accuracy in detecting suspicious nodes are great. According to the results presented in the simulation Section, it is
characterized that the proposed method in this paper could have very good results for the control changes in data or routing
packets. Any small changes would be detected because for the each packet is separately created a state machine. From the other
side, the results for control of drop packets are not satisfactory. Because the nature of the network does not allow the exact
control for this purpose and should have used another method for control drop. For the future work, this method can be
combined with other methods which will have good results to drop packets and totally gives a better protocol. On the other
hand, it should be noted that the quality of the proposed method about drop and changes in the routing protocol is quietly
related with used routing algorithms and the other results may obtain for the other routing algorithms. Our proposed method to
deal with malicious nodes that try to go intrusion with complex way and make disturbance in working of network, Is a good
method. Also for future works, it seems that with using double opportunity mechanism, our method reduces false alarm in the
network and can increase accuracy and probably increase the amount of data received at the destination.
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