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ABSTRACT: Introduced by Yao in early 1980s, secure computation is being one among the major area of research interest
among cryptologists. In three decades of its growth, secure computation which can be called as two-party computation, or
multiparty computation depending on the number of parties involved has experienced vast diversities. Research has been
carried out by exploiting specific properties of functionalities and generic approach to achieve efficient practical secure
computation protocols. This paper considersthe application secure two-party computation of AES-128 for comparison of the
above two approaches.
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1. Introduction

Secure computation, the term introduced by Yao [1] in early 1980’s, isapart of cryptography in which two or more partieswith
private inputs wish to compute some joint function of their inputs. The problem behind secure computation can be stated as
follows, “ Consider a set of parties who do not trust each other, nor the channels by which they communicate. Sill, the parties
wish to correctly compute some common function of their local inputs, while keeping their local data as private as possible.”
In other words, “combining information while protecting it as much as possible” is termed as secure computation. When this
computation involves only two parties then it is called as secure two-party computation or simply as two-party computation
denoted as 2PC.

The definition of 2PC as given by Oded Goldreich [2] can be stated as follows: “In two-party computation, two parties with
respective private inputs x and y, wish to jointly compute a functionality f (x, y) = (f,(x, y), , (X, ¥)), such that the first party
receivesf, (X, y) and the second party receivesf, (x, y).”

Likewise the idea behind Multi-Party Computation is that it should enable three or more parties to compute any function of
their choosing on their secret inputs, without revealing their inputs to other parties. The formal definition of secure multiparty
computation or simply multiparty computation (normally denoted as SMC or MPC) can be stated as: “MPC is an marray
functionality denoted f: ({0, 1} *)™— ({0, 1} *)™, such that the m-partieswith their corresponding minputs, [X] = (X Xoy s X ),
wish to jointly compute a functionality f ([X]) = (f, ([X]), f, ([X]), ..., f,, ([X])), such that theith party should receivef, ([x]).” One
exampleisan election, voters want their vote to be counted but they do not want their vote made public. Another exampleis,
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studying the effect of a newly developed medicine on patients without revealing their individual test results or identities. So,
need isto conduct computation on private datathat reveal s nothing more than the desired output and what isinherently leaked
by it.

Secure computation can be used in variety of applications ranging from simple coin tossing, mutual agreement, to complex
applicationslike electronic voting, electronic auctions, private dataretrieval, analysis of sensitiveinformation, privacy preserving
biometric identification, private editing in cloud etc. Even though secure computation can be applied for variety of applications,
due to privacy concerns and constraintsin efficiency, it isnot yet widely used in real life applications.

The requirements for secure computation protocols are: privacy, correctness, and independence of inputs. Privacy means that
the partiesinvolved in computation learn only the final output of the computation and nothing el se, correctness meansthat the
output is correctly distributed among the parties, and, independence of inputs means that the parties involved cannot make
their inputs depending on other parties' inputs. The secure computation protocol design can follow the generic approach
suggested by Yao, or can exploit properties of some functionalitiesto create one. This paper comparesthe above two approaches
for secure computation and concludes that the generic approach is the best and practicable in case of semihonest treat model
for 2PC protocols.

The paper isorganized asfollows; Section 2 explorestheliterature availablefor 2PC, Section 3 describes acomparative study of
existing 2PC protocols studied on AES-128, and next Section concludes the paper and suggests an efficient system.

2. Prior Work

The 2PC protocol wasfirst introduced by Yao [1] to solve the millionaires’ problem. The cryptographic background needed to
carry out 2PC protocols, garbled circuits and oblivioustransferswere clearly described by Lindell and Pinkas[3]. Researchers
have been working on for the past three decades to improve the efficiency of secure computation protocols, in particular the
communication complexity of protocols measured in hits, the time complexity of the computations done by the protocol,
communication complexity in number of messages, and communication complexity in number of rounds [4]. The reason for
focusing on the bit complexity isthat the bit complexity isthe main bottleneck responsible for secure computation protocol s not
being practical. Construction of secure computation protocols follows two approaches (i) generic approach which relies on
compl eteness theorems for secure computation, allows protocols for computing any function f starting from a Boolean circuit
representation of the function, f (ii) second approach exploits the specific properties of afunction to design specia purpose
secure computation protocols. The protocols following second approach [5, 6, 7, 8, 9, 10, 11, 12, 13] are proven to be more
efficient than most of the existing generic approach protocols, reason being that each are function-specific; which is also the
drawback since each protocol must be designed, implemented, and proven secure but cannot be reused or applied for other
applications.

The generic approach, introduced by Yao[1,14] and devel oped by Goldreich [2,15] isbased on completenesstheorem. Themain
components in generic approach are garbled circuit and oblivious transfers, which are explained in detail in the following
subsections.

2.1Garbled Circuits

Garbled circuit construction is the basic idea behind Yao’s protocol, which constructs a circuit in away that only the output
values of the circuit isrevealed, not the inputs or any intermediate values. The term garbled circuit wasintroduced by Beaver,
Micali, and Rogaway [16] in 1990. In any secure computation system with garbled circuits (GC), the constructor of the GC,
constructs the GC and sends it to the evaluator for evaluation. The intermediate values of the gates produced are meaningless
to the partiesinvolved, but the output values of the circuit isintelligible and is guaranteed to be correct.

Bellare, Hong, and Rogaway [17] callsthe garbled circuit construction asthe garbling scheme and has denoted it asafive-tuple
algorithm, G = (Gb,En,De,Ev, ev). The garbling algorithm Gb transforms asix-tuple functionf = (n, m, g, A, B,G), f: {0,1}" —
{0,1} Minto atriple of functions (F, e, d) < Gb (f), where the encoding function eturnsan initial input x > {0,1} "into agarbled
input X = e(x), the garbled function F producesthe garbled output Y = F(X), the decoding function d producesthefinal output
y = d (), whichmust coincide with f (). In the six-tuplefunction f, n> 2 isthe number of inputs, m> 1 isthe number of outputs,
g = 1isthe number of gates, Aisafunction to identify each gate'sfirst incoming wire, B is afunction to identify the second
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incoming wire, and G is the function to determine the functionality of the gates. Here, possession of e and x allows one to
compute the encrypted garbled input X = En (e, X), F and X allowsto generate the garbled output Y = Ev (F, X), and knowing d
and F helps to recover the decrypted final output y = De (d,Y), which must be equal to the evaluated value, ev ( f, X). The
correctness condition can be defined as, De (d, Ev (F, En (e, X))) = ev (f, X). The garbling scheme[17] al so ensures correctness,
privacy, authenticity, and obliviousness.

Inthe earlier generic approach protocols, the garbled inputs per gate used doubl e encryption [ 3], which increases the complexity
and hence reduces the efficiency. In garbling scheme [17], dual-key cipher is used, i.e., per gate only one encryption call is
made, which resultsin faster circuit construction. Kolesnikov and Schruider [18] introduced the free XOR technique, i.e., the
XOR gates are evaluated without the use of the associated garbled tables and the corresponding hashing or symmetric key
operations. The concept of reducing the size of the garbled tables was pointed out by Naor, Pinkas, and Sumner [19] and was
effectively used as the technique, garbled row reduction by Pinkas, Schneider, Smart and Williams [20]. The project Might Be
Evil by Huang, Evans, Katz and Malka[21] usesfree XOR technique, garbled row reduction, and oblivious-transfer extension
optimizations; also the entire GC is never stored in their implementation. Topological sorting of the gates of the circuit and
pipelining the process of circuit generation and evaluation significantly improvesthe overall efficiency of the 2PC protocol [21].
The Just Garble system devel oped by Bellare, Hoang, Sriram, and Rogaway [22] with the goal of optimized garbling isbased on
afixed-key AES, making only one AES call per garbled gate evaluation. Here, the dual-key cipher’s permutationisinitiated by
fixed-key AES, which considerably improvesthe efficiency of the system.

2.20bliviousTransfers

Oblivioustransfersalong with the garbled circuit formsthe core of secure computation. In 2PC, the basic conditionsare: (i) the
first party who acts as the sender learns nothing of the second party’si.e. receiver’sinput value, and (ii) the receiver obtains
only asingle set of keys and so can compute the circuit on only a single value as required. These conditions holds under the
assumption that the keys associated with the circuitinput wires are obtained in an oblivious manner that does not reveal the
association with the parties’ inputs. The first oblivious transfer (OT) protocol is the 1-out-of-2 oblivious transfer protocol
developed by Even, Goldreich, and Lempel [23] in 1985. In 1-out-of-2 OT, asender inputstwo valuesk and k , and the receiver

inputs a selection bit b. The outcome of the protocol is that the receiver obtains k , but he learns nothing about k - b, as well
the sender learns nothing about the receivers selection bit b.

Theoblivious-transfer extension introduced by Ishai, Kilian, Nissim, and Petrank [24] can achieve virtually unlimited number of
oblivioustransfers at the cost of the number of statistical security parameter executions of 1-out-of- 2 OT. The cut-and-choose
OT protocols developed by Lindell and Pinkas[25, 26] are effective in case of malicious adversaries. The cut-and-choose OT
worksby first party constructing s copies of agarbled circuit and sending them to second party, who asksthefirst party to open
half of them in order to verify that amajority of the unopened half are al so correct, except with probability that isnegligibleins.
Huang, Katz, and Evans [27] have developed the symmetric cut-andchoose OT, in which both the parties generate garbled
circuits equal to the number of statistical security parameter in case of malicious adversaries. They have proved that in this
doubl esided approach, even by reducing the number of garbled circuits generated by afactor of 3, were ableto achievethe same
level of statistical security, as of the previous single-sided approaches. Also, the symmetric cut-and-choose OT is three times
faster than the single-sided approaches. Thus, the design of OT also contributes to the efficiency of secure computation
protocols.

2.3 Sepsfor Garbled Circuit Construction

The stepsfor garbled circuit construction of Yao's protocol are described bel ow with asimple example. Let Aliceand Bob bethe
two partiesinvolvedin 2PC, and | et f be any polynomial function that hasto be used for secure computation. First, convert f into
Boolean circuit, then evaluate a single gate and proceed for the whole circuit.

Sep 1: Select Random Keysfor Each Wire

Alice selectstwo random keysfor each wire: one key correspondsto O and the other to 1. Total 6 keysare chosen for agate with
2input wiresx, y and one output wire, z. The 6 corresponding keys selected arelabeled as: (k,, k), (k;, k), and (k,,, k ). For
illustration purpose, considering a simple AND gate, let the six random keys with the key length of 8- {)its be: (10011001,
11001100), (10000001, 11110000), and (00110011, 10101010).

Sep 2: Encrypt Truth Table
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Alice

Inputs | Output

P O|O|O|N

(b)
Wirel | Wire2 | Wire3 | Encrypted Value
input, x | input,y | output, z

Kox Koy koo | ERoBlgy (k)
Kox Ky koe | ERodBKyy (k)
Ky Koy Kop | Bk (Bl (k)
Kk, Ky Ky | Eky(Eky (k)

©

Figure 1. 8) AND gate with input-output wires and keys corresponding to the wires, (b) Truth table of
AND gate, and (c) Encrypted truth table with inputs and output as the keys correspond to the wires

Alice encrypts each row of the truth table by encrypting the output wire key with the corresponding pair of input wire keys. For
an AND gate, the gate input-outputs, the truth table, and the encrypted truth table are shown in Figure 1.

Continuing with the illustration, let the encryption used be simple bitwise XOR. Table 1 shows the values of inputs and
encrypted output values.

Wirel |Wire2 [Wire3 |EncryptedVaue
input, x |input,y [output, z

10011001/ 10000001 | 00110011 00101011
10011001/ 11110000|00110011 01011010
11001100| 10000001 [00110011 01111110
11001100/11110000| 10101010 10010110

Table 1. Example of key inputs and encrypted output
values for an AND gate using XOR as encryption function
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Sep 3: Send Garbled Truth Table

Alicerandomly permutes/scramblesi.e. garbles encrypted truth table and sendsit to Bob. Here, Bob does not know which row
of garbled table corresponds to which row of original table. The encrypted and the corresponding garbled truth tables are
shown in Figure 2, and Table 2 shows the values.

Row | EncryptedVaue [ Row | Encrypted Value
1 EK o (EKpy (Ks) 1 SN (SN W)
2 Ek (K, (k) 2 EK o (EKoy (Ks)
3 Eklx(EkOy(kOZ)) 3 Bk, ( Ekly(klz))
4 Ele(Ekly(klZ)) 4 EkOX(Ekly(kOZ))

Figure 2. (a) Encrypted truth table, and (b) Garbled truth table

Row | Encrypted | Garbled
value value

00101011 | 01111110
01011010 | 00101011
01111110 | 10010110
10010110 | 01011010

rMowl[v]e

Table 2. Encrypted Values and the Garbled Values

Sep 4: Send Keysfor Alice'sInput
Alice sendsthe key corresponding to her input bit. Asthe keys are of random nature, Bob does not learn which bit (0 or 1) the
key correspond to. Suppose a (0 or 1) istheinput bit of Alice, Bob will receivek_, from that he cannot retrieve the value of a.

Supposeif a=1, Alicewill sendk;, = 11001100 to Bob.

Sep 5: UseOT on Keysfor Bob'sInput
Now, to get the key corresponding to Bob's input, both Alice and Bab run the 1-out-of-2 ablivious transfer protocol. Alice's

input to OT protocaol is the two keys corresponding to Bob's input wire; kOy and kly. Bob'sinput to OT protocol is simply his
selection hit b, which can be 0 or 1. Asthe output of OT, Bob learns kby which isthe key corresponding to hisinput bit b. Here,
Alice'sinput to OT protocol isthekey pair, (10000001, 11110000). Supposeif Bob'sinput b= 1, hewill receive kly =11110000, and
does not know anything about kOy

Sep 6: EvaluateGarbled Gate

Using the two keysthat he learned through Step 4 and Step Si.e., k and kby, Bob decrypts exactly one of the outputwire keys.
But Bob does not know if the key he has obtained correspondsto O or 1. For example, if a= 1 and b = 1, then the values on his
possession arek, and kly, and from Figure 2 (b) itisvery clear that Bob can decrypt only the third row and will retrievek,,, but
not the output bit. Here, whenaand bare 1, Bob will havek,, = 11001100, k1y =11110000 and from Table 2 garbled val ue column,
only the 3" row will be decrypted to achieve k,,=10101010.

Sep 7: Evaluate EntireGarbled Circuit

Using Step 1to Step 6, Bob evaluatesthe entire garbled circuit. For each wireinthecircuit, Bob learnsonly one key and he does
not know to which bit (O or 1) it corresponds to. Hence Bob cannot |earn the intermediate values. Aswell Alice will not know
whichwill be Bob’sinput bit, aswell which key Bob has obtained, hence she cannot try to retrieve the intermediate values. Bob
after evaluating theentire garbled circuit will obtain asingle valuefor thefinal output key, and which hewill informstoAlice, in
turnAlicetellsBobif it correspondsto O or 1.

Thisishow the Yao's protocol for millionaires' problem isbeing solved. Here, double-encryption isused per gate and 1-out-of -
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2 OT isused for oblivioustransfers. These steps can be customized using dual-key cipher or cut-and-choose oblivioustransfer
with respect to a specified application.

Algorithm/ Tool/ Project AES
(per block)
Online Overall

Time(s) Time(s)
Second Approach
SHE scheme [13] 0.72 1.07
Generic Approach
ROM-GRR [20] 5 7
TASTY [32] 0.4 3.3
Might Be Evil [21] 0.008 0.2
JustGarble [22] 0.004 0.005

The values of time corresponding to AES-128 are collected from the reference
papersthat are shown inside square brackets under Algorithm/Tool/Project column

Table 3. Comparison Of Aes-128 With Generic Approach
and Second Approach Secure Computation Protocols

2.4 Second Approach

Exploiting specific properties of functionalities approach does not have ageneral structure. It can start with an arithmetic circuit
and proceed with oblivioustransfer to achieve secure computation, or it can only use oblivioustransfer with some modifications,
or it can depend only on some functionality to achieve the required result. Some examples of second approach protocols are
given below.

Atallah and Du in their CERIAS tech report [5] have explained the two-party vector dominance protocol based on Cachin’s
protocol [6]. loannidis and Grama[7] uses secure dotproduct with oblivious transfer to solve millionaires’ problem and online
bidding problems. Luo, Huang, and Zhong [8] make use of homomorphic encryption to solve privacy-preserving computational
geometry problems such as distance between two private points, and point-circle inclusion problem based on the distance
protocol. Desmedt, Pieprzyk, Steinfeld, and Wang [9] considers a non-abelian group (G, .) and represents secure computation
function, f, asan arithmetic circuit over afinitering R. Computations performed are; multiply, inverse, and random sampling on

the group G, which acts as a black-box. Also they show how to construct f for reliable colouring of a planar graph. Bickson,
Bezman, Dolev, and Pinkas[10] proposes an efficient framework for enabling secure numerical computationsin a Peer-to-Peer
network, considering only functions which are built using algebraic primitives of addition, subtraction, and multiplication.
Homomorphic encryption is also used. I-Wang, Shen, Zhan, Hsu, Liau, and Da-Wang [11] replaces OTs with secure scalar-
product and prove that they have completeness property and has the power of integer-based computing. Shi, Luo, and Zhang
[12] solves multi-dimensional vector comparison problem using multiplication protocol and scalar products protocol.

3. Compar ative Sudy

Thispaper comparesthe 2PC for AES-128 cipher interms of efficiency measured in time complexity of the computations done by
the protocol. Data are collected from different references and the results are tabulated in Table 3. AES-128 or simply AESisa
symmetric block cipher developed by Daemen and Rijmen [28]. It uses a 128-bit key as well block size of 128-bits, and has
variable number of rounds. The sub-keys generated have avariable key size (16, 24, or 32 bits) depending on the variable block
sizes(16, 24, or 32 bit blocks). And the number of roundsalso variesaccordingly (10, 12 or 14). Theround functionisuniform and
parallel function composed of 4 steps - SubBytes to introduce nonlinearity, ShiftRows for inter-column diffusion, MixColumns
for interbyte diffusion within columns, and AddRoundKey to make round function key-dependent.

In 2PC of AES, first party holds the key k and the other party holds an input x, which will be encrypted asthe result of protocol
and the result AESK (x) will be learnt by the second party.
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Table 3 providesthe onlinetime or garbling timein seconds and the overall time or the garbling + evaluation timein seconds. The
protocol considered for exploiting specific properties of functions approach isthe Somewhat Homomor phic Encryption (SHE)
scheme given by Damgard, Pastro, Smart, and Zakarias [13], which is the efficient known protocol of its kind. Homomor phic
Encryption (HE) isacryptosystem which allows specific types of computationsto be carried out on ciphertext, and decryption
resultswith plaintext with the same computations carried out onit, i.e., HE allowsto perform arbitrary computation on encrypted
data. The homomorphic encryption scheme can be considered as a quadruple algorithm denoted as, HE = (Keygen, Enc, Dec,
Eval) with asecurity parameter, n. The key generation function, (pk, evk, sk) < Keygen (1") outputs the public encryption key
pk, public evaluation key evk, and a secret decryption key sk. Encryption function encrypts asingle bit messageme { 0,1} into
aciphertext message ¢, decryption function doesthe reverse operation. The homomorphic eval uation function usesthe evaluation
key evk, and appliesafunctionf: {0, 1}' —{0,1} toci phertextsc,, c,, ..., ¢, and outputsthefinal ciphertext ¢, [28, 29, 30]. The SHE
[8] usesa5- tuplealgorithm, SHE = (ParamGen, KeyGen, KeyGen*, Enc, Dec) with asecurity parameter k. Here, the ParamGen
(1%, M) function outputs an integer N, which will be used for encode/decode operations. The addition and multiplication
operations on homomorphic encryption are denoted by + and ¢, and satisfy the following propertiesfor all elementsN;, N, & M,
where M isthe plaintext space; decode (encode (N,) + encode (N,)) = N, + N,, decode (encode (N,) * encode (N,)) = N, * N.,.
KeyGen function generatesthe public-private key pair pk and sk. KeyGen* isarandomized function which outputs ameaningless
public key pk’ such that pk and pk’ are indistinguishable. It is used just to ensure security. Homomorphic encryption schemes
use arithmetic circuits for processing and not the Boolean circuits as of the generic approach.

On generic approach, the ROM-GRR protocol (Random Oracle Model —Garbled Row Reduction protocol) [20] makes use of the
free XOR technique and the garbled row reduction technique and is applied on semi-honest adversariesmodel. TASTY [32] is
a framework and compiler for 2PC which outperforms the ROM-GRR protocol on generic approach as well any of the best
protocols known on second (exploiting functions) approach. The 2PC protocol developed by the Might Be Evil project [21],
introduced more control on the circuits than that of TASTY. Also introducing the pipelining process of circuit generation and
without storing the garbled circuits, it improvesthe efficiency of the protocol. The JustGarble system [22] outperformsall of the
2PC systems known till now by the use of fixed-key AES using dual-key cipher (DK C). JustGarble system implements three
protocols namely, Ga(only garbling), GaX (garbling and free XOR technique), and GaX R (garbling, free XOR technique, and
garbled row reduction). Here gates are not considered as objects that communicate by sending messages, but they are indexed
into an array. Gates are topologically ordered, so thereis no queue of gates ready to be evaluated, hence one evaluatesthemin
numerical order. Thissimplicity helpsevaluating aGC an actua cryptographic work, not overhead rel ated to procedureinvocation,
message passing, and etc. Also JustGarble makes use of AES-NI, which enhances the speed of execution of the AES
encryptiondecryption routines. From Table 3 it is clear that the generic approach protocol s have more efficiently emerged from
the theoretical onesto practical oneswhich can be well suited for real life applications.

4, Conclusion

This paper summarizes the generic approach and second approach for secure 2PC, and compares the two approaches with
secure computation of AES-128 application. The generic approach combined with best optimizations can help to obtain better
protocol designsfor secure 2PC. The JustGarble system which isthe best known for semi-honest adversary model can be made
more efficient by without storing the entire GC, which will lead to aconsiderableimprovement in itstime compl exity. It can a so
betried on malicious adversary model with the symmetric cut-and-choose oblivious transfer for better efficiency.
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