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ABSTRACT: The Internet of Things (IoT) is an emerging paradigm in which physical objects are connected to each other and
user via the Internet in order to share information between devices and systems. In the IoT environment, smart devices are
deployed to monitor, control and analyze business, personal, and social activities. The pervasive nature of the IoT may well
be beneficial but it also presents a risk from malware, hacker intrusion, viruses and the like. The consequent security and
privacy issues may cause physical damage and even threaten human lives. This paper targets two areas; initially,the paper
provides a review of the IoT layered architecture with the security challenges/attacks to setting up an IoT environment. After
that, the paper proposes a solution which can preserve the privacy of multimedia data within anIoT environment atits
perception layer. The proposed security solutionwill support the multimedia to function effectively, while at the same time
preserving the confidentiality of the information transmitted and the privacy of individuals.
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1. Introduction

The Internet of Things (IoT) is a pervasive network of everyday objects and devices which can communicate over the Internet
without any human intervention. Sensors and Radio Frequency Identification (RFID)s are embedded within the physical objects
and devices, enabling them to transfer data with each other at “anytime, anywhere, and in anymedia” [1]. The term „Internet of
Things  was first proposed by a British technologist, Kevin Ashton, in 1999. The IoT has subsequently become a reality owing
to technologically advancement, namely: the RFID; various sensors and actuators; an increase in processing power; IPV6 with
a much greater address space than version 4 of the Internet Protocol (IP); ubiquitous wireless coverage and the bandwidth

Multimedia Security Perspectives in IoT



                      Journal of Information Security Research   Volume   7   Number   4   December  2016                        151

required to connect devices.

The IoT has thegreat potential to be part of everyday life and improve the quality of life. It is estimated that 20 billion to 100
billion things/objects will be connected to each other by 2020 [2]. There are several IoT application domains that will have a
significant influence on society as illustrated in Fig 1. Some of these are Healthcare, Smart Environments, Transportation,
Logistics, and Personal and Social communications [3].

Although, IoT merges the physical world and online worlds together, it is not without risk. In IoT, smart objects remainmostly
unattended, have low processing power and are wirelessly connected. As wireless communication is a broadcast medium. Every
message that is sent or received from such smart objects in IoT Environment normally passes through several nodes to reach
their destination. They also use heterogeneous communication technologies, devices, and protocols. Hence,more prone to
interception attacks. Because these devices are low-powered it is difficult to deploy security software to the devices without
excess energy consumption and battery failure.The devices and sensors at the perception layer contain low memory capacity,
therefore, they required third party storage devices or cloud platform to store and process the captured data.

All of these factors increase the risk of successful attacks by providing opportunities for malicious software to be inserted and
to go undetected.

In particular, multimedia data often need to be streamed to the screens and subsequently be stored on discs for a time. So that
if a significant event occurs the video can be looked at in detail. However, during transmission, the multimedia data is vulnerable
to interception so that the persons or locations of the places under surveillance can be identified by malicious individuals or
groups. Likewise,multimedia data stored on discs can be inspected by hackers. As a response to such threats, the multimedia
data can be completely encrypted during transmission, display, and storage. However, in the case of the IoT, the devices have
low power and insufficient memory capacity. The implication is that full encryption is not suitable both in terms of the energy
expended during encryption and in terms of the additional bandwidth required to transmit the data [4]. However, without
encryption,there is a risk to the privacy and well-being of individuals.

Figure 1. Application Domains of IoT
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Therefore, in this paper, we propose a lightweight encryption method to conceal the facial features of people within a scene and
the background features of the locations. The identity of individual persons and places is protected through a lightweightpartial-
encryption scheme so that the scene is partially viewable but still preserves privacy. To achieve this purpose, the lightweight
partial-encryption scheme is proposed at different multimedia production stage, i.e. at the times of capturing, live streaming, and
storage. The proposed techniques will not allow any individual to directly access the original data. Even a hacker will only
access the encrypted form of data. Moreover, in the case of live video streaming, the delay caused by the complete encryption
of the transmitted video stream will be reduced. Of course, if the identity of persons or places needs to be revealed, then the use
of the encryption key by authorized persons will always be available. In this way, to the proposed lightweight encryption
methods will provide at least one part of the security needed to protect the multimediadata in IoT environment.

The remainder of this paper is organized as follows. Section 2 describes the security challenges and threats at each layer of the
IoT architecture. Section 3 discusses the multimedia security perspectivesoverthe IoT. Section 4 describes the proposed
architecture for secure communication of multimedia in the IoT environment. Finally, Section 5 presents some conclusion and
future work.

2. Major Security Challenges Associated With Iot Layered Architecture

IoT makes it easier for people to monitor, track, analyze and control different activities from anywhere using smart phones and
portable devices. Indeed, there can take place breaches of the integrity, authenticity and confidentiality of the formation
collected. And that captured data could be misused for different purposes. It is widely reported in the mass media that  ndustrial
vehicles including buses, trucks and ambulances, power grids and even baby monitors have been compromised. Hence, there
is a need for ensuring the security of the information and the devices themselves at each and every layer of the IoT.

Figure 2. Major security challenges and Threats in IoT Environment
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The widespread use of many connected devices, heterogeneous protocols and platforms creates many new security challenges
in term of the privacy, confidentiality, authentication, access control and trust [5]. These devices and applications hold information,
some of which have great potential to threaten the privacy of organization and individuals. Some of the noticeable security
challenges are stemming out from the heterogeneous environment of IoT are summarized in Fig. 2.

The IoT architecture hasfollowing three major layers:

1) The Perception layer also called Sensors connectivity and Network layer;

2) Transport layer also called the gateway and network layer; and

3) The Application layer at the top of the stack.

Security threats and breaches at each layer are summarized in Fig. 3 and described in the following Section.

2.1 Security threats on the Perceptual Layer
The Perceptual layer is the bottom layer of the IoT stack and consists of sensors and smart devices.This layer provides sensor
connectivity and networking. Real-time information is collected and processed here. This layer comprises two sub- layers. The
first sub-layer is multimedia which contains video and audio data. The second sub- layer is imageand text which contains text
data and images. [7].Sensors are grouped according to their purpose and data types, such as body sensors, environmental
sensors, and surveillance sensors. The following are the attacks that can breach the authentication, confidentiality and integrity
of data and devices at the perception layer [8].

• Invasive Attackand Hardware Tempering: As most smart devices are deployed outside and unprotected, an attacker could
easily trace and access them and modify and temper the devices or can override the sensor to capture the information and then
reprogram them.

• Replay Attack: In an IoT environment, RFID tags are mainly used as for automated exchange of information. So in replay
attacks, the communicating signals between the RFID tags and the reader are intercepted and replayed upon the request of any
query from the reader, thus reproducing the availability of the tag.

• Timing Attack:In this type of attack, an attacker can identify the encryption key by analyzing the time required for encryption.

• Node Capture Attack: In this kind of attack, the identification information of a tag is compromised. The attacker might capture
the identification information through the manipulation of the tags. After that,the attacker clones the tag so as to bypass
security measures and can manipulate and clone all the information.

• DoS Attack: In this type of Denial of Service (DoS) attack, the attacker may send malicious messagescontinuously to jam the
devices, thus preventing them from communicating with each other.

• Device malfunction: Device malfunction is another threat that can cause great damage in an IoT network.

• Malware and Botnet Attacks: These are software-based attacks. In these attacks, the attacker can createmalicious codes such
as Worms, Trojans, and viruses to infect and control the smart devices to extract their information.

• Heterogeneity: An IoT network consists of numerous devices and technologies and protocols. Therefore, the heterogeneity
of all the devices, technologies and protocols is another security obstacle to its wide adoption.

2.2 Security threats on the Transport Layer:
The transmission layer is also called the “Network Layer”. This layer is responsible for transmission of information collected
from sensor devices or smart objects to the applications or end users. The information is transmitted mostly through wireless
communication channels using technology such as Bluetooth,Wi-Fi, ZigBee, and 4G cellular wireless. Wireless communication
is now more secure, on account of different encryption methods, key management algorithms, and identity authentication.
However, attacker can still exploit this layer in the following ways:

• DoS Attacks: At the transport layer a DoS attack will cause high levels of input traffic and the deliberate congestion of
channels through spoofing, hello flood attacks and de-synchronization attacks to exhaust the resources of network devices.

• Eavesdropping: By eavesdropping the malicious user accesses the network and intercepts the information flowing across the
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network and, thus, can completely breach the personal privacy and confidentiality of information.

• Passive Monitoring: Passive monitoring of the IoT network is another big security risk. A hacker can monitor and parse the
real-time traffic of an IoT device across the network and alter the identification rules and flag suspicious activities.The transport
layer is highly vulnerable to passive attacks. Man –in –middle attack is an example of passive attacks in which anattacker can
hijack the communicationchannel and subsequently, emulation the fake information.

• Compatibility Issues: In the IoT Environment the objects communicate in dynamics environment where there are different
protocols for different things at different situation and time. An attacker can take the advantage of dynamic nature of the
network and can capture the information for criminal use. Hence, compatibility of devices and protocols is

one of the fundamental security risks to mitigate.

• Identity Theft: Another privacy challenge is identity theft, in which unauthorized or malicious user might sniff theauthentication
information can sniff the authentication information such as a password and EPC code and keying methods of the devices. This
may result in accessing the sensitive information and endangering the privacy of individuals.

• Routing Attack: A routing attack is another security threat in which routing information in an IoT can be captured or spoofed.

2.3 Security threats on the Application Layer
The Application layer is the topmost layer in the IoT architecture. It provides the required services to the end user and interprets
the information collected from the smart object at the perception layer. In the application layer, various application domains such
as healthcare, surveillance, transportation, retail and many more are configured. The user can access and control these applications
anywhere, anytime and from any platform. The security risks associated with the application layer are as follows:

Figure 3. Vulnerabilities and Attacks at Each Layer of IoT Architecture
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• Runtime Attacks: In runtime attacks, an attacker intercepts or alters critical information by unauthorized access and breaching
the privacy and availability of the resources which can cause devastating data loss and even can threaten human lives.

• Malwares: During the updating of application to add new functionality or features, an attacker may be able to exploit the
application by injecting malicious software such as worms and Trojans.

• Privacy Threat: The IoT application carries many personal and confidential data such as the location of an object, the
behavior of individuals and their social relations or historical data of an organization which may pose a privacy risk to its users.
An attacker can infer this information for criminal activities or the information can be sold to interested parties for marketing
purposes.

• Integration: As IoT is getting more and more popular, there are lots of security risk arises. The different kind of applications
and services such as smart home, patient monitoring, infrastructure monitoring, smart transportation, and surveillance have
different security requirements. Therefore, different strategies and security parameters are required to integrate into those IoT
applications.

• Large Overhead: Most IoT devices have low computational power so large amount collected data from the environment
around create overhead which can slow down the communication and threaten the availability of required applications. Hence,
a middleware is required to store, process and to provide end-to-end delivery to access the services and application. The data
security, privacy, and reliability of middleware are considered as another critical concern.

• Phishing: In a phishing attack, the attacker sends messages from the compromised devices such as cameras, home appliances,
and smart cars, impersonating a legitimate device and directing to the application what look like genuine messages. The attacker
may alter the identification and authentication credentials and misuse that information for criminal activities.

•  DoS Attacks: The application layer carries software for different applications, thus, vulnerable to a resource exhaustion
attack. Attackers can continuously send requests by flooding the network with a large number of packets to disrupt the
application s availability.

•  Social Engineering: In Social engineering, attackers exploiting social relations and easily obtaining information and violating
the privacy of an individual or organization.

In the next Section, attacks that may threaten multimedia communication, in general, are reviewed. Some of these resemble more
general attacks, except that they do pose a particular threat to multimedia communication.

3. Security of Multimedia In  IOT

There are numerous multimedia-based applications and services running on the global network such as online gaming, video
conferencing, video surveillance and many more [7]. The IP based devices such as IP cameras and wearables make thedevice to
device communication a reality [8] and now remote baby monitoring, patient monitoring and surveillance and tracking of things
and individualsare possible.Because of high usage of multimedia applications over the global IP traffic, in recent years, there
have been enormous progressions in multimedia traffic. According to CISCO trends and forecast report, multimediatraffic will
significantly dominate the IP traffic over the internet in coming years. [10].

In IoTlayered architecture, multimedia is a sub-layer of the perception layer. Every multimedia message or video stream, captured
from capturing devices (such as cameras) is sent to storage serversfor storage and processing due to their limited memory
capacity and from then to the end user through the internet.In doing so, the video passes through several nodes/access points
to reach these repositories using heterogeneous communication technologies. However, these access points and intermediate
networks can be extremely vulnerable to attacks.Some of the threatsassociated with multimedia are listed below:

• Cloning: In a cloning attack, the attacker replicates and replaces the multimediaand injects malicious information such as fake
video and so the legitimate user can receive forge information.

• Location Disclosure Attack: In this attack, the malicious user captures information about the location and surroundings or
map reference information of the object from the captured video and can use this information for terrorist activities.

• Node Impersonation Attack: In this impersonation attack, the attacker acts as the genuine entityand send spoof messages to
other nodes which cause malfunctioning of the other nodes. Attacker can also reconfigure that network and remove the security
measures to perform further attacks on nodes so that recipients, as a result, may receive critically forged information.
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• Eavesdropping Attack: The attacker captures video streams during transmission overa network and gets useful information
and breaches the privacy of that information.

•  Resource Consumption attack: Due to power and functionality constraints of smart devices an attacker can take advantage of
these limitations and try to consume more battery life by transmitting long packets to the destination device.

•  Traffic Analysis Attack: In this attack, an attacker analyzesbehavior patterns and profiles of intercepted video stream as a tool
to better threaten monitored individuals, owing to an awareness of the protection measures in place.

•  Unlawful surveillance: In this security threat, criminals may be able to intercept data and monitor traffic from the surveillance
devices and at intermediate networked devices for the purpose of identifying the individuals under surveillance and the purpose
of surveillance.

•  MasqueradingAttack: In this attack, the attacker uses the identity of the authenticated node and produces fake message in the
network.

• Replay Attack: In a replay attack, video may be recorded previously by the attacker, who then put this recorded video back into
a surveillance network, so that the operators from the control room may consider this video as being sent in real-time.

Thus, it can be seen that there are many potential attacks on multimedia capturing devices and messages, for which the next
Section proposes few remedies.

4. Proposed Multimedia Security Architecture In IOT

The multimedia devices capture a large amount of data from the surroundings where they are deployed. The collected data (such
as videos) require large memory resources and are bandwidth hungry. Therefore, resource constrained, low-power devices in
IoT require memory resources and bandwidth to process and transmit that information. Thus, to  ensure the security of
multimedia and the protection of user s privacy, integrity and confidentiality of information in an effective manner is required.
Currently, many security techniques such as stenography, encryption, watermarking and multimedia compression are used to
secure the multimedia [9] but these all techniques are not sufficient in IoT environment due to different constraints on devices.
Blind/Naïve encryption is widely used to secure the transmitted information. Blind encryption means the full encryption of
complete multimedia data i.e. header information with payload. This encryption causes many issues like large computational
cost to encrypt whole data, require more bandwidth for transmission of encrypted data and the most important that multimedia
data cannot be transrated/transcoded as per connected device specifications in IoT.

Figure 4. Proposed Architecture for Secure Multimedia Communication in IoT Environment
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By keeping all these issues in mind the paper proposes some lightweight partial encryption techniques to implement multimedia
security on different levels. In proposed multi-level partial encryption techniques, the whole video will not be encrypted, only
few confidential parts of the video are proposed to encrypt. These proposed security levels provide the solution for multimedia
security attacks given in Section 3. The proposed security architecture for multimedia in IoT environment is given in Fig. 4.The
Red text in Fig. 4 indicates the proposed addition in already existed architecture of IoT.

In the proposed security Multimedia architecture, the data collected by the multimedia devices and sensors will be partially
encrypted and then transmit over the network, so the end users will get that encrypted videos. Hence, if any attacker will
successes to intercept the video, the video can be viewable in scrambled form only. Another benefit of proposed encryption
schemes is that they will maintain the encoding/decoding features of videos, so the decoders will not crash after the implemen-
tation of proposed schemes.

As the term lightweight encryption indicates, video data will not be fully encrypted. Only specific elements of the captured/
transmitted/stored video will be encrypted in such a way that the video can be viewable in scrambled form rather than become
watchable. Various security encryption levels are adopted to protect the multimedia data from attacks to protect the privacy of
individual and the location of places during surveillance and monitoring.

Lightweight encryption on multimedia is proposed to implement at the following five levels (L):

L1: Motion of object should be encrypted.

L2: Background in the video should be encrypted.

L3: Motion of object with background should be encrypted.

L4: Human or Location facial/location recognition features should be encrypted

L5: Motion + Background + Facial Features; all should be encrypted (full video partial encryption)

Security at L1 will preserve the motion of moving objects in the video. This can be deployed for the motion of living and non-
living objects including camera zooming features of the videos as well. In L2, the background of the video can be confidential
e.g. the purpose of security of places. The level L3 will keep the encryption of both L1 and L2. To provide the confidentiality of
individuals, the human features are identified and encrypted to preserve their privacy in L4. The L5 level encompasses the
maximum security by implementing encryption of previous four levels.

These level based schemes help the users to identify the objects, places and individuals at different levels of awareness, without
full recognition details, which would infringe the privacy rights and aid illegal hackers. There is a tradeoff between the level of
confidentiality, the storage/transmission size of videos and the time taken for encryption. Any level can be adopted as per the
security needs and the user s requirement.

Fig. 5 shows some initial experiments for multi-level encryption. The given results will enhance the understanding of readers for
the proposed multi-level lightweight encryption schemes. The experiments are performed on CIF videos encoded with I, P and
B frames.The JSVM encoder is used to implement the encryption on H.264 single layered videos encoded with CABAC [11].

The following algorithms are proposed to use for implementation and are used in the perception results of Fig.5:

• Cipher Algorithm Advanced Encryption Standard (AES) [12] in stream cipher mode is used for partial encryption. As AES
standard provides the maximum security due to its four phases encryption rounds.

• Artificial Intelligence (AI) algorithms are used for face recognition [13] and pattern matching of objects. (details are beyond the
scope of paper)

• Key management and generation algorithms can be used for the management of cipher algorithm keys. These can be implemented
in the future.

The proposed schemes will be a considerable saving over time, bandwidth capacity and transmission energy expended. Likewise
if encrypted video is stored for any length of time then partially encrypted video will result in considerable savings in storage
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capacity compared to naive encryption.

Figure 5. Example of proposed lightweight encryption on L3 andL4, L5 level

5. Conclusion And Future Work

There is a growing trend towards IoT environments, which provide remote monitoring of daily life through smart devices and
multimedia applications. Surveillance devices have been adopted in many public and private organizations, institutions and
places which range from the remote monitoring of threatened locations to checking up on children at home. However, the
widespread use of multimedia applications for remote monitoring is also emerging as a serious threat in terms of the privacy, well-
being, and safety of organizations and individuals. In multimedia applications, the confidentiality and security of the data
captured from multimedia device is very important. In this paper, we proposed lightweight encryption, which will preserve
privacy and security of organizations and individuals by addressing the different levels of security required by multimedia
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applications at different phases in its operation.

Various encryption methods are proposed by the researchers in the past that can perform partial encryption. However, there is
no system which can scramble the video at different levels which can be workable with various device constraints in IoT
environment. In future, the performance and security analysis needs to be performed by taking into account the different
possible attacks against the encryption system and to validate the effectiveness of the implemented multilevel partial encryption
methods. The detailed experiments can be performed in future by the complete implementation of levels for different device
capabilities.
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