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ABSTRACT: Phishing is a social engineering crime on the Web. The rapid development and evolution of phishing techniques
pose a big challenge for researchers in both academia and industry. The purpose of this study is to examine the available
literature on Phishing and its countermeasures to determine how research has evolved in terms of quantity, content, and
publication outlets. In addition, the paper identifies important trends in the literature on Phishing and its countermeasures
and provides a view of the research gaps and expected topical areas of interest. This paper presents a comprehensive literature
study of research conducted in this area, where 16 doctoral theses and 358 papers are analyzed in terms of research focus,
empirical basis on Phishing and proposed countermeasures. We found that the current anti-phishing approaches that have
seen significant deployments on the Internet can be classified into 8 groups. Our findings reveal that different approaches
proposed in past are all preventive by nature. Phishers continually target the weakest link in the security chain, namely
consumers, in their attacks. Various usability studies have demonstrated that neither server-side security indicators nor client-
side toolbars and warnings are successful in preventing vulnerable users from being deceived. Educating the Internet users
about phishing, as well as the implementation and proper application of anti-phishing measures, are critical steps in protecting
the identities of online consumers against phishing attacks. Further research is required to evaluate the effectiveness of the
available countermeasures against fresh phishing attacks. Also there is the need to find out the factors which influence Internet

user’s ability to correctly indentify phishing websites.
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1. Introduction

The word phishing is a variation of the word “fishing’. The term was coined by hackers who managed to steal America Online
(AOL) accounts way back in the year 1995 [92]. Hackers targeted AOL users and coaxed them to provide their username and
passwords. At the time, hacked accounts were dubbed ‘phish’; within a year, ‘phish’ was actively being traded between hackers
as a form of electronic currency that was of value to them. ‘Phishers’ used to go after compromised e-mail accounts in order to

send out spam.

Phishing methodology is very similar to fishing where a bait is thrown with the hopes that an unsuspecting user will grab it and
bite into it just like the fish is also known as the bait and hook method [57]. In most cases, bait is either an email or an

Journal of Information Technology Review Volume 3 Number 4 November 2012 177




instant messaging site [167], which will take the user to hostile phishing websites, mostly to an exact replica of a financial
institution’s website. The fake website will have similar look and feel of the original one and will be asking for the sensitive
information like user name, password, credit card details etc [86]. When the victim (user) enters the information, the data is sent
to the phisher who thereby uses the same for his personal gain. Phishing has become the most common channel for thieves to
acquire personal information to aid them in identity theft [134, 25, 9, 55]).

Although, in the past, most criminals only aimed their attacks at consumers in English-speaking countries. Phishers are now
targeting consumers and companies all over the world [179]. Studies show a steady increase in phishing activities as well as the
related cost. APWG in their annual report published in October 2010 reported 48,244 Phishing attacks in last 12 months [10].
PhishTank the online website which collects data on websites engaged in Phishing received 8,468 valid submissions of phishing
websites only in the month of October 2010 [151]. In April 2009 Gartner group published results of a survey showing more than
5 million U.S. consumers lost money to phishing attacks in the 12 months ending in September 2008, a 39.8 percent increase over
the number of victims a year earlier [72]. Table (1) gives a year wise summary of Phishing incident handled by Indian Computer
Emergency Response Team (Cert-In) in India (CERT, 2011).

Year 2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010
Publishing | 3 101 | 339 | 302 | 604 | 374 | s08
Incidents

Table 1. Year wise summary of Phishing incident handled by Cert-In

1.1 Phishing attacks, solutions and requirements

As discussed by [133] the idea of tricking people for financial profit is an old idea, but the easy availability and popularity of
Internet allowed criminals to mount an phishing attacks very easily against multiple users with a single attack [69]. They also
highlighted that the Phishing attacks are not only problematic for Internet users, but also for organizations that provide financial
services online. The reason is that when users fall victim to Phishers, the organization providing the online service such as
online banks often suffers an image loss as well as financial damage [69, 64, 173, 22, 36].

There are many techniques for phishing ranging from, code-based key-logger [73], in-session phishing [54], DNS poison, search
engine phishing [16] to mass emailing [63]. [158] discussed various phishing technique in comparison to real world fishing such
as Dragnet, Rod-and-Reel, Lobsterpot, Gillnet phishing. Most of the phishing attacks trick users into submitting their personal
information using a web form. Even though using a web form to submit sensitive information is common practice on genuine
sites, it has a few problems that make phishing attacks effective and hard to prevent. More over one of the main reason for the
increase of this menace is anybody with a basic knowledge of send mail protocol or free email services can make a spoof email
[102], and creating spoof websites is far too easy and cost nothing, which allows even a novice to make and host a Phishing site
[100, 128].

Billions of dollars are lost each year due to unsuspecting users entering personal information into phishing websites, more than
monetary loss users may lose their confidence in the system and on their banks [8]. To counter this menace software vendors
and companies around the globe have released a variety of anti-phishing tools. As on October 2010, the free software download
site download.com, listed more than 100 anti-phishing tools.

As concluded by [149] phishing is a significant and growing problem which threatens to impose increasing monetary losses on
businesses and to shatter consumer confidence in e-commerce. As highlighted by authors Phishers will become more active and
their attacks will become more sophisticated, making user-based protection mechanisms fragile given the user population of
non-experts. As stated by [14, 19, 181]. the increase of phishing poses severe threats to legitimate e-mail communications
between both business houses and customers.

The rest of the paper is organised as follows. Section ‘2’ describes the method used for identifying relevant research papers. In
section ‘3’ overview of the identified papers will be presented and analyzed in terms of research focus, empirical basis, types of
antiphishing solutions and their effects, section ‘4’ presents conclusions and future work.
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S.N.

Title

Author

Contribution

Fighting Phishing At The User
Interface

[188]

The work proposes Web Wallet, it is designed
and implemented as a new antiphishing
solution. It is a dedicated browser sidebar for
users to submit their sensitive information
online. User studies in this thesis shows that
Web Wallet is not only an effective and
promising anti-phishing solution but also a
usable personal information manager.

Web Identity Security:
Advanced Phishing Attacks And
Counter Measures

[64]

The study proposes Earth Mover’s Distance
to evaluate the visual similarity of the
suspected web pages to the protected ones.
The suspected web pages which are similar
to the protected ones will be reported as
phishing. The work also proposes series of
advanced counter measures against the most
prominent phishing scams.

Mitigating Phishing Attacks: A
Detection, Response And
Evaluation Framework

[31]

The thesis makes the following contributions
to solve the phishing problem: characterizing
and formalizing phishing from spamming,
using machine learning approaches that
identify authorship, extracting significant
features require to build efficient and reliable
phishing filter that is computationally efficient
and performs well.

Phishing Detection Using
Distributed Bayesian Additive
Regression Trees

(1]

The work demonstrates local DNS poisoning
attacks in wireless access points to
circumvent security toolbars and phishing
filters and provide victims with false
misleading information about the legitimacy
of phishing sites. As a solution the work
proposes distributed architectures based on
machine learning approaches to detect
phishing emails in a mobile environment.

Phishing For Answers:
Exploring The Factors That
Influence A Participant’S Ability
To Correctly Identify Email

[129]

This research study sought to determine if
consumer education was a solution by
exploring specific characteristics such as age,
gender, education, knowledge of phishing or
online habits impact a participant’s ability to
correctly identify email messages. Quantitative
data was collected by showing participants
ten email messages and quizzing their ability
to correctly categorize the messages. The
impact age, gender, education, knowledge of
phishing and online habits had on their ability
to identify the emails was measured.
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Securing Information Assets:
Understanding, Measuring And
Protecting Against Social
Engineering Attacks

[141]

The work address three areas of social
engineering attacks: understanding,
measuring and protecting. Understanding
deals with finding out more about what social
engineering is, and how it works. The
measuring area is about trying to find
methods and approaches that put numbers
on an organization’s vulnerability to social
engineering attacks. Protecting covers the
ways an organization can use to try to prevent
attacks.

The Impact Of Computer
Security Policy Content
Elements On Mitigating
Phishing Attacks

[39]

This study employed empirical research
methods on participants to determine the
effectiveness of a security policy to mitigate
phishing attacks. The research results reveal
that a security policy that contains an
explanation of the impact of an attack or
contains a statement indicating an evaluation
for non-compliance or contains a statement
from a direct authority provides no significant
impact on mitigating phishing attacks.

A Policy Analysis Of Phishing
Countermeasures

[169]

The work describes the design and
evaluation of Anti-Phishing Phil, an online
game that teaches users good habits to help
them avoid phishing attacks. The author
explores the relationship between
demographics and phishing susceptibility,
and the effectiveness of several antiphishing
educational materials. Results suggest that
women are more susceptible than men to
phishing and participants between the ages
of 18 and 25 are more susceptible to phishing
than other age groups.

Anticipating And Hardening
The Web Against Socio-
Technical Security Attacks

[177]

The work discusses various phishing attacks
through case study and investigates the
underlying problems in the way data is
transferred in and out of browsers and their
components by analyzing a variety of
security problems and their corresponding
solutions.

10

Fighting Internet Fraud: Anti-
Phishing Effectiveness For
Phishing Websites Detection

[7]

The work concentrates on anti-Phishing
training approaches. The study proposes a
new anti-phishing approach which uses
Training Intervention for Phishing Websites
Detection. The results of thework show that
technical ability has no effect whereas
Phishing knowledge has a positive effect on
Phishing website detection.
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Human Factors In Web
Authentication

[96]

The work describes a new attack against Web
authentication called dynamic pharming. To
resist dynamic pharming attacks, the work
proposes two locked same-origin polices for
web browsers. They also evaluate the
security and deploy ability of their new
approach which shows substantially
increase in resistance against Pharming
attacks.

Phishguru: A System For
Educating Users About
Semantic Attacks

[106]

The work proposes a system called
PhishGuru based on embedded training
methodology and learning science principles.
Author  evaluates the proposed
methodology through laboratory and field
studies. Result shows that the people trained
with the proposed system retain knowledge
even after 28 days.

Enhancing Web Browsing
Security

[196]

The work proposed an approach to
transparently feed a relatively large number
of bogus credential into a suspected phishing
site. The idea is to conceal victims real
credentials, so the phishers are not able to
use the data for their benefit.

14

Motivation For The Avoidance
Of Phishing Threat

[40]

This study adopted the protection motivation
theory (PMT) as an underlying theoretical
model. The results from the survey
condcuted during the study with sample
consisted of 376 college students indicated
that the research model is substantially able
to explain the intention to perform
recommended phishing protections. The
results also showed that to influence an
individual’s intention to protect him or herself
against phishing attempts, the intervention
message should persuade the individual to
believe that the threat is real and could be
severe.

Detecting Visually Similar Web
Pages: Application To Phishing
Detection

[37]

The work proposes a novel approach for
detecting visual similarity between two web
pages. Author also tested their system using
the most popular Web pages to examine its
practicality for the real world situation. The
result shows accuracy of the proposed
method is extremely high, the true positive
and false positive rates reached 100% and
0.8%, respectively.
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This study explores how consumers

16 Exploring The Identity-Theft conceptualize identity theft prevention,
Prevention Efforts Of [117] determines the characteristics of those who
Consumers In The United States take measures to prevent identity theft, and

investigates how the threat of identity theft
affects consumer exchange.

Table 2. List of Doctoral Thesis included in review
2. Methodology

Based on suggestions given by various authors [154, 182, 77, 116, 125, 11] for writing a literature review paper, the following
steps were adopted to search the sources for the review.

2.1.1 Step 1, Keyword Search

The initial reading list for the review covered 16 doctoral theses from various International Universities. We selected theses first
as they are the outcomes of rigorous research and have been reviewed at higher exams. We used Proquest online library as
source for all doctoral and master theses. Keywords such as “phishing”, “phishing countermeasures” and “identity theft” were
used to identify relevant theses for the study. The list of thesis included in review and their classification with respect to their

topic and contributions are summarised in Table (2).

Source All fields Article title Author supplied abstracts
ACM 1755 113 238

IEEE 344 145 307
Elsevier 1326 54 86

Emerald 82 4 7
Springer 1306 8 100

Table 3. Gives the result summary for the keyword search for selected digital libraries

For our second stage reading leading journals and International conference papers were selected as relevant sources as these
have gone through scientific peer reviews in order to be accepted at journals or conference proceedings. Primarily books were
not considered relevant in this study since it is uncertain whether or not these have gone through the same level of review. In
order to find existing literature in leading journals and related conference papers we focused on the digital libraries of ACM,
IEEE, Elsevier, Emerald and Springer. Keywords such as “phishing”, “phishing countermeasures” and “identity theft” were
used to identify relevant literature by searching all fields, article titles and author supplied abstracts. In order to identify the first
set of relevant papers a preliminary screening was performed for keywords in article title only. Papers with Phishing in their
article title were selected for abstract reading. Table (3) gives the result summary for the keyword search for selected digital

libraries (result as on January 2012) .

2.1.2 Step 2, Backward Search

After the initial keyword search and screening of the papers on the basis of abstract reading, we did a backward search. As
discussed by [116] we did the backward reference search of the selected article which lead us to the previous work on the same
field. In some cases we followed the path on the basis of the references given of the referred papers for an in-depth study. We
also did authors backward search, to find the previous work on the same author on the same field. Personal websites of various
authors and various universities faculty profile pages were very helpful for a complete author search.

2.1.3 Step 3, Forward Search

On our last step we did a forward reference search of the article selected. Which lead us to the article which referred the selected
article for their work. Our forward search gave us more insight on the follow-up studies or newer developments related to the
selected paper.
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Table 4. Classification of papers related to Phishing and its counter
measures according to source and publication year and publication outlet

We continued all the three steps repetitively which included initial abstract reading followed by selective full reading till such
time we got a common grouping on the basis of the phishing countermeasures proposed. Our search process yielded a total of
358 research papers. Table (4) gives the classification according to source and publication year and publication outlet. For the
classification of the available anti-phishing method in the current work we took the Journal papers as the starting point,
subsequently we referred the papers from conference proceedings depending on their relevance to the classification.

3. Review and Discussion

The scale of the phishing problem has necessitated a response to help safeguard vulnerable users [70]. As consequence, anti-
phishing and wider identity protection features are commonplace within both web browsers and Internet security suites. A huge
number of phishing defences are available. Theses solutions range from quick fix changes to more substantial redesigns [172].
[55] in his work examined the information flow in phishing attacks of all types, and provided detail insights on the technologies
used by phisher and the available countermeasures that can be used to prevent such attacks. In order to discuss this wide range
of defences, first we examine previous research efforts on phishing countermeasures and then provide an insight why we are
still not able to stop phishing effectively.

3.1 Phishing Countermeasures

The current anti-phishing systems that have seen significant deployments on the Internet can classified into the following
groups:

1. Stop phishing at the email level

2. Security & password management toolbars
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3. Restriction list

4. Visually differentiate the phishing sites

5. 2-Factor and multi-channel authentication

6. Takedown, transaction anomaly detection, log files
7. Anti-phishing training

8. Legal solutions

3.1.1 Stop phishing at the email level

Sending an email asking for somebody’s bank account login details is a simple idea and its costs almost nothing. Each day more
and more emails are sent with the aim of making the web users believe that the same is legitimate and from the trusted
institutions, and ask the user to visit a spoofed site where they will be asked to provide their login credentials. And at the end,
the same will be used by miscreants for financial and other benefits. As most phishing attackers send email to lure victims to visit
spoofed website, one approach can be to stop this email from getting delivered to the end user. According to Viswanath et al.,
(2011) the more emails one receives, the more likely they are to be deceived, the risk is more higher for the ones who not only
receives but also responds to a large volume of emails.

Organisations are not entirely helpless in the face of a phishing attack through email. In order to better protect customers or
employees, one can set up filters for classifying e-mails into two categories, legitimate and fraudulent [30]. Cyota’s Israel based
Anti Fraud Command Centre (AFCC) employs 30 security analysts. Each day, they scan 1 billion incoming e-mails and check for
signs of phishing [101]. Using such proactive e-mail scan organisations can filter out suspicious phishing e-mails and prevent
them from reaching the destined e-mail recipients. Many companies install spam filters to protect internal employees. As
reflected in the study of Kenyon College, introduction of spam filters was able to stop a significant number of attempts to commit
identity theft from getting through users’ e-mail [139].

In another work [17] describes new approaches including statistical models for the low-dimensional descriptions of email topics,
sequential analysis of email text and external links, the detection of embedded logos as well as indicators for hidden salting.
Hidden salting is the intentional addition or distortion of content not perceivable by the reader. During experiments of their work
authors found that their methods outperform other published approaches for classifying phishing emails.

[32] in their paper proposed a technique to discriminate phishing e-mails from the legitimate emails using the distinct structural
features present in them. Their proposed solutions can be used to classify phishing e-mails before it reaches the users inbox,
essentially reducing the human exposure. However the experiment base used during the work is not large enough to draw a
broader conclusion. Also the classification approach adopted is only one of the many ways that could be employed, thus the
choice of features plays an important role for the success of this approach. In another work [60] proposed a machine learning
approach to create a specialized filter named PILFER. In the new filter they used ten very specific features that are more directly
applicable to phishing emails. They found their solutions to be more effective then available spam filters.

[80] proposed a heuristic method to determine whether a webpage is a legitimate or a phishing page. The solution is a combination
of CANTINA[191] method, Anomaly method, and PILFER method [60], with several additions and modifications. The idea is
that every website claims a webpage identity, either real or fake. If a website claims a fake identity, abnormality may exist in a
network space; therefore the proposed method could detect and differentiate between a legitimate and a phishing website.

[71] suggested that Internet users should adopt digitally signed mail as countermeasures for phishing emails. Digitally signed
email makes use of asymmetric key cryptography such as RSA and allows one to clearly distinguish the identity of sender. [3]
proposed a method for implementing a Lightweight Public Key Infrastructure (PKI) for email authentication. In another work
they proposed Lightweight Trust Architecture [4], a particular identity-based digital signature scheme for making email trustworthy.

Many people have proposed ways to stop spam emails or unsolicited emails [150] in general, which would include phishing
emails. [159] proposed to detect and stop phishing email through different learning and ensemble methods. [41] conducted a
detail survey of current and proposed spam filtering techniques with particular emphasis on how well they work. The work
includes detailed results and limitations of various available spam filtering techniques. Spamato, an open, extendable, and multi-
faceted spam filter framework was proposed by [6]. In another work [160] proposed formalism of Bayesian networks to build
probabilistic classifiers to detect junk e-mail. [95] in their paper discusses the effectiveness of Domain Names System Black lists
(DNSBLs) in tracking active spam sources. The paperhighlights the problem faced due to DNSBLs false
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positive rate and miss rate.

[155] proposed Chung-Kwei, a Pattern-discovery-based System for the Automatic Identification of Unsolicited E-mail Messages.
Spamguru, a combination of multiple disparate classifiers, which can detect spam at very low false positive rates, was proposed
by [165]. In another work [85] compared three predominant email sender authentication mechanisms based on Domain Name
System (DNS): Sender Policy Framework (SPF), Domain Keys Indentified Mail (DKIM) and Sender-1D Framework (SIDF). They
highlighted the limitations of these mechanisms, identified risks, and made recommendations for future work. [74] in his paper
analyzed the adoption ratio of SPF as an anti-phishing mechanism. His finding indicates that the adoption ratio of SPF is very
low despite it being designed for easy adoption and being consistently implemented in several popular anti-spam solutions.

As concluded by Leiba and [113] in their work, One has to agree that spam is a large and complex problem today, and there is a
significant financial incentive for spammers to learn to defeat any spam-reduction techniques we develop. Because of that, any
robust, long-term anti-spam solution must use multiple techniques in several layers, must incorporate social and legal aspects
as well as technical ones, must involve cooperation among all parties interested in finding solutions, and must be rooted in open
Internet standards. [29] during their survey research with undergraduate students in a private, north eastern U.S. university
found that 46% of electronic mail received by students are spam email.

3.1.1.1 Limitation

As discussed by [143], anti-spam techniques as e-mail filtering may not be effective for the specific problem of phishing
detection. Filters, which are often used to classify e-mail content based on the occurrence of certain keywords, may evaluate
incorrectly words that appear in e-mails that were not previously classified as Spam. More over as the technology gets better at
identifying fraudulent email and blocking it, phishers will get better at hiding their intentions and find ways around the
technology. In another case the user may choose not to use the spam filer, or forget to update the filter periodically and resulting
in becoming a victim of phishing. Filter can also result in a false positive which can affect the trust of the user on the usage of
filter. There are plenty of cases where a filter has flagged a legitimate email to be a spam email, resulting inconvenience to the
user. Moreover if the Phishers are able to target the group of victims well enough, like spear phishing [25, 110] lot of these spam
& phishing filter discussed above will not be effective. As stated by [119] revising email standards could be effective to fight
against phishing but changing the way email works could take years and it’s not feasible tocompletely depend on this for
solving phishing problems.

3.1.2 Security & password management toolbars

HTTP basic authentication protocol is vulnerable to phishing attacks because a client needs to reveal his password to the server
that the client wants to login. Most users have multiple accounts on the Internet where each account is protected by a
password. To avoid the headache in remembering and managing a long list of different and unrelated passwords, most users
simply use the same password for multiple accounts. A Phisher can effectively steal users’ passwords for high-security servers,
such as an online banking website by setting up a malicious server or breaking into a low-security server, such as a high-school
alumni website. [75] proposed anti-phishing single password protocol. Proposed protocol allows a client to securely use a
single password across multiple servers, and also prevents phishing attacks. The protocol achieves client authentication
without the client revealing his password to the server at any point. Therefore, a compromised server cannot steal a client’s
password and replay it to another server.

Although password is one of the most commonly adopted means to protect user accounts, most users are used to giving away
the same very easily. Most users disregard the security functionality; they do not have the knowledge and/or the motivation to
configure or to use the existing security functions correctly. Some software based protection in the client computer can help in
user password management. Whenever a user wants to submit login credential in any of the phishing sites, these tools can be
useful to prevent such incident. In recent past various client side and browsers based tools have been proposed as solutions
to phishing attacks. [94] proposed Identity Manager, a security tool which offers a user interface for security functionality that
is compatible with all Internet applications, so even inexperienced users are able to configure and negotiate their security needs
in a convenient way. In another work [90] proposed Web Wallet, a browser sidebar. It detects phishing attacks by determining
where users intend to submit their information and suggests an alternative safe path to their intended site if the current site does
not match it. It integrates security questions into the user’s workflow so that its protection cannot be ignored by the user.
Authors conducted a user study on the Web Wallet prototype and found that it significantly decreased the spoof rate of typical
phishing attacks from 63% to 7%, and it effectively prevented all phishing attacks as long as it was used. In their concluding
remarks they also pointed out, there is the possibility of web wallet getting spoofed in addition there is always a human factor
involved in understanding the security warnings given by these toolbars.
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[98, 99] in their paper presented a browser extension named AntiPhish, that aims to protect end users against spoofed website
based phishing attacks. AntiPhish generates warnings whenever the user attempts to submit login credential to any of the un-
trusted or spoofed websites. But in any case if the users go ahead without heeding the warnings and login to a spoofed website,
the job of AntiPhish will be limited.

Passpet, a tool that improves both the convenience and security was proposed by Yee and [194]. It uses combination of
techniques such as password hashing as well as user-assigned site labels to help users to identify the secure sites in case of
spoofed attacks. But as concluded by the author the tool may not be of much help in case of a pharming attacks or for a non-SSL
sites. In another work [83] proposed TrustBar, a browser extension that allows users to assign a name or logo to identify SSL/
TLS-protected sites; if users did not assign a name or logo, TrustBar identifies protected sites by the name or logo of the site,
and by the certificate authority (CA) who identified the site.

[79] in their paper proposed Password Multiplier, an implementation in the form of an extension to the Mozilla Firefox web
browser. They proposed a novel technique that uses a strengthened cryptographic hash function to compute secure passwords
for arbitrarily many accounts while requiring the user to memorize only a single short password or master password. This
mechanism functions entirely on the client; no server-side changes are needed. As discussed by the authors the password
multiplier has shortcoming in respect to account password changes. There are sites which requires user to change their login
password frequently, the same will not be possible with the current application and they proposed to add the same feature in
their next release.

In another work [93] presented Pvault, it allowed users to outsource personal data to an server which is not trusted. Data
confidentiality and Integrity were preserved using cryptographic techniques. Pvault system allowed users seamless mobile
access to their personal data. Pvault auto fill feature fill outs passwords/other information on websites, thereby relinquishing
users of the responsibility. It also prevents online scams such as Pharming and Phishing. They also listed some of the drawbacks
of the proposed system, which included the requirement of installation of the pvault client software in all remote machine from
where users need to perform online web activity. Another problem is as all the Pvault entries are guarded by one master
password. If the master password is compromised, all the Pvault entries are easily known to the adversary. It is important that
users choose a strong password as the master password.

PwdHash, a browser extension that transparently produces a different password for each site, improving web password security
and defending against password phishing and other attacks was proposed by [157]. The browser extension applies a cryptographic
hash function to a combination of the plaintext password entered by the user, data associated with the web site, and a private
salt stored on the client machine, theft of the password received at one site will not yield a password that is useful at another site.
As noted by the authors this approach may not be effective against a pharming or DNS attack or against any spyware or key
logger.

[38] introduce a browser plug-in called SpoofGuard. The plug-in monitors a user’s Internet activity, computes a spoof index, and
warns the user if the index exceeds a level selected by the user. The proposed solution uses a combination of stateless page
evaluation (URL check, Image Check, Link check, Password check), stateful page evaluation (Domain check, Referring page,
Image-domain association) and examination of outgoing post data to compute a spoof index. When a user enters a username
and password on a spoof site that contains some combination of suspicious URL, misleading domain name, images from an
honest site, and a username and password that have previously been used at an honest site, it will intercept the post and warn
the user with a popup that foils the attack. But the proposed solution can have a very high false alarm rate because of user using
the same password in different site or visiting a site for the first time. The frequent false alarm can de-motivate users to use the
solution or to give proper attention to the positive notifications.

3.1.2.1 Limitation

In order to prevent phishing attacks some organizations have implemented Internet browser toolbars for identifying deceptive
activities. However, the levels of usability and user interfaces are varying. Some of the toolbars have obvious usability problems,
which can affect the performance of these toolbars ultimately [118]. More over security is not always the main concern for the
user when they are online, we will see under section 3.2 Why phishing works?, that even in the best case scenario, when users
expect spoofs to be present and are motivated to discover them, many users cannot distinguish a legitimate website from a
spoofed website. Browser security indicators are misunderstood or ignored frequently, and many users have never noticed
them. [91] during their work on image-based authentication techniques found that participants preferred “convenience”, albeit
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with an awareness of the “security” risks. As discussed by [109], on their work on coping behaviour, it is the cumulative
responsibility of government agencies, business houses and mass media to educate and promote good habit oriented coping
practice among users to fight against identity theft.

3.1.3 Restriction list

Malicious or the spoofed websites are the core problem of the phishing activities. There have been various efforts to restrict
users to visit these sites. Blacklist is one of such effort, where web browsers check the URLs against a list of URLs of known
phishing sites. Upon finding the request URL on a blacklist, the system restricts access and/or generates a warning indicating
the danger of a phishing sites. These blacklists are constructed by a range of techniques including manual reporting, link
analysis, honey pots, and Web crawlers combined with site analysis heuristics [200]. Blacklist approaches have long been used
in other areas such as detection of spam email [94]. A spam blacklist of IP addresses can restrict delivery of spam email to large
extent, but a similar restriction list is not possible in case of website as there is a possibility that the IP address can have multiple
domains hosted on the same. So a blacklist of specific URLS is a better solution in case of phishing or spoofed websites [170].

However, blacklists have a major drawback; it’s mainly a reactive approach. Blacklist maintainers learn of phishing websites only
after these sites have become active. Thus, a window of vulnerability remains during which users can suffer from malicious
exposure because an active entity has not yet appeared on a blacklist [59]. To solve this inherent problem of blacklist [153]
proposed Phishnet, which predicts new malicious URLSs from existing blacklist entries as well as performs an approximate match
of a given URL to the entries in the blacklist. During the evaluation of PhishNet with real-time blacklist feeds, it was found that
the proposed approach suffers from low false positives and is remarkably effective at flagging new URLSs that were not part of
the original blacklist.

To provide better countermeasures against fraudulent and malicious web sites, Obied and [142] proposed a proxy-based method
to prevent access to such web sites dynamically and based on the safety ratings set by McAfee SiteAdvisor. They extended the
source code for an open source Linux-based proxy server and added features to check the site’s safety rating before allowing
HTTP requests to be forwarded. [50] proposed user-behaviour based phishing detection system (UBPD). The proposed model
constructs a personal white list for the user by adding websites the user has visited more than three times. UBPD sends warning
signal to the user if the user wants to visit any web site which is not in the white list.

In another work [28] proposed automated individual white list, which uses a list of sites based on all familiar login user interfaces
of web sites for a user. Every time a user tries to login to a particular site, the site information will be verified with the maintained
white list, if the site is not present in a white list, user will be warned for a possible attack. But the same approach can have limited
results if the user doesn’t adhere to the alert given by the white list. As discussed by [17] most users are unclear about what they
are expected to do during a system-initiated security warnings or a security prompt. On a similar work [166] proposed PageSafe,
which maintains a white list of URLs with the mapping of corresponding IPs. This list prevents accesses to phishing sites
through URL validation and also detects DNS poisoning attacks.

3.1.3.1 Limitation

In case of white list the problem is that same is user specific, change of computer or devices can produce different results if the
list is not synchronised with a centrally maintained data base. The restriction list will not be effective for a relatively newer site.
As we know that the average age of any phishing site varies from few hours to few days only [170].

3.1.4 Visually differentiate the phishing sites

Detecting phishing Web pages is similar to the problem of detecting duplicate documents and plagiarism, except that these
focus on text-based features in similarity measurement, whereas phishing-page detection should focus more on visual similarities
[120]. To differentiate the legitimate website from the phishing one, Dynamic Security Skins (DSS) a new class of Human
Interactive Proofs (HIPs) that allow a human to distinguish one computer from another has been proposed which requires user
to verify visual content from the server [45, 44]. DSS that allows a remote web server to prove its identity in a way that is easy
for a human user to verify and hard for an attacker to spoof. If user interfaces elements are customized in a way that is
recognizable to the user but very difficult to predict by others, attackers can not mimic those aspects that are unknown to them.
It assigns each user a random photographic image that will always appear in the password window, the image will be personal
to the user. The user should easily be able to recognize the personal image and should only enter his password when this image
is displayed. The personal image is also transparently overlaid onto the textboxes (login form and password form). This ensures
that user focus is on the image at the point of text entry and makes it more difficult to spoof the password entry boxes. However,
users do not normally bother to look at such indicator before inputting their passwords because DSS in not in the critical path
of user’s workflow [189].
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Third party certification includes hierarchical trust models, like Public Key Infrastructure (PKI), which has long been proposed
as a solution for users to authenticate servers and vice-versa. In PKI, chains of Certificate Authorities (CAs) vouch for identity
by binding a public key to a entity in a digital certificate. The Secure Sockets Layer (SSL) and Transport Layer Security (TLS),
its successor, both rely on PKI. [12] proposed TLS-PSK (Transport Layer Security — Pre Shared Key) instead of only TLS based-
certificate which can cause problem during certificate verification process with the designated Certificate Authority (CA). TS-
PSK is a way to establish a mutual authentication using a pre shared key between the client and the server. This method avoids
the need for public key operations and the certificates. This protocol was designed to avoid the public key operations and to
reduce the TLS overhead when used with performance-constrained environments.

Man-in-the-middle (MITM) attacks pose a serious threat to SSL/TLS-based web applications. [144, 145, 146, 147, 148], proposed
the notion of SSL/TLS session-aware user authentication (TLS-SA) to protect SSL/TLS-based e-commerce applications against
MITM attacks. The main idea behind TLS-SA is to make user authentication depend not only on the user’s credentials, such as
his password or personal identification number, but also on state information related to the SSL/TLS session in which the
credentials are transferred to the server. The rationale is that the server should have the possibility to determine whether the
SSL/TLS session in which it receives the credentials is the same as the one the user employed when he sent out the credentials
in the first place. If the two sessions are the same, then the session is directly established between the user and the server,
whereas if they are different, then an MITM attack is likely taking place. With the help of TLS-SA the server can recognize this
and drop the session.

Sakilkar and [161] presented a CAPTCHA (Completely Automated Public Turing test to tell Computers and Human Apart)
solution as phishing defence which embed public key information inside CAPTCHA that client side can verify the public key as
well as the destination server. However, if user is such unconscious, force validation is needed; their design requires client side
installation. As their CAPTCHA challenges are customized for each user in database and create a specific image list pair for each
client, it also further induce database storage issue for growing number of customers, as well as client image list revoke or
recovery issues after attack.

[114] in his work demonstrates the limitation of CAPTCHA as well as visual security in securing online banking with a series of
test on a CAPTCHA implementation of a local bank. The study shows how CAPTCHA can be bypassed. In his other work [115]
he proposed an Extended CAPTCHA Input System to depress phishing by utilizing the properties of CAPTCHA combining the
time restriction of One-Time-Password.

[175] introduced dynamic analysis and template matching, that tries to systematically prove, whether a given page is phished or
not, using the corresponding original page as the basis of the comparison. It analyzes the layout of the pages under consideration
to determine the percentage distortion between them, indicative of any form of malicious alteration. The system design represents
an intelligent system, employing dynamic assessment which accurately identifies brand new phishing attacks and will prove
effective in reducing the number of false positives. As concluded by the author a success rate of 81% bring this design close to
the ideal solutions but leaves lot of scopes for improvements.

In another work [34] proposed an image based antiphishing scheme based on discriminative key point features in Web pages.
Their invariant content descriptor, the Contrast Context Histogram (CCH), computes the similarity degree between suspicious
and authentic pages. Proposed method takes a snapshot of a suspect Web page and treat it as an image throughout the
detection process. It uses CCH to capture invariant information around discriminative key points on the suspect page and then
match the descriptors with those of authentic pages that are often targeted by phishers.

[36] proposed a new approach based on for Gestalt theory detecting visual similarity between two Web pages. To evaluate their
approach they tried to group twelve legitimate web pages and twelve phishing pages each targeting one of these pages together
in pairs. Based on the argument that a legitimate page and a phishing page targeting it are highly similar to one another. After
analyzing the result of their experiment they found twelve pairs have been successfully paired together as the most similar to one
another, for all twelve pairs.

In another work how server operators might automatically detect fraudulent sites [65] proposed detection of phishing web
pages based on visual similarity, which can be utilized as a part of an enterprise solution for anti-phishing. A legitimate webpage
owner can use this approach to search the Web for suspicious webpage which is visually similar to the true web page. The
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approach first decomposes the web pages into salient blocks according to visual cues. The visual similarity between two web
pages is then measured in three aspects: block level similarity, layout similarity, and overall style similarity. A webpage is
reported as a phishing suspect if any of these similarities to the true webpage is higher than a threshold.

[190] introduced a new anti-phishing solution, the Web Wallet. The Web Wallet is a browser sidebar which users can use to
submit their sensitive information online. It detects phishing attacks by determining where users intend to submit their information
and suggests an alternative safe path to their intended site if the current site does not match it. It integrates security questions
into the user’s workflow so that its protection cannot be ignored by the user. However, the study also found that spoofing the
Web Wallet interface itself was an effective attack. Moreover, it was not easy to completely stop all subjects from typing
sensitive information directly into web forms.

[197] proposed BogusBiter, a client-side anti-phishing tool to automatically protect vulnerable users by injecting a relatively
large number of bogus credentials into phishing sites, these bogus credentials hide victim’s real credentials and force phisher
to verify the collected credentials at the legitimate web sites. The mechanism has two key design objectives. First offensive, it
tries to inject as many as possible bogus credentials on the phishing site. Second defensive, it enables legitimate web site to
exploit the filtering process initiated by the phisher for detecting user’s stolen credentials in a timely manner. Author also
concluded that should BogusBiter become widely deployed, phishers may explore its limitations to circumvent it with offline
evasions and online evasions to filter harvested passwords.

In recent work [198] proposed a new content-based anti-phishing system based on Bayesian theory. The proposed framework
includes a text classifier, an image classifier, and a fusion algorithm. Based on the textual content, the text classifier is able to
classify a given web page into corresponding categories as phishing or normal. Based on the visual content, the image classifier,
which relies on Earth Movers Distance (EMD), is able to calculate the visual similarity between the given web page and the
protected web page efficiently. The matching threshold used in both text classifier and image classifier is effectively estimated
by using a probabilistic model derived from the Bayesian theory.

3.1.4.1Limitation

As discussed by [175] their solution can provide success rate of 81%, but the same leaves other 19% which will be vulnerable
for phishing attacks. [148] in their work sites that their method is a visual method and assumes the phishing Web pages are
visually similar to their attacking targets. The method could not detect those which are not visually similar. More over as
discussed earlier as the technology gets better at identifying fraudulent phishing sites or visually differentiating it, phishers will
get better at hiding their intentions and find ways around the technology. Also as mentioned earlier visual security indicators are
misunderstood or ignored frequently, and many users have never noticed them.

3.1.5 2-Factor and multi-channel authentication

Traditionally passwords are used for authentication in any online websites. One has to memorise the password for the site and
provide the same on demand by the website. If a third party gets to know the password then the said account is compromised
[21]. In order to solve the problem faced with the usage of passwords researches have proposed 2-factor authentication. In 2-
factor authentication process, user should prove “what he knows” and “what he has”. Here what he knows is the password,
and what he has is something that only the genuine user will have. This something can be a hardware token given by the
institutions which can generate Personal Identification Numbers (PIN) [140], or a One Time Password (OTP) [136, 192] or some
Personal certificate or documents which only the user can have. Though the cost of implementation will be very high one can
consider biometrics based authentication also [201]. With the help of OTP and separate Boot USB or CD, [130] proposed multi-
factor mutual authentication. First, the server is authenticated and next, if the result of the server authentication is successful,
the user will provide his credentials. In this manner user credentials are prevented from being stolen by a hijacking server.

In another work [5] proposed BeamAuth, a two-factor web authentication technique where the second factor is a specially
crafted bookmark. While using BeamAuth user will be required to select a preconfigured bookmark in his client
browser to authenticate himself. Many banks have altered their authentication mechanisms, suggesting a willingness to adapt
and go beyond traditional and simple passwords [82].

[127] proposed to use mobile phone network to authenticate services on internet through an un-trusted computer. On a similar
line [135] proposed user authentication using multiple communication channels. Their solution enables on-line service providers
to strongly authenticate their users on a non-trusted communication channel via trusted communication channels. Their
method to utilize a mobile phone network based authentication onto services on the Internet that can strongly authenticate
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users without loosing usability, can expand the usage of a mobile phone network to the Internet services which can lead to an
application convergence of the mobile and the fixed networks.

As hardware token based methods are quite expensive because every user has to get his own token, also the costs for training
and administration are higher than for password based methods because the users have to be taught how to use the tokens.
[152] proposed paper-based challenge-response-approach where users needs a single sheet with the challenge-response-pairs
for every service he wants to use, which is a compromise between security and costs.

3.1.5.1 Limitation

The biggest hurdle for the same will be is ease of use as discussed by [122]. Most Internet users won’t adopt security processes
that are too cumbersome, and most online businesses don’t want to burden their users. Sending a one-time password or
authentication code by SMS text message is also not very secure, because they are often sent in clear text. Mobile phones are
easily lost and stolen and if another person has possession of the user’s phone, they could read the text message and
fraudulently authenticate. SMS text messages can also be intercepted and forwarded to another phone number, allowing a
cybercriminal to receive the authentication code. With more businesses relying on mobile phones authentication, cybercriminals
will increasingly target this channel for attack. However, the challenge for consumer-facing websites is to balance strong
security with usability. Complicated security schemes will not achieve widespread adoption among Internet users. As discussed
by [152] cost of implementation of such system will also be hurdle for many institution.

3.1.6 Takedown, transaction anomaly detection, log files

Banks and other organisations deal with fraudulent phishing websites by pressing hosting service providers to remove the sites
from the Internet so that there is nothing there for a misled visitor to see, the procedure is commonly known as take-down [137].
Most banks and specialist take-down companies maintain their own feed. PhishTank the online website asks the end users to
visit their site and contribute to their source list [151]. Users are invited not only to provide the content but also to verify that
the entries are correctly classified. In another work [138] gathered phishing reports from the PhishTank. After analysing the data
received from PhishTank authors concluded that any crowd-based decision mechanism link PhishTank remains susceptible to
vote rigging and manipulation that could undermine its credibility.

[137] studied the empirical data on phishing website removal times and the number of visitors that the websites attract, and
concluded that website removal is part of the answer to phishing, but it is not fast enough to completely mitigate the problem.
Until they are removed, the fraudsters learn the passwords, personal identification numbers (PINs) and other personal details of
the users who are fooled into visiting them.

In order to detect potentially fraudulent transactions, transaction anomaly detection systems are available. [20] in his paper
outlines a framework for Internet banking security using multi-layered, feed-forward artificial neural networks. Such applications
utilise anomaly detection techniques which can be applied for transaction authentication and intrusion detection within Internet
banking security architectures. It can combine user profiling with business rules to detect suspicious account activity. Suspicious
transactions are alerted to the bank’s professionals so appropriate reactive measures can be taken. [56] in his report discusses
the log analysis approach, which is analysis of audit trails in order to detect phishing lures, hooks and catches. According to his
report these mechanisms can dramatically improve a bank’s responsiveness to phishing attacks. Indeed, if logs are monitored in
real-time, extremely quick response times could be reached.

Tracking the source of phishing attacks is a difficult challenge for investigators. The attacks are frequently launched from
botnets comprised of infected, innocent users and web servers compromised by malware. Steel and [122] proposed Automated
Impersonator Image Identification System (AlIIS), which allows investigators to track images used in impersonation attacks
back to the original download from the source. AllIS accomplishes this by digitally encoding the IP address, server, and time of
the image download into the image itself through a digital watermark. If the image appears on any site the same can be identified.

3.1.6.1 Limitation

Take down effort is not be effective against Fast Flux [131]. Web site using Fast flux typically resolves to many IP addresses,
each with a short validity. Successive site resolutions often lead to a new set of IP addresses, which increases availability. At the
same time, the addresses’ short validity ensures that the sites’ operators can provide a new, up-to-date list of machines to host
the sites. Without appropriate legal implication and support, takedown will be difficult to implement. With easy available of free
hosting sites, takedown will not be an effective deterrent for phishers. Transaction anomaly and log detection both of these
comes are reactive in nature. We can only analyze and take appropriate action only after the incident has occurred. Which keeps
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the phishers always ahead of us. In case of detecting phishing attacks through log files, the same may not stop the theft of
credentials, but it might allow to least detect their subsequent use [184].

3.1.7 Anti-phishing training

Core idea of Anti-phishing training is that users can be trained to actively protect themselves from phishing threats. The United
States Military Academy (USMA) has been very active in implementing hands-on exercises such as the Cyber Defence Exercise
[47]. Typically, these exercises involve participation by knowing participants and involve a network attack/defence scenario.
The use of exercises to reinforce concepts in an education setting has been proposed by [48]. In another work [49] stated that
user security education and training is one of the most important aspects of an organisations security postures. [103] conducted
lab experiments contrasting the effectiveness of standard security notices about phishing with two embedded training designs
they developed. They found that embedded training works better than the current practice of sending security notices. They
concluded embedded training interventions helped teach people about phishing and to avoid phishing attacks.

In another paper [104] studied an embedded training methodology using learning science principles in which phishing education
is made part of a primary task for users. The goal is to motivate users to pay attention to the training materials. In embedded
training, users are sent simulated phishing attacks and trained after they fall for the attacks. They tested users to determine how
well they retained knowledge gained through embedded training and how well they transferred this knowledge to identify other
types of phishing emails. They concluded that users learn more effectively when the training materials are presented after users
fall for the attack (embedded) than when the same training materials are sent by email (non-embedded).

[107] and [108] conducted research works which focuses on educating users about phishing and helping them make better trust
decisions. They identified a number of challenges for end-user security education in general and anti-phishing education in
particular. They developed an email-based anti-phishing education system called “PhishGuru” and an online game called “Anti-
Phishing Phil” that teaches users how to use cues in URLS to avoid falling for phishing attacks. Their test result suggests that,
while automated detection systems should be used as the first line of defence against phishing attacks, user education offers a
complementary approach to help people better recognize fraudulent emails and websites.

[168] have shown that people can be trained about phishing URLs through an online game called Anti-Phishing Phil. They
found the game to be effective in both a laboratory setting and in the real world. They found that the participants who played
the game were better able to identify fraudulent web sites compared to the participants in other conditions. They concluded that
their work can be an effective way of educating people about phishing and other security attacks. In another work Srikwan and
[176] proposed a cartoon-based online training approach aimed at improving the understanding of risk among typical Internet
users. [108] conducted a role-play survey among 1001 online respondents to study both the relationship between demographics
and phishing susceptibility and the effectiveness of several antiphishing educational materials. Their work shows that educational
materials reduced users’ tendency to enter information into phishing web pages by 40% percent, however, some of the educational
materials they tested also slightly decreased participants’ tendency to click on legitimate links.

Another method for educating users is to send fake phishing emails to test users’ vulnerability, and then follow up with training.
Subsequent fake phishing emails can be used to measure improvements in phishing detection abilities. This approach has been
used by [88] and has shown that education can improve participants’ ability to identify phishing emails. They concluded that
people can become less vulnerable by a heightened awareness of the dangers of phishing, the importance of reporting attacks
to which they fall victims, the ease of spoofing, and the possible misuses of personal information posted on the Web. Lungu and
[123] in their work underline the need for a higher degree of awareness related to safe network use and practices. They
concluded good user education is a key component for building the trust necessary to overcome the
the phishing fears.

Phishing education can also be conducted in class room settings with a good result. [156] applied this strategy in Introduction
to Computing courses as part of the computer security component aimed at students pursuing a non-computer science education.
Class assessment indicates an increased level of awareness and better recognition of attacks. However, it is not a easy job to
train a large number of end users through class room teaching sessions. [26] in his paper listed some of the anti-phishing
precautionary measures to educate the internet consumer, who may be a potential phishing victim. The paper also lists some of
the measures that can be applied when consumers have responded to phishing emails.

It is evident that the problem of phishing is not going away in the near future. Therefore, the need stands for organizations to
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take proactive steps in educating their consumers about the potential risks of phishing. [14] explored the organisational
publicrelationship with customers to prevent phishing attacks. Authors concluded that public relations professionals will have
a better understanding of their online consumer relationships and will likely establish better relationships among consumers and
potential consumers alike. As technology increases and becomes more prevalent, the human factor remains the most viable
target for would-be attackers. In recent times the attack has moved seamlessly back and forth between e-mail to one of our most
trusted utilities, the telephone system, now combining the two. Criminals are now using vishing [33] a technique which uses
convenience of Voice over Internet Protocol (VolP) combined with electronic mail phishing techniques. As concluded by [78]
Vishing exploits the consumer’s trust in landline telephone services, educating users about the different types of threats that are
present, and training them on how best to respond to these attacks, can greatly reduce the success rate attackers currently
enjoy.

3.1.7.1 Limitation

It would be interesting to study longer periods (more than 6 months) of retention for a training program. Previous studies on
users training has shown significant improvement on phishing detection but none has tested the retention for a longer period.
More importantly training involves cost, not many business houses are keen to spent extra on users training. Users training is
not a onetime cost. To get benefit out of that, one has to keep periodical training program which will ask for cost-benefit analysis.
It is not physically possible to train the entire population. It is also not certain that after proper training user will behave on ideal
manner or follow all instructions. Finding shows that education is effective and needed but not a cure all.

3.1.8 Legal solutions

It is clear that phishing is part of our social and technological reality. Active development of the necessary legislation is
desperately required. [111] in their work stated that the law, however, must take proper notice of current technical risks as well
as measures taken to counter them. [76] conducted a detail study on phishing experience & available legal frame work in both the
developing and the developed world. [132] is his paper examines the existing state laws in USA aimed at stopping phishing as
well as proposed federal legislation. He concluded that adequate legal solutions would enable severe punishment of those
caught phishing; the law also would allow both the victims of a phishing scam, and companies whose information was fraudulently
used, to collect damages. [23] found that in Hong Kong government advocacy for adoption of antiphishing measures influenced
the adoption of two-factor authentication by banks.

[112] in his paper recommended that courts should consider either large scale damages against individual phishers or secondary
liability against Internet Service Providers (ISP) under the areas of either Intellectual Property (IP) or unfair competition law. The
addition of secondary liability to anti-phishing efforts might motivate 1SPs to become actively involved in anti-phishing efforts,
the least cost avoider since ISPs are best positioned to prevent of phishing schemes [27]. Additionally, trademark holders are
also well positioned to deter phishing by asserting their IP rights against trademark infringing phishers and those engaging in
unfair competition. The trans-national nature of the phishing or the overall cyber crime is the most accepted characteristics.
[121] in his work highlights the judicial challenges and recommends for expedient international cooperation and harmonization
of cyber criminal offences amongst legal systems beyond borders.

3.1.8.1 Limitation

As analyzed by [46], the legal scaffold of Malaysia, Unites States and United Kingdom and concluded that inadequacy of
current legal framework is the main challenge to govern phishing. Nevertheless, until effective anti-phishing strategies are
implemented, the cat-and-mouse game is likely to continue, as the law and law enforcement continue to struggle keeping up with
technology and technology-related crimes. As stated by [97] the security model includes many participants with dissimilar
interests: users, browser vendors, developers, CAs, Web server vendors, Websites, regulators, and standards committees. It is
not easy to reach timely agreement among them. Keeping gullible computer user in mind [163] concluded that before we can
think about regulatory tools to curb practices like phishing and identity theft we need a better understanding of the interactions
between data, devices and networks. With the advance of technology, phishing attacks are becoming very sophisticated and
difficult to identify, even for the experts. As stated by [174] it is not clear that the law would impose on the customer the primary
obligation for defending against phishing attacks, especially where the success of the attack may depend on the phished
company’s choice of security.

These different approaches discusses above are all preventive by nature. Recent usability studies have demonstrated that
neither server-side security indicators nor client-side toolbars and warnings are successful in preventing vulnerable users from
being deceived [196]. This is mainly because;
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a). Phishers can convincingly imitate the appearance of legitimate web sites.

b). Users tend to ignore security indicators of warnings.
c). Users do not necessarily interpret security cues appropriately.

3.2 Why phishing works?

Security is not always the main concern for the user when they are online and submitting confidential login credential in any
website they are visiting. [45] in their paper addresses the question of why phishing works. They analyzed a set of phishing
attacks and developed a set of hypothesis about how users are deceived. They tested the same in a usability study with 22
participants, and found out good phishing websites fooled 90% of participants. They also found the majority of the participants
ignore the available security indicators. Their work illustrates that even in the best case scenario, when users expect spoofs to
be present and are motivated to discover them, many users cannot distinguish a legitimate website from a spoofed website. The
authors concluded that browser security indicators are misunderstood or ignored frequently, and many users have never
noticed them.

[15] conducted an e-mail-based experiment, in which 152 staff members were sent a message asking them to follow a link to an
external web site and install a claimed software update. The message utilised a number of social engineering techniques, but was
also designed to convey signs of a deception in order to alert security-aware users. The external web site, to which the link was
pointing, was intentionally badly designed in the hope of raising the users’ suspicions and preventing them from proceeding
with the software installation. The results revealed that 23 per-cent of recipients were fooled by the attack, suggesting that many
users lack a baseline level of security awareness that is useful to protect them online.

[168] conducted a similar lab study in which they showed 42 participants 20 web sites and asked them to determine which were
fraudulent. However, in this study participants took a break after reviewing half the sites. During the break, one group of
participants played an anti-phishing game, one group read an anti-phishing tutorial, and one group played solitaire and did
other unrelated activities. Similar to [45], the authors found that users have difficulty determining which sites are legitimate.
However, after less than 15 minutes of training via the antiphishing game, study participants improved their ability to distinguish
legitimate and fraudulent sites considerably. The participants in the tutorial condition also improved, although not as much as
those in the game condition.

In another work [2] created an exact replica of the original Jordan Ahli Bank website www.ahlionline.com.jo and sent deceptive
phishing email to 120 employees of the Bank after attaining the necessary authorizations from the management. They found
most of the employees did not check the certificate that was presented to their browser during the study since they do not know
what it means; those that do know occasionally check them out. Some employees pointed out that the content details of the
website and its fancy design and style were one of the main reasons for their opinion about the legitimacy of the website. They
assumed that the site would be legitimate if it contained high-quality images and lots of animations.

In another work [84] highlights the basic and advance indicators of most web browsers and their usability problems also showed
that users often enter their passwords without validating that SSL/TLS is active and that the URL is correct. [53] found that 97%
of sixty participants fell for at least one of the phishing messages that the authors sent them. In their laboratory study they
examined the effectiveness of browser warnings, and how they fail users. Of the participants who saw the active phishing
warnings, 21% of the participants ignore the same and continued their browsing. As many as 99% of the participants ignore
passive warnings and submitted personal login credential in a fraudulent website. [87] in his article in Computer Fraud &
Security points out though the day of the amateur hacker has gone, but there are still plenty of amateur users.

In another work [185] conducted a field study at a large services organization involved in the insurance and financial industries
in the Unites studies. A total no. of 588 employees participated. The work investigated whether the factors that account for how
people are persuaded in marketing campaigns to make purchases may apply as well to social engineering to give up confidential
information. The study reveal that people feel obligated to reciprocate social engineering gestures and favours such as receiving
free software or gift certificates by giving up company e-mail addresses, employee identification numbers, financial and insurance
data, and other confidential and sensitive information.

[51] conducted an interview study with 20 non expert computer users to reveal their strategies and understand their decision
when encountering possible suspicious emails. They found that merely being aware of phishing or of cues is not enough to
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protect people form scams, especially new ones about which they might not be aware. One of the reasons that people may be
vulnerable to phishing schemes is that awareness of the risks is not linked to perceived vulnerability or to useful strategies in
identifying phishing emails. Their work suggested that people can manage the risks that they are most familiar with, but don’t
appear to extrapolate to be wary of unfamiliar risks.

[164] conducted a study to evaluate how effectively website authentication indicators protect users from fraudulent sites. They
concluded that users ignore HTTPS indicators, during their study 23 of the 25 participants entered their passwords when
security indicators where removed.

The credibility of the websites is becoming an increasingly important area in phishing. [62] in a large quantitative study on what
makes web sites credible, found out the following five types of element such as real-world feel, ease of use, expertise,
trustworthiness and tailoring increased the credibility perceptions of the websites. With technological advances all these
elements can be incorporated in a fraudulent websites by a sophisticated phisher to make the site more credible. In another work
[90] reports the highlights of a user study which gauges reactions to a variety of common trust indicators such as logos, third
party endorsements, and padlock icons over a selection of authentic and phishing stimuli. In the course of the think-aloud
protocol, participants revealed different sensitivities to email messages and web pages. The principal result of the work is the
analysis of what makes phishing emails and web pages appear authentic.

[186] and [187] in their work phished 446 subjects for confidential information in order to understand the individual factors that
help influence deception detection within a phishing context. Authors interviewed the detectors and elicited a rich account of
how the subjects processed and formed a correct behavioural decision upon receiving the phishing email. The result of the
study indicated, individuals who are suspicious either through personality-based traits, their knowledge based awareness or
past web experience tend to be successful detectors of deception.

[52] conducted a pilot survey with 232 computer users from a diverse group of faculty, staff and students, including people who
were concerned about computer security. They found out that deeper understanding of the web environment, such as being
able to correctly interpret URLs and understanding what a lock signifies, is associated with less vulnerability to phishing
attacks. Perceived severity of the consequences does not predict behaviour. The authors concluded tools that aim to combat
phishing attacks must take into account how and why people fall for them in order to be effective. They also suggested that
educational effort should aim to increase users’ intuitive understanding, rather than merely warning them about risks.

In a large scale study done by [61] on web users password habits, results confirmed the conventional wisdom about the large
number and poor quality of user passwords. In addition the passwords are re-used and forgotten a great deal. Authors were able
to estimate the number of accounts that users maintain and the number of passwords they type per day also the percent of
phishing victims in overall population. In another work [81] emphasises on the amount of low skills required to become a phisher,
which in turn lure more and more new entrants in the phishing business.

In order to access the extent to which users are able to spot phishing [68] conducted an online survey with 179 participants.
Participants were shown 20 potential phishing messages and were asked to judge the legitimacy of each one. The results from
the study were hardly encouraging, and revealed that people are not properly attuned to what to look for in a phishing message.
Authors concluded that users are lacking a baseline level of online safety awareness.

[189] conducted two user studies of three security toolbars and other browser security indicators and found them all ineffective
at preventing phishing attacks. Even though subjects were asked to pay attention to the toolbar, many failed to look at it; others
disregarded or explained away the toolbars’ warnings if the content of web pages looked legitimate. They
concluded Users fail to continuously check the browser’s security indicators, since maintaining security is not the user’s
primary goal. Although users sometimes noticed suspicious signs coming from the indicators, they either did not know how to
interpret the signs or they explained them away. Many users had no idea how sophisticated an attack could be, and do not know
good practices for staying safe online.

In another similar study [199] evaluated some of the major Anti-Phishing tools available and demonstrated that many of the tools
tested were vulnerable to simple exploits. They concluded that all the tools examined appear to have some usability problems
and it is very important that these problems to be resolved if these tools are to be effective. An anti-phishing tool could identify
all fraudulent web sites without any false positives, but if it has usability problems, users might still fall victim to fraud. [42]
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states, “Although a number of technology-focussed counter measures have been explored, user behaviour remains fundamental
to increased online security. Encouraging users to engage in secure online behaviour is difficult with a number of different
barriers to change.”

As discussed above, an educated, informed, and alert consumer could play an important role in improving online banking
security and be better prepared against phishing attacks. Bank and financial institutions plays a major role in online education
and informing customers about the security threats. [162] examined website contents of 200 largest US banks for information on
phishing and security alerts. Authors found that though more of the larger banks are committed to online education of customers,
but smaller banks are completely mute on this issue. They are not involved in any online education about fraud detection.
Moreover they found Many consumers are unaware about the extent of loss for which they might be held responsible if a
fraudster accessed their account illegally.

4, Conclusion and future work

Over the last decade, social engineering attacks on Internet, such as phishing, have grown considerably. Phishing is the process
of enticing people into visiting fraudulent websites and persuading them to enter personal information on the same. Phishers
usually make web pages visually similar to real web pages to spoof users. The academic work on phishing has been diverse,
researchers have tried to understand the psychology of the process, how to block the spam email to reach the end user, and how
server operators might automatically detect fraudulent sites. In this work we have tried to identify previous works and important
trends in the literature on Phishing and its countermeasures. We found that the current anti-phishing approaches that have seen
significant deployments on the Internet can be classified into 8 groups. Our findings reveal that different approaches proposed
in past are all preventive by nature. Phishers continually target the weakest link in the security chain, namely consumers, in their
attacks. Various usability studies have demonstrated that neither server-side security indicators nor client-side toolbars and
warnings are successful in preventing vulnerable users from being deceived. [89] has shown that even with the effects of
modern anti-spoofing and antiphishing efforts, more than 11% users will read a spoofed message, click the link it contains, and
enter their login information. Although some of the work indicates that the education of online consumers, as well as the
implementation and proper application of anti-phishing measures, can reduce the risk of consumers falling victim to phishing
attacks. Educating the Internet users about phishing, as well as the implementation and proper application of anti-phishing
measures, are critical steps in protecting the identities of online consumers against phishing attacks.

Phishing attacks have severe negative impacts for the web and the end user’s trust. In this paper we saw several advanced
antiphishing methods. If one has to agree with the effectiveness of all these methods Phishing should have been eradicated by
now, but the same is not the case. We saw that all phishing problems are not solved by these methods. In one hand we have
users who are complete ignorant about phishing in other hand we have criminals who are manufacturing new ideas everyday for
a new phishing methods. Hence it is necessary to have further work on new and effective phishing countermeasures.

As concluded by [124] there is no one solution at any one level that will solve the phishing problem. Stakeholders at each level
can and must make greater efforts and institute new practices to prevent this menace. Author also insisted that the stakeholders
among the levels also must collaborate with each other to find new solutions which will be cross level involving all parties.

Phishing is a pervasive problem that will not disappear in the near future, but will most likely become even more sophisticated
[34]. Further research is also required to evaluate the effectiveness of the available countermeasures against fresh phishing
attacks. Everyday newer and innovative attacks are being deployed on the Internet. It is important to continuously As discussed
by [193] users often understand security, but rank other things such as aesthetics or ease of use ahead of it. Further work will
be useful which measures whether users still understand the security message when they are focused on a stressful deadline,
or whether users will leave browsers security features enabled when given the choice to disable them.

Also there is the need to find out the factors which influence Internet user’s ability to correctly indentify phishing websites. We
need to know why it works rather then what works. We saw many previous works impacts of various factors and identifying
phishing websites or spam emails, but doesn’t indicate why? If we know why those factors affects the users we can design new
training procedure or a new tools to address the same issue.

Further work required to evaluate effectiveness of single domain usage for companies against multiple domain and IP addresses
for their sites. Lot many times users confuses with the domain name and the brand or the product in question. Usage of various
child domain also adds to the confusion.
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Work required to provide a secure path between the end users computer to the intended site. When a users types the desired
website address in the browser only the legitimate site or user’s intended site should open. Future work is also required on the
direction on legal jurisdiction to discourage phishing attacks. Catching criminals would provide a strong deterrent as it shows
the determination and capability of law enforcement. Internet has no International boundary, so as the phishers, we need to
address the complexity of various political and legal hurdle of various nations to facilitate greater information sharing between
law enforcement agencies.

Another avenue of future work is to consider various characteristics of the website that can be identified as the phishing
websites. For example IP address as domain name, many dots (.) in the URL address, or the age of the websites as phishing
websites are generally registered for few days. Many phishing websites comes from the free hosting sites. Evaluation of all
these characteristics can lead to a possible solutions for effective phishing site detection.
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