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ABSTRACT: Because of their exceptional qualities, WSNs are grabbing attention in the research community. WSNs are very
less into view. Subsequently it is easily possible for an assaulter to catch a node physically, altering its code and getting
private data like cryptographic keys. Wireless medium is inherently broadcast in nature which makes it open to attacks.
These attacks can bother the operation of WSN and can even kill the purpose of their deployment [3]. Keeping in mind the
end goal to ensure the data in WSN, some approaches are severely required that can make data transmission more secure
from the attackers. Node replication attack or clone attack is a standout amongst the most destructive and perilousrisk to an
unattended wireless sensor network in light of the fact that in this attack, an adversary not only compromises the sensor
nodes but can also carry out a large class of internal attacks for instance DoS attack, Sybil attack, and Black hole, and
wormhole attack. Numerous strategies have been proposed for the detection of node replication attack and some fairly
serious limitations like the base station introduce a single point of failure, and any compromise of the base station makes the
solution useless. This leads to the motivation to work in this research area. A solution to avoid the node replication attack

has been proposed. The solution will be implemented in NS-2.

K eywor ds: Wireless Sensor Network, Node Replication Attack Detection, Distributed Protocol, Resilience, Efficiency
Recelved: 7 November 2013, Revised 16 December 2013, Accepted 22 December 2013

© 2014 DLINE. All Rights Reserved

1. Introduction

Wireless Sensor Networks (WSN) are emerging as both a key new space in the IT environment and a hot research including
system design, networking, distributed algorithms, programming models, data management, security and social components.
The basic considered sensor system is to dissipate minor sensing gadgets over a particular geographic zone for some specific
purposes like target tracking, surveillance, environmental screening and so on. These minor units are prepared for sensing a
couple of movements of parameters and communicating with distinctive units. A wireless sensor network (WSN) is aremote
framework containing a broad number of geographically scattered sensor nodes. These sensor nodes could be viably passed on
at fundamental locale effortlessly easily. Sensor nodes work together with each one in turn to screen physical or biological
conditions, for instance, temperature, sound, picture, vibration, weight, movement or contamination with the aid of distinctive
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sorts of sensors. While much attention is continually paid to the routing systems and remote sensor system, the security issues
are yet to be brought into light [1]. Basically, the utilization of any effective security conspire in wireless sensor systemsis
encouraged by many factors, for instance, the span of sensors, the processing power, memory and sort of capacities foreseen
from the sensors. Sensor systems are not generally accepted registering gadgets; in this manner the existing security models
and procedures need to run with them. In sensors, the geographic dispersal of the units permits an attacker to gain control of
nodes and study critical information like key material, or to capture messages. The hierarchical nature of sensor networks and
their route maintenance protocols permit the attacker to confirm where the root nodeis placed [2].

Wireless networks might be distinguished as two types: infrastructure network and ad-hoc (infrastructure less) network.
Infrastructure network isasort of anetwork with fixed and wired gateways. A mobile host interacts with abridge in the network
withinitscommunication radius. The mobile unit can mobile geographically whileit iscommunicating. When it goes out of range
of one base station, it connects with new base station and starts communicating through it. This phenomenon is termed as
handoff. On the other hand, Mobile ad hoc network is an aggregation of wireless mobile nodes in which nodes team up by
sending packets for each other to permit them to communicate outside range of direct wireless transmission. Ad hoc networks
reguire no fixed network infrastructure such as base stations or access points, and could be rapidly and economically set up as
required.

2. Security in WSN

Security is acompletely used term holding the security parts of verification, trustworthiness, protection, non-renouncement,
and dangerousto playback. The danger of secure transmission of information over the systemsis specifically corresponding to
thereliance on the information furnished by the networks. For the protected transmission of diverse sorts of dataover systems,
afew cryptographic and distinctive methods are used. WSN have various amore excellent amounts of numbers of restrictions
than other traditional computer networks. Dueto these stipulations, it is unfeasible to use the acknowledged security approaches
in these resource-constrained networks.

Security systems are needed in correspondence part of the systems to furnish safe information. The core motive for thisisthat
sensed information of sensor nodes is inclined to diverse sorts of noxious before landing at the base station. The security is
moreover fundamental concern to get full beneficial of in-network data processing preparing sensor systems. Undoubtedly,
WSNss are prone to different sorts of compromises that explore known and obscure vulnerabilities of protocols, software and
hardware, and threaten the security, integrity, authenticity, and availability of datathat resides in these networked systems.

3. Security Requirements

Thecrucial component to the success of mission-critical applicationsworking in unattended WSN applicationsis Communication
security. There are significant security prerequisites for WSNs to ensure that the network functions correctly and securely as
purposed:

3.1Authenticity

Authenticity empowers a sensor to guarantee the identities of its communicating entities with the goal that no enemy could
disguise another entity, and perform forging. Here, the adversary can make receiving node accept that the information originates
from an authentic source

3.2 Confidentiality

Confidentiality ensures that the content of the message being exchanged is never unveiled to unauthorized entities. Network
transmission of sensitive information requires confidentiality. On numerous applications, the nodes need to communicate
exceptionally confidential data hence, it isvery important to fabricate a secure communication channel in WSN.

3.3Integrity
Integrity guaranteesthat a message being exchanged isnever altered by an intruder without being distinguished. Dataintegrity
serves to guarantee that the appropriated information have not been changed in transit.

3.4 DataFreshness
Data freshness recommends that the data is latest, and assures that no old message has been resent. This necessity is
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particularly imperative when imparted keys systems are continuously utilized. Typically, shared keys need to be renewed over
time.

4. Attacksin WSN
The nature of the WSN makes them vulnerable to several types of attacks. The various kinds of attacks are explained as:

4.1 Denial of Service

Denial of Service (DoS) isprocessed by the unintentional disappointment of nodes or malicious action. Here, the resources are
exhausted by sending additional unnecessary packets and thus prevents legitimate users from gaining access to the services or
resources. I|n wireless sensor networks, several types of DoS attacks in different layers might be performed.

4.2 Black hole/SinkholeAttack

In thisattack, a pernicious node acts asablack-holeto lure all the traffic in the sensor network. Particularly in aflooding based
convention, the assailant listens to demands for routes then answersto the target nodes that it holds the high caliber to the base
station. Once the malicious device has capacity to embed itself between the communi cating nodes, it is ableto do anything with
the packets passing between them. Indeed, this attack can influence even the nodes those are extensively along way from the
base stations.

4.3Warm HoleAttack

In awarm-hole attack, the messages are taken from one part of the network to another through alow latency link via virtual
tunnel made by an adversary. The easiest instance of this attack is when one node is found between two other nodes that are
forwarding. However, wormhole attacks commonly involve two distant nodes that are conspired to underestimate the distance
between them and forward packets through an outside correspondence channel that is only available to the adversary.

4.4 NodeReplication Attack

To propose and create proficient avoidance systems for attacks on wire-less sensor systems it is principal to know and
understand the method for the potential adversaries. The point when an adversary propel s node replication attack, most of the
security destinations are impacted amazingly. Here, an adversary makes its specific sensor hubs called clone nodes and tricks
the system to remember them aslegitimate ones. To induce this strike, an enemy just needsto physically get one hub, and in the
wake of gathering all mystery qualifications, afoe duplicates the sensor node and conveys one or more clones of the bargained
node into the system at vital positions, harming the entire arrange via doing numerous interior strike. Detecting the node
replication attack has turned into a basic research point in sensor system security, and outlining detection schemes against
node replication attack involves different threatening i ssues and challenges. Node replication attack is altogether hurtful to the
networksin light of the fact that these imitations or clones have authentic keys, and they are distinguished as real parts of the
network, since they convey all cryptographic materials extricated from the caught nodes so afoe can utilize them to mount an
assortment of insider strike[4].

5. Proposed Scheme

Wireless sensor networks have pulled in a ton of consideration throughout the most recent decade in wireless and mobile
computing research community. However, due to distributed nature and their deployment in remote areas, systemsare helpless
to various security dangersthat can unfavourably influence their execution. Asthe current sensor nodes lack hardware support
for tamper-resistance and are often deployed in unattended environments where they are susceptible to catch and trade off by
afoe, new security tests emerge in sensor systems [4]. Thus, that makes us to accept that existing security instruments are
deficient, and new thoughts are required. L uckily, the new issues likewise move new research and speak to achanceto fittingly
address sensor organize security from the begin.

5.1 Objectives

The aobjective of confidentiality is required in WSN environment to avoid the disclosure of the data going around the sensor
nodes of the system or between the sensors and the base station. Authentication in sensor systems is major for each sensor
node and base station to affirm that the data picked up was sincerely sent by atrusted sender or not. While clustering of nodes
in WSNs, authentication is needed. Integrity controls must be executed to insurance that information won't be altered in any
unexpected way. Secure administration is required at base station, clustered nodes, and protocol layer in WSN since security
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Figure 1. Nodes are getting deployed at different positions
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issues like key dissemination to sensor nodes with a particular final objective to make encryption and following information
reguire secure organization.

5.2 Proposed M ethod

Inthiswork, avery severe and important physical attack on WSN whichiscalled node replication attack or clone attack has been
taken into consideration. It isaso known as identity attack. In thisattack, an adversary first physically catches genuine nodes,
then replicates them fabricating those replicas having the same identity (ID) with the captured node, and finally deploys a
number of clones throughout the network. In WSN, avariety of insider attacks can be launched by an adversary by replicating
the captured sensors and deploy them in the network [4]. Relying on the Centralized base station is one of thefirst solutionsfor
the detection of node replication attacks. In this solution, each node sends alist of its neighbors and the geographic coordinates
to aBase Station (BS). The same entrance in two records sent by hubsthat are not “close” to one another will bring about clone
recognition. At that point, the BS repudiates the clones. Thisresult is not exceptionally productive asit has afew hindrances,
for example, the base station goes about as a solitary purpose of disappointment and high correspondence takes because of the
substantial number of messages. Further, nodes close to the BS will be required to route far more messages than other nodes,
hence shortening their operational life. In the event that these duplicated nodes or clones remain undetected or unattended for
quite awhile, they can further begin the progressionsin convention conduct and interruption into the frameworks security [4].
Itissimplefor an adversary to start such assaults because of the way that the clones havereal data and they may be recognized
as authentic nodes.

5.3Methodology

RSD protocol (Randomization, Selection, and Detection) is a new protocol for detection of node replication attacks. RSD
executes at fixed intervals of time. RSD is stationary centralized technique, where Base Station is responsible for overall
functionality of nodes in Wireless Sensor Network (WSN). In stationary centralized technique, nodes are deployed at initial
stage by base station will not change their location in future. Only base station can change nodes' location at the time of
redeployment. In RSD, we have taken three kinds of nodes.

* Base Station node
* Sensor Nodes: Which send and receive messages to each other over the network.

» Witness Nodes: Responsible for secure transmission of messages between sensor (sender and receiver) nodes.

5.3.1Randomization
At thefirst step, arandom value rand is shared among all the nodes by Base Station using centralized broadcasting (for example
fromasatellite).

5.3.2 Selection
a) In the second step, a sensor node or sender who wants to send message to another sensor node (receiver), asks Base Station
to select awitness node, which is close to receiver node, for secure transmission of message.

b) Base Station takes in input the current rand value, sensor node (sender) 1D + location and total number of witness node g of
location to apply pseudo-random function to select a withess node randomly.

5.3.3 Detection

Base station acknowledges both sensor node (sender) and witness node about each other. Base station also sends alist of all
the sensor nodes’ 1D + L ocation(the list of the deployment of sensor node at initial stage) to selected withess node. So witness
node compares this list with current ID + Location of sender node and sender node’s neighbor nodes.

a) If sensor nodes are present with different location having same 1D, it means aclone node having ID of thereal node has been
forwarded by an adversary. So witness node will detect this clone node/replicated node and inform about this to base station
and base station will revoke clone node and inform other nodes about revoking through broadcasting.

b) If asensor nodeis captured by an adversary, it will be absent at current time and sel ected witness node will tell about thisto
base station that a sensor node at the time of deployment is not present currently.

¢) In case, if witness node may be get captured by an adversary, base station can ensure about it using the same detection
procedure. BSwill ask its neighbor witness node to compare captured witness node’s current | D+L ocation with the ID+L ocation
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at the time of deployment. And if witnessnodeisreally captured or replicated, neighbor witness node will inform about thisto
base station and base station will revoke captured witness node.

The proposed methodol ogy is needed to be implemented in atool. Thetool opted for simulation of the proposed work iSNS-2.
6. Experimental Results

The proposed method has been implemented in NS 2 and the experimental results have been presented.

7.Conclusion

Wireless Sensor Networks (WSNSs) are frequently sent in dangerous situations where an enemy can physically capture some of
the nodes, can reprogram, and, can replicate them in alarge number of clones, easily taking control over the network. A couple
of appropriated solutions to address this fundamental problem have been recently proposed. However, these solutions are not
agreeable. This paper proposes RSD protocol which contributes highly in prevention of node replication attack.
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