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Internet Security and Privacy in VPN

ABSTRACT: In this work we studied the security and privacy issues in VPN. The safety features of VPN have been addressed
in many studies. We in this work studied the influence of Inventory personality traits on use of VPN and proxy servers. We did
the work in the institutions at the Czech Republic. The respondents were 478 university students. Gender, age, and type of
student’s job were used as control variables. We reported the results, conscientiousness, openness to experience, gender, and
type of student’s job influence the preference. It is less conscientious, more open to experience, male, and working full time in
the field they study that use VPN and proxy servers.
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1. Introduction

The Internet community all over the world is showing growing interest in a subject of information security and anonymity. This
led to the active development of various anonymous networks, VPN services, proxies, etc.

A virtual private network (VPN) creates a safe and encrypted connection over a less secure network, usually the internet,
allowing users to securely access applications and other resources in remote networks. To ensure safety, data travels through
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secure tunnels using authentication methods, including passwords, tokens and other unique identification methods. VPN data
security remains constant through encrypted data and tunneling protocols. The key VPN advantage is that it is less expensive
than a private wide area network (WAN) buildout.

VPN is primarily used for:

• Protection against cyber criminality on low-security networks

• Achieving privacy by hiding online activities from Internet Service Provider (ISP)

• Bypassing internet censorship

• Covering P2P sharing services

A less extensive privacy-protection tool is a proxy server – a dedicated computer or a software that acts as an intermediary
between an endpoint device, such as a computer, and another server from which a user or client is requesting a service. Proxies
were in-vented to add structure and encapsulation to distributed systems. Most proxies are web proxies, facilitating access to
content on the World Wide Web, providing anonymity and may be used to bypass IP address blocking.

There are many papers written about factors affecting the performance, among them the speed of users’ internet connections,
the types of protocols and the type of encryption [1], [2], [3].

Other authors focus on the privacy [4], [5] – advances in network security and monitoring of cyberspace have changed the way
we communicate [6], [7], [8] and how economy works [9], [10] and provided surveillance data on adversarial groups, competitors,
and citizenry. Government surveillance programs have many concerned that anonymity on the Internet is diminishing and is
being replaced with a “big brother” atmosphere. Concerned users are rebelling against Internet monitoring providing the
impetus for developers and entrepreneurs to create methods, tools, and virtual private networks that provide secrecy for those
wishing to remain invisible; avoiding detection from employers, law enforcement, and other government agencies [11]. Probably
best review of popular methods of providing Internet anonymity and their benefits and disadvantages has recently been done
in the paper Analytical review of methods of providing internet anonymity [12].

There is a clear shift in VPN usage in the past decade or so. While VPNs used to be re-served for big companies and government
authorities – proving a mystery or unjustifiable expense to most – today we see VPNs being implemented and talked about on
a much wider scale. From organizations of all sizes to individuals, more and more people are turning to VPNs to safeguard their
data and ensure privacy [13].

Sekawee [14] identified the top four countries for proxy server use: India, Vietnam, Thailand and China respectively. According
to the report, Internet users who connect via proxy servers in mentioned countries do so mainly in order to hide their online
activity from government officials. VPNs make it possible for users to access web-sites that are  censored or region-locked, and
to share data securely. The four countries topping the chart all have long lists of websites blocked because of censorship rules
among social networks, foreign media and, unsurprisingly, porn sites. The situation did not change much by 2018, when 24 %
of Thai internet users report to use VPN, Indonesia (22 %), China (20 %), followed by Saudi Arabia and Turkey (both 18 %). In
democratic countries the rates are significantly lower: Australia 4 %, UK and USA 5 %, Germany 6 %. [15]

Bruce Massis [16] in his study VPNs in the library examines the use of a virtual private network as an additional protective
strategy for patrons using library computers.

1.1 Personality Traits Analysis
Using personality traits to evaluate perspective behavior has already been proved to work. Personality constructs have recently
been found to explain even more variance in behavior, thus providing insights into user behavior. Shropshire [17] was looking
for elusive. technology adoption antecedents, since technology adoption studies typically predict behavioral outcomes by
investigating the relationship between attitudes and intentions, though intention may not be the best predictor of actual
behavior. Shropshire – though on much smaller sample than we – has found, that conscientiousness and agreeableness play a
role in security software use. Perceived ease of use and perceived usefulness were linked with behavioral intent, while the
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relationship between intent and actual use was found to be moderated by conscientiousness and agreeableness. The moderating
effect of personality greatly increases the amount of variance explained in actual use.

Warrington [18] in his dissertation A Study of Personality Traits to Explain Employees’ Information Security Behavior among
Generational Cohorts uses the Big Five factor model of personality traits to predict or explain Employee Information Security
Behavior. He finds a weak correlation between the five factors of personality traits and File Protection Behavior (R = 0.28);
nonetheless, there was a statistically significant relationship between the IVs and the DV, and the Big Five factor model of
personality traits theory was able to predict File Protection Behavior (p < 0.05).

Manal Alohali [19] explored the effect of personality trait variations (through the Big Five Inventory) on users’ risk level of their
intended security behaviors. 538 survey responses suggest that personality traits do play a significant role in affecting users’
security behavior risk levels. Further to that, the results suggest that BFI score of a trait has a significant effect as users online
personality is linked to their offline personality especially in the conscientiousness personality trait.

Literature research has revealed that most aspects of VPN  and proxies have already been well documented, as well as BFI
successfully used. However, it has been shown that the  relationship between these instruments and the personal characteristics
of the user - the tendency to use or, on the  contrary, the rejection of these tools – has not yet been satisfactorily investigated. The
aim of our paper therefore is to investigate impact of gender and personality traits on use of VPN and proxy servers by individual
users.

The rest of the paper is organized in the following way: In the next section, there is a description what data were collected and how,
and how they were analyzed. In the  following section, results of the analysis are presented. The last section offers conclusions.

2. Data and Methodology

Data were collected in December 2017 – March 2018 using an on-line questionnaire. Respondents were 478 university students
(272 men, 206 women; on average 20.5 years old) from the Czech Republic, of which 163 respondents indicated that they use VPN
and proxy servers. They differed also in experience from practice, 106 only study, 176 have a temporary job (brigade), 164 have a
parttime job, 16 have a full time outside the field of study, and 12 have a full time within the field of study.

Personality traits were measured using John and Soto’s Big Five Inventory-2 [20] translated to Czech by HYebí ková et al. [21].
Only BFI-2-XS [22], i.e. a 15-statement version was used for this conference paper; these statements were “I am someone who...”

... tends to be quiet,

... is compassionate, has a soft heart,

... tends to be disorganized,

... worries a lot,

... is fascinated by art, music, or literature,

... is dominant, acts as a leader,

... is sometimes rude to others,

... has difficulty getting started on tasks,

... tends to feel depressed, blue,

... has little interest in abstract ideas,

... is full of energy,

... assumes the best about people,

... is reliable, can always be counted on,

... is emotionally stable, not easily upset,
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... is original, comes up with new ideas

on a 1-5 Likert scale where 1 meant strongly disagree and 5 stood for strongly agree. Extraversion was calculated as an average
of the 1st (reversed-scored), the 6th and the 11th answer, agreeableness as an average of the 2nd, the 7th (reversed-scored) and the
12th answer, conscientiousness as an average of the 3rd (reversed-scored), the 8th (reversedscored) and the 13th answer, neuroti-
cism as an average of the 4th, the 9th and the 14th (reversed-scored) answer, and openness to experience as an average of the 5th,
the 10th (reversed-scored) and the 15th answer.

The dependent variable was measured using the question “Do you use the following services? VPN and proxy servers”  Respon-
dents were to choose one of the following answers:

• No (coded as 0),

• Yes, sometimes (coded as 1),

• Yes, often (coded as 2).

The questionnaire contained additional questions which were not used in the analysis presented in this paper.

Ordinal logistic regression was used to analyze impact of gender, age, job type and five personality traits (extraversion, agreeable-
ness, conscientiousness, neuroticism, openness to experience) on use of VPN and proxy servers. A multivariate approach was
used. SPSS software was used for the analysis.

3. Results 

The research question is if/what five personality traits influence lead respondents to use VPN and proxy servers. Ordinal logistic
regression results for the full model are provided in Table 1. The model per se is significant, p-value < .001, Cox and Snell pseudo
R2 is .140, Nagelkerke pseudo R2 is .171, and McFadden pseudo R2 is .089.

Considering all variables, conscientiousness is significant at .1 level, openness to experience and job type are significant at .05
level, and gender is significant at .01 level. Ordinal logistic regression results for the streamlined model are provided in  Table 2.

The model per se is significant, p-value < .001, Cox and Snell pseudo R2 is .137, Nagelkerke pseudo R2 is .168, and McFadden
pseudo R2 is .087. The results are, generally, the same - only conscientiousness is significant also at .05 level, not only at .1 level.
The impact of conscientiousness is negative, while the impact of openness to experience is positive. Men are more likely to use
VPN and proxy servers. And students with a full-time job in their field of study compared to all other job types are more likely to
use VPN and proxy servers.

4. Conclusion

The aim of the paper was to investigate influence of personality traits and demographics on use of VPN and proxy servers. With
regards to the results, conscientiousness, openness to experience, gender, and job type impact the use. Conscientiousness has
a negative influence, openness to experience has a positive influence, being male has a positive influence and having a full-time
job within the field of study has a positive influence.

When compared to the results of already published studies, conscientiousness and agreeableness was found relevant by
Shropshire [17], which is in line with our findings. Warrington on the other hand, finds a weak correlation with all five factors of
personality traits (Extraversion, Agreeableness, Conscientiousness, Emotional Stability, and Intellect) [18]. From this point of
view our research was more successful, since we have narrowed it down to just two most important ones.
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