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ABSTRACT: Cloud computing has evolved from a risky and confusing concept to a strategy that organizations large and
small are beginning to adopt as part of their overall computing strategy. Cloud computing turnstraditional siloed computing
assets into shared pools of resources that are based on an underlying Internet foundation. Cloud computing makes these
resources easier to use by providing standardization and automation. A private cloud provides a flexible environment with
a higher level of security than would be available in a public cloud. Combining public services with private clouds and the
data center as a hybrid is the new definition of corporate computing. To really comprehend the cloud, you need to under stand
the three foundational delivery models: Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a
Service (1aa9). In this paper, we examine the different models that are available to deliver cloud services — both public and
private.
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1. Introduction

Cloud computing isamethod of providing a set of shared computing resources that includes applications, computing, storage,
networking, development, and deployment platformsaswell as business processes. The cloud provides anew economic model
of computing. Instead of purchasing, managing, and maintaining a self-contained, traditional data center, abusinessisableto
transform computing into a more streamlined computing environment that better serves changing computing requirements.
Clouds come in different versions, depending on your needs. The public cloud is a set of hardware, networking, storage,
services, applications and interfaces owned and operated by athird party for use by other companiesor individuals. The private
cloudisaset of hardware, networking, storage, services, applications and interfaces owned and operated by an organization for
the use of its employees, partners, and customers. A hybrid cloud is a combination of a private cloud combined with the use of
public cloud services where one or several touch points are between the environments.

Understanding the foundations of cloud computing calls for an understanding the different cloud delivery models. Service
delivery in Cloud Computing comprisesthree different service models, namely Infrastructure-as-a-Service (1aaS), Platform-as-a
Service (PaaS), and Software-as-a-Service (SaaS). Infrastructure asa Service (1aaS) isthe delivery of servicessuch ashardware,
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Figure 1. Service models of Cloud computing

storage, networking, data center space, and various utility software elements on a request basis. There are both public and

private versions of laaS. In the public laaS, the user simply needs acredit card to acquire these resources. When that user stops
paying, the resource disappears.
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Figure 2. Cloud computing logical diagram

In aprivate laaS service, it is usually the IT organization or an integrator who creates an infrastructure designed to provide
resources on demand to internal users and sometimes business partners. Platform as a Service (PaaS) is a mechanism for
combining laaS with an abstracted set of middleware services, software development, and deployment tools that allow the
organization to have a consistent way to create and deploy applications on acloud or on-premises environment. Software asa
52
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Service (SaaS) isabusiness application created and hosted by aprovider in amulti-tenant model. Customers pay for the service
either per user on a monthly or yearly contract model. The SaaS application sits on top of both a Platform as a Service and
foundational Infrastructure services.

2.ExploringInfrastructureasa Service

Infrastructure asa Service (1aaS) isthe most straightforward of the three modelsfor delivering cloud services. laaSisthevirtua
delivery of computing resourcesin the form of hardware, networking, and storage devices. It may also include the delivery of
operating systems and virtualization technology to manage the resources. Rather than buying and installing the required
resources in their own data center, companies are renting these required resources on an as-needed basis.

Twotypesof laaSare public and private. A public cloud |aaS serviceis designed so consumersin any size business can acquire
services in a rental model. In contrast, private |aaS services are provided inside a company’s own data center, enabling IT
management to provide a self-service portal for employees and partnersto easily access approved services.

Private

Figure 3. Deployment model s of Cloud computing

2.1Under standing thekey characteristicsof laaSin aPublic Cloud
Thekey characteristics of laaSdelivery model includes dynamic scaling, agreed-upon service levels, renting, licensing, metering
and self-service. All the characteristics are the same whether the environment is apublic or a private |aaS environment.

2.2 Dynamic Scaling

Somelevel of uncertainty always exists when planning for I T resources. One of the major benefits of 1aaSfor companiesfaced
with thistype of uncertainty isthe fact that resources can be automatically scaled up or down based on the requirements of the
application. Thisimportant characteristic of laaSis called dynamic scaling. If customers wind up needing more resources than
expected, they can get them immediately. A provider or creator of laaStypically optimizesthe environment so that the hardware,
the operating system, and automation can support a huge number of workloads.

2.3 Servicelevels

Additionally, consumers acquire laaS servicesin different ways. Many consumersrent capacity based on an on-demand model
with no contract. In other situations, the consumer signs a contract for a specific amount of storage or compute. A typical 1aaS
contract has some level of service guarantee. At thelow end, aprovider might simply state that the company will do its best to
provide good service. If the consumersare willing to pay apremium price, they might be ableto leverage amirrored service so
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that thereis almost no change of serviceinterruptions. A typical servicelevel agreement states what the provider has agreed to
deliver interms of availability and responseto demand. The service level might, for example, specify that the resourceswill be
available 99.999 percent of thetime and that more resourceswill be provided dynamically if greater than 80 percent of any given
resource is being used.

2.4Therental model

When companies use 1aaS, it is often said that the servers, storage, or other IT infrastructure components are rented for afee
based on the quantity of resources used and how long they’ rein use. Although thisistrue, there are someimportant differences
between this rental arrangement and the traditional rental models you may be familiar with. For example, when you purchase
server and storage resources using laaS services, you gain immediate virtual access to the resources you need. You are not,
however, renting the actual physical servers or other infrastructure. The physical components stay put in the infrastructure
service provider’sdata center. This concept of renting isan essential element of cloud computing, and it providesthe foundation
for the cost and scalability benefits of the various cloud models.

Within aprivate laaS model, renting takes on a different focus. Although you might not charge each user to access aresource,
in the charge-back model you can allocate usage feesto an individual department based on usage over aweek, month, or year.
Because of the flexibility of the |aaS model, you can charge more of the budget to heavy users.

2.5 Licensing

The use of public laaS has led to innovation in licensing and payment models for software you want to run in these cloud
environments. Note that thislicensing is for the software you want to run in your cloud environment, not the license between
you and the cloud provider. For example, some |aaS and software providers have created a“bring your own license” (BY OL)
plan so you have away to use your software licensein both traditional and cloud environments. Another option is called “ pay
asyou go” (PAY G), which generally integrates the software licenses with the on-demand infrastructure services. For example,
say that you are running Microsoft Windows Server and using the PAY G route. If you are paying ten cents an hour for cloud
access, afew cents of that fee might be going to Microsoft.

2.6 Meteringand Costs

To ensure that users are charged for the resources they request and use, 1aaS providers need a consistent and predictable way
to measure usage. This process of controlling, measuring, and monitoring the use of compute, network, and storage resources
is called metering. Ideally, the 1aaS provider will have a transparent process for identifying chargesincurred by the user. With
multiple users accessing resources from the same environment, the 1aaS provider needs an accurate method for measuring the
physical use of resources to make sure each customer is charged the right amount.

laaS providers often use the metering process to charge users based on the instance of computing consumed. An instance is
defined asthe CPU power and the memory and storage space consumed in an hour. When an instanceisinitiated, chargesbegin
to accumulate on an hourly basis until the instance is terminated. Typically, users can make multiple choices during set up,
including the amount of compute power, memory and storage regquirements of an instance. Some vendors offer instances that
comein varioussizes, ranging from small tolarge. The chargefor avery small instance may be aslittle astwo cents an hour; the
hourly fee could increase to $2.60 for alarge resource-intensive instance running Windows.

Metering to assess the charges for the laaS services you request begins when the instance is initiated and ends when the
instance is terminated. At this point, the virtual machine provisioned for you is removed, and you no longer receive charges.
Until this point, the charges apply whether the resources are fully used or are lying idle. In addition to the basic per-instance
charge, your laaS provider may include charges such as Storage, Data transfer, Optional services, Pay as you go, Reserved
pricing and Trial use.

2.7 Self-service provisioning

The banking ATM service is agreat example of the business value of self-service. Without the availability of the self-service
ATM, bankswould be required to use costly resourcesto manage activities of all their customers— even for the most repetitive
tasks. With an ATM, repetitive tasks can be handled easily with aself-service interface. The customer makes adirect request to
perform routine transactions that conform to predefined business rules.

For exampl e, acustomer must have an account to withdraw money. In addition, the customer can’t take out more money thanis
in her account. There may be rules dictating how much money an individual can withdraw from the ATM at onetime or in one
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day. This processis precisely how self-service worksin the 1aaS public cloud environment.

In a private cloud environment, management can enable users to provision resources when they need them based on a set of
predefined rules and business priorities. In this way, everyone is satisfied. The business also gets to control expenses and
reduce capital expenditures. The business units have the freedom to avoid time-consuming processes that slow down the ability
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Figure 4. Infrastructure-as-a-Service (laaS) Stack

Many organizations that leverage |aaS opt for a hybrid approach — using private services in combination with public 1aaS
services. This approach is attractive because a company can leverage its private cloud resources but use trusted public cloud
servicesto manage peak |oads. When used in acontrolled way, this hybrid approach is effective. Control meansthat acompany
establishes rules for when and how business units can use an outside cloud service; thus, the company is better able to control
costs. In addition, by implementing distinct usage rules, users can be prevented from storing sensitive data on a public cloud.

2.8 ConsideringtheRoleof aPrivatelaaS
Why would a company choose to implement a private version of 1aaS? There are two compelling reasons:

» The company sees itself as a service provider to its employees and partners.
» The company needs to control access because of security concerns.

Another benefit of aprivate cloud serviceisoverall manageability. One of the overarching benefits of laaSisthe ability to gain
access to an image or copy of a set of resources via a self-service process.

Although a public cloud vendor uses the self-service portal to ensure that the customer pays for the service, 1aaS can be used
differently in the private cloud. When a devel oper provisions aresource from aprivate cloud, I T management makes sure that
when a project is completed, the resource is returned to the pool of resources. This way, IT can better control not only the

resources available for projects, but also costs, utilization, and security.

29UsinglaaS
Organizations use laaS for a variety of needs. Some companies want to leverage 1aaS to quickly and economically provision
55
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additional compute power, whereas otherswant to avoid costly and complex maintenance of servers. Some companiesfind that
using laaS for disaster recovery is highly cost-effective and enables the company to mirror its entire site.

3. Exploring Softwareasa Service

Software as a Service isthe way many business users arefirst introduced to the cloud, because SaaS applications are designed
to implement a specific business process—ranging from accounting to customer rel ationship management (CRM), collaboration,
and human resource management. These business users have increasingly found that SaaS applications represent amore cost-
effective, flexible, and secure alternativeto traditional on-premisesapplications.

SaaSisnot a stand-alone environment. Instead, these applications and services are frequently used in combination with lots of
other cloud and on-premises models. Companies need their SaaS applications to couple with other applications and platforms
on their own data center and with other cloud platforms.

3.1 Characteristicsof SaaS
* Generalized applications that incorporate the right mix of common services so the applications meet the needs of different
companies across multiple industries.

» True multi-tenancy meansthat all the users are using the same codebase. However, their configurations and data are stored in
Separate containers.

» Highly elastic SaaS applications can easily scale up or down to support changing needs of a business.

* Self-service putsthe power to acquire more resources and generally manage an application’s deployment directly in the hands
of users. Customers can go to their portal and add more licenses, renew their contract, or reduce their number of licensesin a
matter of minutes. Self-serviceincludesbuilt-in billing, monitoring, and usage information that give customersaunified view of
what they are paying and what they are receiving.

* SaaS applications are modul ar and service-oriented.

» SaaS applications provide sophisticated business process configurations for customers. Each customer can change the
process within the standardized SaaS application.

» SaaS applications need to constantly provide fast releases of new features and new capabilities.

3.2Multi-Tenancy and I tsBenefits

Multi-tenancy means that the SaaS vendor provides a single version of its software for all its customers. This differs from a
single-tenant hosted solution where the application is housed on a vendor’s server but the codebase is unique for each
customer.

Although all users of the software access the same foundational components, the data and configurations that are specific to
acustomer are stored in a separate and secure container. Users can access al the capabilities of the software, but what is not
shared istheir data. The advantages of a multi-tenancy SaaS over a third-party-hosted, single-tenancy application includes,

* Lower costs through economies of scale ,h Shared infrastructure leads to lower costs
» Ongoing maintenance and updates
* Configuration can be done while leaving the underlying codebase unchanged

* Vendors have a vested interest in making sure everything runs smoothly

The SaaS environment too runs on various cloud deployment models (such as private or public) that hasvarious cloud delivery
models (such as laaS or PaaS) supporting it. SaaS on its own is a truly integrated environment that needs to be able to live
cooperatively within its own computing environment as well as with other elementsin a company’s cloud ecosystem. That's
what makes ahybrid cloud so complex.

3.3Under standingthe Hybrid SaaSEcosystem
In order to create a more feature-rich application, some SaaS vendors have created an ecosystem. Thisis a set of partnersthat
works directly with the vendor, both in technical and go-to-market terms. A SaaS vendor with thousands of paying customers
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Figure 5. Software-as-a-Service (SaaS) Stack

opensitsprogramming interfacesto other ISV's. These | SVscan then build on top of the SaaS vendor’ sinfrastructure. Therefore,
they don’t need to write and depl oy an entire application, but can focus on their industry-specific code. Messaging middleware,
business process services, and other complex programming have already been taken care of by the SaaS vendor that created the
ecosystem.

3.4 Using SaaS

SaaS is popular for collaborative applications.This area is dominated by software that focuses on all sorts of collaborative
efforts, including web conferencing, document collaboration, project planning, instant messaging and even e-mail. In a sense,
it was inevitable that these platforms would move to the cloud: These tasks occur throughout the organization and need to be
easily accessed from many locations.

4. Exploring Platform asa Service

Platform as a Service (PaaS) is an environment that abstracts the details and complexity of the development process. PaaS
offersthe potential for much moreflexibility that enables devel opersto more quickly and efficiently meet customer demands.

4.1 Under standing Platform asa Service

PaaS is an abstracted and integrated cloud-based environment that supports the development, running, and management of
applications. Application components may exist in acloud environment or may integrate with applications managed in private
clouds or in data centers. A primary value of PaaS environment isthat devel opers don’'t have to be concerned with some of the
lower-level details of the environment. We expect that most organizationswill use acombination of some PaaSwith traditional
on-premises devel opment environments.

Services integrated in PaaS include middleware, operating systems, and development and deployment services to support
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software development and delivery organizations. There are also some large enterprises that become a PaaS provider to their
own internal developers. In all situations, the goal of the PaaS provider isto create an abstracted environment that supportsan
efficient, cost-effective, and repeatable processfor the creation and deployment of high-quality applications. These applications
are designed to beimplemented in public or private cloud environments. PaaS enables an organization to do the following:

* Leverage key middleware serviceswithout having to deal with the complexities of managing individual hardware and software
elements.

» Accessacomplete stack of development and depl oyment tool s viaaweb browser, amiddleware environment where APIs can
be used to plug into selected devel opment and deployment tools. A devel oper might also leverage a full desktop development
environment.

» Overcome the challenges of managing lots of individual devel opment and deployment tool s by providing asuite of integrated
and standardized tools — operating systems, security products, and the like — that meet company requirements.

Platform as a Service (PaaS) can be viewed as having two fundamental parts: the platform (the actual softwarethat isdelivered
to your organization) and the service (what really sets PaaS apart). One of the decisions you need to make when beginning to
use a PaaS is whether you want to maintain the software or if you want the vendor to be the administrator. If you choose to
maintain the software yourself, you must set up, configure, maintain, and administer the PaaS yourself (either on a public or
private cloud). Alternatively, you can alow the vendor to provide servicesthat handl e these tasks. Theresult isreduced friction
between the devel opment and deployment teams.

4.2 Managing middlewar ecomplexity

Middleware is the software that allows independent software components to communicate with each other. Middleware
enabl es application services to exchange data, implement business rules and processes, and manage transactions in an orderly
and secure manner. Without middleware, each program would sit in isolation and not be able to share data or other messages.

4.3 Discovering what changeswith PaaS
Ascomplexity increases and as applications are becoming increasingly dynamic, PaaS offersthe potential to simplify theworld
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Figure 6. Platform-as-a-Service (PaaS) Stack
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of software development and deployment. PaaS helps reduce the complexity of the development process by

» Delivering and managing a set of abstracted middleware services that are either hosted in a public PaaS environment or
managed in aprivate cloud environment

» Ensuring that one standardized set of servicesis used by those developing and deploying the applications
« Eliminating the installation and operational burden from an organization

4.4 Easing serviceprovisioning

A PaaS platform providesasimpler way to provision development services, including build, test and repository servicesto help
eliminate bottlenecks associated with nonstandard environments. These development services improve efficiency, reduce
errors, and ensure consistency in the management of the development lifecycle. Additionally, PaaS makes provisioning of run-
time services including application runtime, containers for staging, running, and scaling applications.

4.5Minimizingfriction with I T

Traditionally, when anew application server or other middlewareisintroduced into an organization, I T must make surethat the
middleware can access other servicesthat are required to run that application. Thisrequirement can create friction between the
software development and operations teams.

With PaaS, these conflicts are minimized. Because the PaaS environment is designed in a modular, service-oriented manner,
components can be easily and automatically updated. When PaaS services are provided by a third-party organization, those
changes are automatically handled without the user having to deal with the details. When PaaS is implemented in a private
cloud, the IT organization has the responsibility of using a self-service interface to provision the new services to the IT
organization.

4.6 Improvingthedevelopment lifecycle

PaaS changes the way that development and operations interact with resources. Although development and deployment
personnel in atraditional development environment work in isolation from each other, the PaaS environment creates asingle
unified environment. This unification promotes visibility and accountability acrossthewhole IT organization.

With aPaaS platform, the team gets visibility into the entire devel opment and deployment lifecycle. The team can see whether
softwareisworking, broken, or ready to be released to manufacturing, staged, and so on acrossthe entire application lifecycle.

4.7 Sreamlining development and deployment : changing theapplication lifecycle

In PaaS, support for the application lifecycle, from devel opment through testing, staging, and deployment, isintegrated into the
platform. The development and the runtime platform are provided as services, so the formal lifecycle of an applicationismore
directly supported.

Paasintegration services generally include connectors, adaptors, and templatesfor integrating applicationsin cloud environments.
Theseintegration services need to cover variousintegration scenarios, including Connectivity to clouds, Connectivity between
clouds, and Connectivity in clouds.

4.8Using PaaS

Oneimportant benefit of PaaSisthat it enablesindividual s devel oping applications and individual s depl oying those applications
to use the same services on the same platform. This approach takes away much of the misunderstanding that happenswhen two
teams with different responsibilities are not in sync. By encompassing both development and runtime services, PaaS can
streamlinethe applicationlifecycle.

5.ExploringlaaS, SaaSand PaaSin Hybrid Environment
In hybrid environments, companies will find amyriad of usesfor |aaS (raw compute resources). Examples: Amazon EC2, and
Rackspace Cloud. A wise user will eval uate each opportunity to use laaS against therisk level associated with the |aaS provider

and the overall economic risks and benefits.

SaaS provides incredible value to customers, but in practice, SaaS is another element in a hybrid cloud world (applications).
Examples: Salesforce.com, QuickBooks online and WorkDay. Evenif you plan to simply use a SaaS serviceto fill one business
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need, we expect that you will have more and more of aneed to connect systems. SaaS can be complex element in ahybrid cloud.
As the market evolves, more SaaS providers will want their applications to work together. Companies will need their SaaS
applicationsto be able to communicate with the applications they have on-premises.

In a hybrid environment, when the same PaaS environment can support both public and private services, organizations can
benefit by thislevel of flexibility and agility (middleware, scaling and operating system). Examples: GoogleApp Engine, Force.com,
Microsoft Azure and Cloudbees. By providing ahomogeneous platform, workloads can easily be moved from a private cloud to
a public cloud for deployment and efficient scaling. This allows organizations to have a high degree of control on where a
particul ar application isrunning. Some of the business benefits of PaaSinclude reduced costsand increased speed of devel opment
and deployment.

SaasS

Paa$S
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Figure 7. The software stack as apyramid
6. Conclusion

SaaS provides complete applications to a cloud’'s end user. It is mainly accessed through a web portal and service oriented
architectures based on web service technologies. PaaS comprises the environment for developing and provisioning cloud
applications. The principal users of this layer are developers seeking to develop and run a cloud application for a particular
platform. The services on theinfrastructure layer are used to access essential I T resourcesthat are combined under the heading
laaS. Theseessential I T resourcesinclude serviceslinked to computing resources, data storage resources, and the communications
channel. Thus, an exploration of the cloud service delivery models in hybrid approach outcomes the benefits such as High
availability, automatic failover & resource balancing, network security, hybridize with physical serversand cost effective.
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