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BIG DATA: Balancing between Risks and opportunities – UAE Perspective

ABSTRACT: When we talk about large data, we need to address the basic concepts to understand the nature of large data.
Both technical professionals, technicians and business owners need to understand different types of large data components,
basic technology, and concepts that support big data.

The vast amount of data being produced, stored and made available from multiple sites is a major source of knowledge. These
“massive data”, if properly managed, it will make an important contribution to UAE’s continued economic and social devel-
opment.

This paper aims to enhance public and private sector awareness of the challenges and opportunities presented by large data
and to influence policy development processes and delivery of services in UAE.
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1. Introduction

“Big data” is the hottest trend in technology and all analysts are trying to study its’ dramatic impact on the market and customer
understanding. It is used to explain where is the targeted customer are, trace how they behave, and offer a guide to the benefits
and dangers that lie in future for both customers and business. Big data provide the ability to read a vast quantity of information,
analyze it and draw sometimes accurate future predications from it. Big data will change the way consumers behave towards,
health, politics, education, and innovation in the years to come.

Ninety percent of data in the world today was collected electronically with in the last two years, this data was generated by
sensors and humans, from everywhere and nowadays companies are building their market understanding by leveraging big data
analytics to maximize their profits as well as market share.

In this study we will not focus on consumer behavior towards big data, although the paper encourages researches and authors
to use this paper to go deeply with the big data analytics and its impact n the consumer psychology and understand its effects
on the consumer decision making process.
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2. Review of Main Research Topics

A study in 2010 found nearly 31% of online users are using online applications such as blogs, social media, online video sites,
mobile messaging and smart phones (Smith, 2010) [1]. These new media are easier to use and provide lower costs source of
information and reflects a better understanding of users’ daily behaviors, it also offers better methods, ideas and tools to users to
express opinions and feelings and communicate with outside world (Wright & Hinson, 2009) [2].

Research shows online responses to any incidents are becoming increasingly interactive and simultaneous (Paulen, Viewing,
Sutton, Liu, & Hughes, 2007) [3].

One of the most important reason for Big data to exist is to generate better understanding of data and methods to analyze those
data in decision making process, which can be called Digitalization which can be defined as the process of of converting analogue
paper data to digital data can be accessed and understood electronically (K. Coyle, J. Acad, 2006) [4], according to Gartner by 2020
there will be more than 26 billion smart devices (Gartner, 2014) [5]. In addition to vast amount of other smart objects such as mobile
phones, sensors, RFID, tags, etc. which will be able to interact with users and interfere with their daily lives and understand their
needs and analyze their thoughts and requirements by reading their usage data without forcing users to do any actual communi-
cation (D. Estrin, D. Culler, K. Pister, and G. Sukhatme, 2002) [6,7].

And by storing and implementing those huge data from various machines it will be possible to create new business and market
models to improve customer satisfaction and user experiences and reduce both costs and risks (J. Manyika, M Chui, B Brown,
2011) [8], in other words Big Data will feed on user data and daily behavior.

Another shape of data will come from different sources and today we can see it in various looks. There are 3 types of data first
Structured data which comes from text or numeric information and unstructured data which come if new technology format such
as audio, images, videos, and human interactions, and the third type is semi structured data such as XML, RSS Feeds, Codes (P.
Russom, 2011) [9]. And from those many studies and researches we can realize than Big Data relies on various data collection,
extraction, analyzing electronic information (Chaunduri, 2011; Turban, 2008; Watson & Wixom 2007) [10,11,12], and most of those
leading tools are being used in data processing and smart analytics and its been already incorporated into leading commercial
platforms offered by major electronic vendors such as IBM, Oracle, and SAP (Sallam, 2011) [13].

In addition to the vast amounts of data being produced, stored and made available over current networks, the ability to handle
large data is increasing, as complex analyzes can be performed on very large sets of data. Data previously viewed as not important,
however data can add significant information when combined with data from other sources. It has become possible to process
large amounts of data at high speed (in real time), which are those are the characteristics that defines big data, as well as being
valuable and reliable. (S. Rinderkncht, R. Fietzek, S. Foulard, 2017) [14].

Globally, big data technology market and related services are expected to grow at a rate of about seven times faster than the IT
market. According to Gartner, a leading IT research and consulting firm, the massive data are at the peak of the inflation phase and
are expected to reach the production peak within five to ten years, as the transformation effect on data market will increase rapidly,
Data center operations will have to implement more looking on the capacity needed to deploy all data and the right platforms
needed to provide efficient analytics of consumer usage, this as a result will reduce business complexity and deliver better
understanding to the Big Data results as shown in Figure 1 below.

3. Big Data Factors

There are several factors contributing to the high expectations regarding the big data nowadays, including:

• Rapid growth of high-speed broadband (fixed and mobile)

• The growing power of cloud computing

• Access to large data technologies in easier and cheaper ways

• Advanced technologies used in Artificial Intelligence

However, the use of large data is still relatively low, and a global study reveals that 6% of enterprises have implemented
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Figure 1. New Technology Plan

large data initiatives in 2012 (IBM, 2012) [15] (see Figure 2).

Source: Analytics: The real-world use of big data, a collaborative research study by the IBM Institute for Business Value and the
Saïd Business School at the University of Oxford. © IBM 2012

4. Big Data Opportunites

There is no doubt that the possibility of making better use of data that already exists in an institution is a major advantage of this
institution. Opportunities for creating new insights and usage into large-scale data analysis may be more available in sectors with
data densities, such as health care, public utilities, transport, education, finance, science and government (D. Grill, I. Song, J.
Aldana, J. Trujillo, 2017) [16]. By increasing its understanding of its customers and service users, these institutions can provide
better and more efficient services. For example, UAE ministry of culture and knowledge development has created teams to
research and analyze social media. By analyzing large amounts of data from sources such as Twitter, Facebook, blogs, and

GARTNER 2014 [5]

Figure 2. Big Data Usage
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Internet forums, the team will provide current and comprehensive information on topics discussed on the Internet. (Dubai 4th

Summit, 2017) [17] Figure 3 below shows all benefits of these innovative ideas derived from big data.

Figure 3. Big Data Insights

While large data analyzes can add significant value to an organization, it is important to identify processes that will provide
comprehensive, accurate, and implementable insights.

Big Data is expected to save a lot of time and money if organizations and government agencies implement data management
practices that take into account the specific requirements for large data analysis. Data from different sources within or outside the
organization can also add significant value to multiple functions and multiple purposes, only if it has been provided with greater
transparency. Data collected for a specific purpose can also be reused for a different purpose, reducing the need for costly and
time-consuming data collection.

The purpose of large data analysis is to help understand more broadly the characteristics and needs of different individuals and
groups by including multiple and different parts of the data in the analysis process. Thus, services and presentations to these
groups or individuals may be more appropriate and useful, to communicate and interact with them as well as it will be more
efficient. As a result, the level of satisfaction among the population is likely to increase. For example, it is possible to predict
changes in preferences and behaviors among specific groups of people more easily so that enterprises can plan more effectively
(SC. Matz, O. Netzer, 2017) [19].

It is also possible to use large data, to find better ways for cost savings and what can be gained from enhancing efficiency,
through a comprehensive analysis of various organizational and operational processes in addition to productivity gains, as well
as increased access to various forms of innovation.
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5. Challenges

5.1 Privacy & Confidentiality
Cloud access, massive data technologies, and exceptional and unprecedented processing capacity are associated with new
challenges of privacy and security. The issues of privacy and confidentiality in the analysis of large data are among the major
concerns in the world as well as in UAE, as expressed by the participants in the Ministry’s survey and open discussions. As
from analyzing data from several anonymous sources, identification of individuals can be identified with a high degree of
certainty (A. Alexandru, 2013) [20]. At the global level, consumers in enterprises are not very confident that their own data will
not be misused, either accidentally or intentionally. However, users have confidence in UAE government agencies and institu-
tions that their data and information will not be used without pre approval and an analysis of their large data is done without
compromising their privacy.

As always, regulations have been based on the protection of privacy and integrity rights. With the emergence of cloud
computing and big data, there is also an urgent need to use new techniques to address issues of privacy. Such methods should
include safety, data collection and storage, as well as control of access to sensitive data. Methods that preserve anonymous
personal data and protect the privacy of any individual while maintaining the required level of accuracy in  the analysis. With the
introduction of high-speed mobile networks and the proliferation of smart phones, consumers can accept / reject the circulation
or use of their personal data both in real time. This opportunity for rejection or acceptance requires that institutions wishing to
use this data clarify the benefits that will accrue to the individual as a result of this use.

UAE government is committed to protecting the privacy and confidentiality of the public. The draft privacy data law has been
drafted in line with this commitment. Other initiatives include the National Information Security Framework, which consists of
various policies and guidelines for addressing information security with respect to existing and emerging technologies, includ-
ing such areas as governance structure, risk and awareness management, and incident management. (B. Treacy, A. Bapat, 2017)
[21]

5.2 Data Access
Data analysis is dependent on data that can be detected, accessed and used, and data must be collected, stored, used and
managed in accordance with all relevant laws and regulations. To achieve the full potential of big data, government departments
and agencies need to focus their attention on making as much data as possible available and accessed.

UAE telecommunication regulatory authority is currently launching a policy of open data to facilitate the use of government
data within and between government agencies, as well as by the public. Data stored in other countries may be of paramount
importance to organizations in UAE. At the same time, data stored in UAE can be of great value to organizations operating
outside the country. The fact that countries around the world adopt different laws and regulations on data storage, usage and
the quality of accessible data is a major obstacle for large data users. (UAE TRA, 2017) [22]

5.3 Data Quality
The data available for analyzing large data is, of course, is varied and it consist different level of quality. The participants in the
TRA’s sample users considered that the quality of the data collected and being circulated using big data is a major source of
concern, specially the quality of data which has been collected from online social networks that are characterized with varying
degrees of quality. (UAE TRA, 2017) [24]

The point is that improving the quality of data through standardization of APIs, data models and metadata can lead to greater
ease of use by government and institutions of large data, while reducing costs and improving productivity in a sustainable
manner.

5.4 Security
With regard to data security, users indicated the need to develop a transparent way of classifying data (either vital or sensitive)
that must be under absolute control (including physical) by institutions in UAE. Data-holders’ approval should be obtained for
the transfer of data outside UAE, but they also felt that the legal system had a greater and clearer role to identify data that may
be transferred or not transferred outside UAE.

UAE TRA is responsible for all complex issues related to the operation of bulk data in a cloud environment and is therefore TRA
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in a process of deploying a cloud security policy as it is considered as critical component of the national information security
framework. (UAE TRA, 2017) [22]

5.5 Bandwidth
Massive data requires effective, high-speed recommendations. However, broadband bandwidth with fast download and web
tools, in the opinion of the users sample participants, as well as the TRA’s own view, the main obstacle to develop more big data
in UAE. Limited bandwidth is also a challenge in front of data access and analysis inside and outside UAE. One of the main
objectives of the National Broadband Plan is that “all companies, schools, hospitals and government institutions should be able
to use a bandwidth of high quality and speed of less than 10 Gbps for download and download by 2018.” The plan also includes
details of various policies to speed up and facilitate regulation High frequency bandwidth to achieve this goal, including the
speed of switching to fiber optical networks and improved international bandwidth performance. (UAE TRA, 2017) [23]

5.6 Skills
Big data are the new and complex areas requiring organizations to attract staff with new and diverse skills in disciplines such as
research, statistics and analysis, as well as information technology, in addition to a broad understanding of the field. Develop-
ment of such skills is a challenge to educational discipline. Gartner estimates that there will be about 4.4 million jobs in the world’s
big data area, and a one third of these jobs will be fulfilled only.

Participants agreed that there is already a shortage of talent and competencies in the large data field in UAE, and that access to
skilled labor is more important than having the right software. This vital area is very essential if the big data is to be applied on the
ground. In this regard, emphasis was placed on the need for educational institutions, research bodies and interested parties from
different sectors to identify their expert needs in the area of big data, as well as the need to create research teams dedicated to large
data and cloud computing. However, since it is difficult to have one person who combines all these skills and experiences, a
number of experts must work to maximize the value of large data streams. For some institutions, this effort will require transforma-
tion in both organizational and cultural. (E-Skill UK, 2013) [25]

6. Future Preception

The ability to scan large amounts of data, and combine data  from multiple sources to achieve more accurate analysis of better data
has its own advantages which no body can deny. Moreover, the introduction of high-speed and efficient networks would enable
UAE to use large-scale data on a bigger scale. Policy makers and decision makers in all sectors of the United Arab of Emirates are
expected to increasingly rely on ideas derived from big data analysis in the future.

As data and cloud computing mature, the focus will shift from how to store and manipulate large amounts of data to how to make
informed, accurate, efficient and cost-effective decisions. This may require a qualitative shift in how data is managed and
analyzed, as shown in the figure below.

Figure 3. Big Data Advantages
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7. Conclusion

The massive data have a very promising future for all sectors in UAE. However, there is a need to enhance the confidence of the
public in institutions and government bodies in order for the members of society in UAE to make full use of large data analyzes.
Therefore, government institutions and agencies must confirm that the implementation of the large data system will not affect the
privacy and confidentiality of the people of UAE. The Data Protection and Privacy Act should also be implemented to demon-
strate the government’s commitment to addressing privacy issues.

The implementation of policies and guidelines for securing national information is an essential factor in the adoption of large data
in UAE. There is also a need to enact legislation, for example, to clarify data that can be converted to the cloud environment or
those that can be transferred outside UAE. There is also a need to establish clearer standards and conformity for accessing data
stored in UAE from abroad. Prior to such data classification, an analysis of the different types of data produced and provided by
UAE is required.

In order to stimulate innovation through big data, government agencies can set an example for the rest of the sectors, in order to
encourage public sector to use big data in accordance with the TRA’s open data policy.

The global and local market suffers from a lack of big data experts as well as skilled users, and it is considered the biggest
challenge to the adoption of large data in UAE. In this regard, educational institutions and industry parties should make joint
efforts to produce the skills required for the big data management and to provide the necessary educational and training materials.
Collaboration between universities and companies is also recommended, with students involved in large corporate data projects
and activities, with the introduction of the on-the-job training programs and other forms of continuing education.
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