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Research on Detection Algorithm of Multi dimensional Outlier Based on Weighted Entropy and BP
Neural Network

ABSTRACT: At present, the accuracy and robustness of unsupervised learning algorithm for multidimensional outlier
detection are not good, this paper conducts a supervised learning for partial data by supervised BP neural network.
Reliability of data is guaranteed by weighted entropy, then the author learns the relationship between non outliers and
outliers through BP neural network, forecasts test data by trained BP neural network, finally compares the change of the
data position before and after the prediction, take it as multidimensional data outlier distance, so as to complete this test.
This article carries on the test experiment on the data set of multiple data sets. Compared with the traditional LOF and PSO
methods, the experimental results show that the robustness and accuracy of the proposed algorithm for outlier detection of
multidimensional data are better, which is suitable for all kinds of outlier detection of multidimensional data.
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1. Introduction

With the rapid development of computer technology and intelligent technology, the data is growing in a massive way, the
traditional data processing methods have been unable to meet the massive growth of data, so data mining technology arises at
the historic moment. The data mining technology can dig out the meaningful intrinsic information from the massive original data
through the intelligent mining algorithm, and carries on the decision-making through the intrinsic information for the multi-
dimensional massive data [1]. In the data mining algorithm, outliers have great impact on the algorithm of intelligent mining, it
usually reduces the adaptability and robustness of data mining algorithms, so the outlier detection and analysis of data mining
is one of the most important tasks. Outlier detection aims to find abnormal isolated and sparse data points hidden in the data, the
behavior of these abnormal data points are inconsistent with most of the data, which is abnormal, it will play a role of interference
in data mining, so the outlier detection is one of the important steps in preprocessing of data mining [2]. Usually, due to
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inconsistent patterns hidden in large data need strong background knowledge to be able to detect, it often loses important
information by blind rejection, it is the focus of current research on how to use intelligent methods to detect outliers. So far,
researchers have proposed a large number of intelligent algorithms for outlier detection. These methods mainly include five
categories [3]:

(1) Statistical Methods. Statistical methods construct a statistical model by treating data processing, and then calculate the
probability of each data object which conform to the statistical model. A data object that does not conform to the model is
detected by hypothesis testing, and these objects are treated as outliers, finally subsequent processing is conducted.

(2) Distance Method. Construct the distance between feature data through the analysis of the background of data object, set a
threshold for the distance between the object, when the distance is greater than the threshold, the data object is regarded as an
outlier, and the subsequent processing is carried out.

(3) Depth Approach. For higher dimensional data objects, the depth value of each data is calculated by defining the depth of the
data object, and the lower the depth value is, the higher the outliers are considered.

(4) Density Approach. Calculate the distance between data objects and give a distance range, calculate the distance within the
range of the number of data objects, and thus calculate the data object density, the lower density region is, and the higher degree
of outlier is. The most classical algorithm LOF of outlier detection achieves it by calculating the density of data.

(5) Method based on Swarm Intelligence. Swarm intelligence methods including particle swarm optimization, ant colony and
genetic algorithm, the method defines a function of outlier degree according to the characteristics of outliers, and gradually
optimizes the outlier degree function by randomization group, so as to detect the outliers.

In the present study algorithm of outliers, statistical method, distance method and depth method for multidimensional data are
difficult to define and the complexity of computing time is high; Density method requires a large computational space and
storage space to store intermediate results of density calculation; Swarm intelligence method requires higher data distribution,
if the distribution of data objects is chaotic, it is easy to fall into local minimum, the initial conditions are harsh, the scope of
application is not high [4]. In this paper, the data objects are divided into training set and test set by introducing weighted
entropy, then the training set is trained by the BP neural network, so BP neural network can predict the value of data objects, and
then determine whether it is outliers by comparing data object value before and after prediction. The method obtains the
intrinsic relationship of multidimensional data by neural network, it can train different neural networks with different data, has a
strong applicability, and it defines outlier judgment through the internal relation, false detection rate is lower.

2. Weighted Entropy and BP Neural Network

2.1 Weighted Entropy
Entropy is introduced into the information theory by American mathematician Shannon in the study of thermodynamics and
entropy is defined as the random variable information [5]. The information entropy can be used to describe the degree of disorder
of the information, and the outliers can be used as a state of the data. For a one-dimensional random variable X, if the symbol set
is{a1, a1, an} the number of random events is n, and the probability of occurrence of ai is p (ai).The information entropy of the
random variable can be defined as:

   (1)

When the data object is a random variable, the random variable is composed of several discrete variables ,

and each random variable  is assumed to be independent, independent distribution probability can be satisfied:

 
(2)

It is assumed that the set of symbols of different random variables can be represented by {a1, a2,... an}, and then the
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  (3)

Among them,  represents the sum of all N dimensional random variables.

Multidimensional information entropy can effectively represent the disorder degree of a random variable, but the definition is
defined according to the data, and each data variable is not connected. In the actual data set, the random events will be restricted
by some conditions in the process. In order to introduce restrictions to more fully describe the multidimensional random
variables, for each event, a nonnegative real number is defined to form weighted entropy for each event. The weighted entropy
can be used to describe the degree of disorder of the random variables in the real environment, and it is more suitable for the
outlier detection [6]. Based on the above description, the weighted entropy can be defined as:

   
(4)

Through the above conditions for the characterization of outliers, it is more statistical significance, can make the outlier
detection more objective, better fitness. In the actual outlier detection, the definition of A and B should be defined by the
definition of outliers to form the weighted entropy of the described data.

2.2 BP Neural Network
Neural network is a mathematical model to simulate the human brain neurons; the model can effectively solve the nonlinear
problem, neurons connect synapses between neurons in the brain by weight, a large number of neurons and their weights can
be used to form a highly complex nonlinear adaptive system, it can effectively complete tasks of control, decision-making,
classification, regression and others through the system. For some problems that cannot use the appropriate formula and rules,
we can use neural networks to perfectly solve, because it has strong flexibility and adaptability [7].

In the neural network, the most commonly used is the BP neural network, BP neural network carry on back-propagation through
error, and constantly update the weights between neurons, so that the neural network gradually become reliable. For the outlier
detection of multidimensional data, it is difficult to visualize the rule representation, so the neural network can be used to solve
the problem. BP neural network is supervised learning, in outlier detection, we can first select the multidimensional data objects
in non-outliers through experience, these points accounted for less than 10% of the data. Take these non-outliers as training
data set for training the BP neural network; the remaining 90% data set as test data. Determine whether the data object is an
outlier through the changes before and after BP neural network trained by test data, and combined with the weighted entropy
[8].

According to the conventional neural network structure, this paper constructs a three layer neural network for outlier detection,
which includes input layer, hidden layer and output layer. Each layer is composed of N neurons, which correspond to each
dimension of multidimensional data object, and the number of neurons in the output layer is the same as the input layer, the
hidden layer is made up of M neurons M > N, and the weights of the neurons are all connected. The following figure 1 gives the
architecture of the three layer neural network of the outlier detection in this paper.

In the forward propagation of the neural network, the conduction is carried out by the following formula:

 
(5)

(6)

information entropy of multidimensional random variables can be defined as:

Among them, represents the weights between the input layer and the hidden layer, is additive bias, the sigmoid function
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Figure 1. The architecture of the neural network of the outlier detection in three layers

is used between the hidden layer and the output layer, and the output  of the neural network is obtained through the output
Xi.

BP back-propagation algorithm [9] is used to construct the mean square error between the actual value and the predicted value,
and the mean square error is propagated back through the neural network. Update the weights of neural network by mean square
error ωij and bij. Mean square error is defined as:

   (7)

By solving the mean square error, the relationship between the mean square error and the weight ωij and bij is established. Use the
following formula to solve:

   (8)

   (9)

   (10)

   (11)

   (12)
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Among them, l is the learning rate, the weight of the differential update weights through the learning rate and mean square error,
after several iterations, the BP neural network can obtain optimal weights, this weight is suitable for testing the remaining 90%
data sets, so as to find out the abnormal points.

For the test data set object, the actual data value is Xi, the prediction result is Yi, you can define the extent of each data set object
by the following:

Finally, N dimensional data objects in the test data set can calculate outlier degree of each object through the algorithm; it can
limit the outlier degree by the threshold, take the outlier data object as outliers, and completes the outlier detection.

3. Experiment and Result Analysis of Outlier Detection

3.1 Experimental Data Set
In order to verify the effectiveness of the algorithm proposed in this paper, the proposed BP neural network algorithm and the
traditional clustering algorithms [10] such as, LOF [11], PSO [12], and GA [13] are compared on the UCI data set. In [11], the LOF
algorithm using Hockey data, it has no objective criteria for outlier detection, in order to complete the comparison algorithm
better, this paper extends the data set of KDDCUP99, data set for outlier detection in UCI [14], select the appropriate data to
reconstruct the data set used in this paper.

The rules for reconstructing data are as follows: Select the data object in large group as a normal data object, select the data
object in small group as an outlier, which can effectively expand the differences between different categories, so as to construct
suitable for multidimensional outlier detection training data set and test data set, and it has a corresponding evaluation
standard. Because the UCI data set contains a large number of network connection records, each record contains the attributes
of more than 41, according to the experience of test results, 15 of these attributes have a greater impact on the results, so this
paper chooses the 15 great impact properties, and select 10050 data sets from the data set. The data set contains a total of 550
outliers in the data set, choose 10% as the training data, the remaining 90% as test data, ensure that training data have no
outliers. The data sets are used to test the effectiveness and efficiency of multidimensional outlier detection.

3.2 Experimental Results
In the course of the experiment, 15 meaningful attributes are selected in this paper, and the dimension of detection is 15, so the
input and output of the neural network has a total of 15 neurons. In general, the number of neurons in the hidden layer needs to
be greater than or equal to the number of the input neurons, in this paper, the number of neurons selected is 20. In summary, this
paper constructs a 15-20-15 BP neural network for multidimensional data outlier detection, and BP algorithm is used to optimize
the parameters of the BP neural network. In the initialization process, BP neural network is evaluated by random values. Using
sigmoid function given by formula (6) for the output of the incentive, using mean square error given by formula (7) as the error
propagation neural network, the maximum number of iterations is 1000 times. The following figure 2 (1) gives the results of the
variation of the error of the neural network training with the 15 different attributes, 2 (2) gives the overall decline process with
the BP algorithm of mean square error.

After iterative update of BP neural network, the neural network can effectively complete the forecast data in each attribute, the
remaining 90% data is used as the test data set, and predicted data attribute value is obtained after neural network predicts data.
The weighted entropy is calculated by formula (4) and (15), and the degree of outlier is calculated. according to the predicted

   (14)

   (13)

   (15)
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(1) Iterative error results of 15 different attributes

(2) The iterative results of the mean square error

Figure 2. Test results of BP neural network in training data set

attribute value and the actual attribute value. Figure 3 shows the comparison of the number of outliers and the number of outliers
calculated by neural network that trained in different times.

In order to give a more intuitive view of the advantages of the neural network in this paper, the author compares it with the
common clustering algorithm, LOF, SPO, GA and so on, the following table gives the comparison of the accuracy and time
efficiency of outlier detection.
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Figure 3. Comparison of the number of outliers predicted by weighted entropy of neural network and the actual number

Algorithm Correct rate of outlier detection Detection efficiency of
outliers

Algorithm in this paper 91.27% 136720ms

K-means 67.38% 2938ms

LOF 75.28% 5628ms

SPO 83.27% 2673ms

GA 81.38% 2698ms

Table 1. Comparison of accuracy and time efficiency of different algorithms in outlier detection

3.3 Results Analysis
The experimental results show that, through the combination of data sets to test the validity of this method, test 15 dimensional
attribute data in BP neural network. In the training of the BP neural networks, the mean square error and the mean square error
of all attributes are tested. The test results show that the BP neural network in this paper can effectively detect the outliers of
multi dimension data under limited training and error back propagation. In comparison with the actual data, along with the
increase of the number of training, the effect of neural network algorithm proposed for outlier detection has also been significantly
improved, when the number reaches a certain number, the detection of outliers gradually slowed down, the algorithm in this
paper, falls into the bottleneck of overfitting. In fact, compared with other algorithms it can be seen that this algorithm can detect
the outliers in the maximum limit, and because  the algorithm have training and testing process, so it’s time is more than
traditional method of unsupervised learning. But compared with the accuracy of outlier detection, the correct rate of the
algorithm has been significantly improved. By sacrificing the time complexity, the correct rate of outliers is significantly improved,
which is of great significance in outlier detection of multidimensional data.

4. Conclusions

With the rapid development of data mining technology, one of the most important research directions in data mining is to find
out outliers from the data to be mined. Outliers will have a greater impact on the various data mining algorithms, so it is very
important to detect the outliers from the data set before data mining. Starting from supervised learning, this article trains an
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effective BP neural network by extracting a small number of non-outliers in the data, then calculates the weighted entropy
through predictive value of neural network and actual result value, calculates the degree of outlier of each data object, determine
whether the data object belongs to outliers through the threshold. Compared with other traditional algorithms, the algorithm can
significantly improve the accuracy of outlier detection on the basis of sacrificing a small amount of training time. In the actual
use, with the increase of data size, the amount of data used for training is far less than the amount of test data, so that the time
complexity of the algorithm tends to be balanced with other traditional algorithms. In conclusion, the proposed algorithm can
effectively solve the massive multidimensional data outlier detection and data mining, which has important practical significance.
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