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ABSTRACT: Debates on managing electronic records does not seem to end. Various issues and challenges arouse
following contradicting concept, non-standard approaches and unsynchonised standards. Some are technical while
others are conceptual. Academic institutions and professional bodies undertake various projects with the intention to
seek for the best appropriate method and also the most acceptable concept to execute the endeavor But none of these has
remarkable success. Nonetheless, efforts are continually taken to come to the most agreeable and acceptable approach.
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1. Introduction

Rapid technological changes in the last two decades and the increasing dependence of society on technology or electronic
documentation, had sparked endless debates and heated arguments in records and information management. Professional
bodies undertake projects to address the challenges, study the nature of electronic records particularly understand the new
context and role of records, thus revising the previous definitions. Digital systems pose us with a tremendous challenge in
the creation, maintenance and preservation of records without tempering their value, integrity and authenticity. How technology
can assure the records trustworthiness? Has the international community of records professionals developed appropriate
strategies, procedures and standards to meet the challenge?

The Indiana University Electronic Records project led by Philip Bantin for example seeks to identify documentation or
metadata that must be presented to create reliable and authentic records. University of Pittsburgh Recordkeeping Functional
Requirements project is looking into the functional role of records before accepting only records with functional role has
value.  Functional requirements is crucial to ensure credible, reliable and authentic records are created, preserved and are
usable over time. The core of this requirement involves capturing, maintaining and migrating the content, structure and
context of records. The University of British Columbia (UBC) carried out project on the Preservation of the Integrity of
Electronic Records headed by Luciana Duranti. It attempted to establish what a record is in principle and how it can be
recognized in an electronic environment. The projects also seek to formulate criteria that allow for the segregation of records
from all types of information in electronic system and to define the conceptual requirements for guaranteeing the reliability
and authenticity of records in electronic systems. Finally, the project seeks to assess those methods against different
administrative, juridical, cultural and disciplinary points of view.

Another project undertaken by the University of New South Wales in collaboration with Monash University of Australia
works of metadata schema and  the continuum model. Despites of various projects, there is no solution to electronic
recordsmanagement.  Perhaps, issues embracing electronic records become diverge which make McKemmish advice that
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professionals in the area should now work together rather than involve in endless debates on what is the best way to manage
electronic records.

2. Why Do Electronic Records Management Pose A Real Challenge?

The research team on the Preservation of the Integrity of Electronic Records Project of University of British Columbia
suggests that for any electronic records to be created, the requirements listed below must be met:

i. Medium – the entity needs to be saved on a medium at least once when compiled or received.

ii. Content – the entity needs to carry facts or information. The so-called virtual records consists of pointers
needed to create documents, have a content constituted by the information on the basis of which such
documents are created. If these virtual entities meet all the other necessary and sufficient requisites, they are
records of the sources used to create records. The same reasoning can be applied to metadata.

iii. Form – the entity needs to have a readable and intelligible form. As the form is taken by the content that is
affixed to the medium, it follows that the physical and intellectual form is stable at the moment of creation.

iv. Persons – the entity needs to have an author, a writer or originator, an addressee and a creator. Do these
persons need to be human being? No. They need to be recognized by the juridical system as capable of acting,
that is, as having a will that can create, maintain, modify, or extinguish situations.

v. Acts – the entity needs to be directly connected with some action. Specifically, it must either carry out an
action, provide evidence of an action already carried out, provide support to an action, or provide information
on which to base action.

vi. Archival bond – the entity needs to be part of the whole of the documents made or received in the course of the
activities of its creator.

vii.          Transmission - the entity needs to be created with the intent and the capacity of being communicated.

Unlike paper medium records, the prerequisite for records under the electronic environment is that, all the requirements above
must coexist in any given entity for it to be considered a record. The necessary components of records in paper medium are
the medium, content, form, persons and acts. Intent of the author to transmit and capability to be transmitted are implied by
the necessary existence of an addressee. Because of the necessary intent to transmit and capability of the record to be
transmitted, readability to and intelligibility by the addressee at the moment of the creation are also implied.

So, what is electronic record?  An electronic record can be defined in a decontextualised way by identifying and defining its
necessary and sufficient components in such a manner that they can be recognized and captured by a digital information
system (Duranti 1999).

Electronic records differ from paper records as the component of former may reside in different parts of the medium or even
of the system and may not physically exist if not purposely generated. This means that a complete record is one whose
components have been inextricable and irreversibly linked to each other and have been made explicit by transforming them
in an element of form. Duranti (1999) adds another difference is in multiple manifestations of individual elements of form. In
an electronic record, one may have several dates (assigned by the author) which demonstrates the relationship between the
author and the content; the date and time of transmission to various parties and for  various purposes; and date and time  of
retrieval.

Records are kept for their purpose to provide evident. To qualify as evident, records must have legal value. Such a value
resides in the originality of document.  The concept of an original as applied to paper documents is more problematic when
it comes to electronic records. It is becoming increasingly easy to duplicate records in such a way that the original can no
longer de distinguish from the copy.  Furthermore, an electronic record may simply consist of link to other electronic records
(Guidelines on Best Practices for Using Electronic Information, 1997).

The challenges posed by electronic records has prompted professional in the area to revised various concepts particularly
records. As mentioned earlier, various projects have been carried out just to seek for the appropriate definition of records. But
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these projects have not given any significant solutions. Project carried out by Bearman has not been fully successful to
exactly understand the meaning of records. The same goes to Duranti.  Technology has changed the meaning and context of
records. McKemmish and Piggott (1994) wrote that the loss of physicality that occurs when records are captured electronically
is forcing archivists to reassess basic understandings about the nature of the records of social and organizational activity,
and their qualities as evidence.

Duranti (1999) claims that majority of records generated in the last decade are less reliable, retrievable or accessible than ever
before.  It is actually one of the ironies of the modern information era. Software systems generate, manage and store digital
data using technologies and media that are not developed to segregate records from other types of information. With this
kind of system digital data cannot be considered trustworthy, perhaps it is easily lost in a self-perpetuating and expensive
cycle of obsolescence and incompatibility.

Records relevant to a single matter commonly exist in various media and formats such as paper file, word processor, e-mail
spread sheet and database.  These data is meaningless unless explicit intellectual link is established.

The common practices by many organizations world-wide create records in a single medium than reduce to one medium to the
liking of respective organization. For example, paper documents and scanned into electronic systems or converting these
records into microfilm. If such attempts are seen as a way of managing electronic records, then a danger is awaiting in
electronic records management. In many organizations, these efforts have proven unsuccessful.

Is electronic management a problem? Fuzeau (2003) asserts that the production of electronic records that need to be retained
often for a long period has caused radical changed in the information handling and management environment. This situation
is more chaotic in France since this new paradigm is accompanied by the development of law regarding standards an in the
way organizations manage their records. This was not the case under the previous environment, the paper records.  The
impact has been both on the public and private sectors taken separately.

Apparently, not all records can be converted into another medium and format.  Hypertext records cannot be printed out to
paper and scanned maps or photographs are not always reliable surrogates of the paper originals.  Furthermore, court
decisions have agreed not to recognize the practice of converting electronic records to other media on the grounds that the
converted records lack of admissibility for use as evidence.

Why electronic record is problematic? Atkinson (2002) argues the traditional description well applied to paper records is
however being ill suited to electronic records. This problem prompted several professionals in the area of archives put
forward metadata systems approach. What is metadata? It is a description or profile of a document or other information
object. The description may contain data about the context, form or content of the document. In an electronic environment,
metadata are attached to, or form an integral part of, each record (Kennedy & Schauder, 1994). Without structure and context,
the context of a record is of no use. It is the combination of record’s structure, context and content that help in understanding
record’s creation and its use within an organization (Bearman in Wallace, 1993). Metadata systems call for archivists to take
more interest in the context and structure of electronic records than their content. Metadata are essential if archivists are to
maintain the integrity and authenticity of evidence of actions (Duff, 1995a).

Regardless the impact that metadata can give, Duff mentioned that no one knows yet if total reliance on metadata systems for
description of electronic archives will work. Thus, further research must be carried out about the impact that different
descriptive systems have on the users before pursuing the course encouraged by metadata adherents. Effort by various
parties in establishing various and different standards should not be encouraged. Why must there be several standards?
Why are professionals in the area never come to one agreed approach? This is among the issues embracing electronic
records management.

O’Shea and Roberts (1996) suggest that “one of the developments which would overcome the software dependence of
electronic records is the adoption of a standard for records as metadata encapsulated objects (MEO) to ensure interoperability
between recordkeeping systems environment. This would give them independence of specific custodial settings. While the
MEO model is not primarily directed towards solving the problems of technological change, one result of its adoption would
be to make it much easier for archives institutions to take electronic records into their physical custody”.
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The metadata systems urge records managers and archivists to be involved early in the life of a record because electronic
records require description earlier in their life cycle order to address the descriptive needs for records that may never be
transferred to the physical custody of an archive, and to ensure that the standards and procedures for describing electronic
records are established when an automated systems is designed (Hedstrom, 1993).

But metadata systems are found to be flawed, as archivists have little influence over the context and structure of electronic
records. While paper records could be left in boxes for long years and could still be readable and evaluated provided they are
kept in reasonable condition, electronic records do not posses this specialty. Technology change rapidly. The medium to
store the records and the hardware to read might be obsolete in only five years.  Software obsolescence would almost make
the records unreadable. Thus according to MacNeil (1995) metadata system approach destroys the preservation of evidence.
However, MacNeil’s claim was argued by Atkinson as based too much on a theoretical nicety.

3. Has Electronic Records Management Been Successful?

Reed (2000) reports that the progress of electronic records management is not promising. Many more radical thinking are
required to tackle this endeavor. There are many obstacles and unclear methods. Reed reported Hedstrom as saying that the
assessment to electronic records management programs progress as modest. Barriers to success was identified as:

i. lack of credibility of the archival community and individuals which undermines the ability to gain appropriate
support and resources for archival programs;

ii. legal and structural barriers which limit both the view of electronic records as records and the jurisdiction of
archives programs to effectively participate in the management of electronic records;

iii. tyranny of obsolete methods;

iv. problems of access to technology and appropriate expertise to develop effective  responses to electronic
records;

v. lack of resources; and

vi. inability to express archival concerns in ways which are shared by executives, managers, auditors or information
system specialists.

Reed further explains that success factors are not easy to determine despite modest success. Individual programs are
effective within the limited confines determined by the agencies. But according to Hedstrom the key to success seems to be
flexibility of approach; perseverance; working in conjunction with ‘partners’ in technology planning and management; and
every organization must craft a program and approach that is appropriate for the business needs and culture of the institution
and customers it serves.’

The experiences of eleven electronic records programs mainly from the US are laid out. These experiences are from those
already working in with electronic records for nearly two decades. Among the factors that hinders success in electronic
records management are as follows:

i. the optimum approach to the positioning of responsibilities for electronic records programs within archival
institutions is not clear.

ii. Policy and guidelines for incorporating electronic records concerns into the larger recordkeeping regimes have
been developed by various entities, notably the United Nations and the Australian Government

An (2001) suggests that the records continuum model as best practice model for managing records as in integrates frameworks
(provides levels of integration as requirements for best practice); integrated approaches (provides positive ways of thinking
for archival concepts) and integrated control (provides a set of unified criteria for measuring models and methods to the best
practice). This can be clearly seen in Figure 1. The continuum model postulates a continuous series of elements passing into
each other in which no separate parts are capable of being perceived. It brings into sharp focus the need y to re-orient, what
some might perceive to be, the traditional archival mission.

In contrast, Erlandsson (1997) reports Duranti and MacNeil as saying that “continuum approach has its disadvantage. This
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approach is that its advocacy of a complete integration of responsibility and jurisdiction fails to take into account the need
to separate competence for long-term preservation, in order to ensure the reliability and authenticity of inactive records ever
time”.

In France records management is still in search of a direction despites its strong link with European directives on the
electronic signature and the digital economy. The two standards popularly used in France – the ISO 15489 and French
national standard NF Z 42-013 to some extent have been used with confusion. This is because the two standardization
processes were unfortunately carried out without any formal collaboration. The relevant users make up two different working
population- information professionals and solution providers with two bodies driving each standard. They are the National
Archives and the Association of Electronic Document Management Professionals (Fuzeau, 2003).

Though managing electronic records is problematic, but electronic records management is a key technology underpinning
electronic government (e-government). Electronic records unlock the content previously difficult to access in paper form,
enable more effective sharing of information and contribute to knowledge network flows. They support evidence-based
policy making by providing reliable evidence of past actions and decision; but to do so, it must be managed so as to retain
integrity and authenticity.

Realising the increasing importance of electronic records, the government of the UK calls for organization across the nation
to establish the framework for electronic records management systems by the year 2004. The framework should provide
background guidance to assist with the inclusion of electronic document and records management consideration in
departmental e-business strategies; provide a framework and a set of milestones for departments and agencies to move
toward full electronic records management by gaining formal control of existing electronic records that have value as
evidence; and to plan for the implementation of electronic record management systems that will meet the Modernising
Government target; encourage the adoption of cross-government standards for metadata and interoperability to support
greater commonality and inter-departmental working in electronic document and records management, and in the sharing and
exchange of electronic records between government systems.

As the case of Malaysia, Rusnah (2001) reported the needs for electronic records and information or documents management
is rather pressing as its government is striving towards establishing electronic government. Initiatives have been taken to
materialize the endeavor through various projects particularly Multimedia Super Corridor, established in 1996, emphasizing
the application of information technology in all aspects in administration. E-government systems will be extended to a wide
range of functions by the year 2005 covering daily operations of 24 ministries and 118 federal departments. The extent of e-
government coverage indicates the volume of electronic records created in Malaysia, thus leaving impact on recordkeeping

Figure 1. Components of a Best Practice Framework



  6    International Journal of Information Studies   Volume  3   Number   1  January   2011

particularly electronic records. In contrast, Zawiyah and Noor Halina (2004) discovered that financial institutions in Malaysia
do really understand the advantages that records management could offer but surprisingly are not ready to take actions or
steps to reverse the situation. To them records management is deemed necessary to be in place but it is not crucial, as the
need is not pressing. Financial institutions have not heard any case of business closure due to failure in managing records.
But on the contrary, financial institutions admit that records/information management gives untold advantages especially in
sustaining competitiveness in the industry (Hafizi & Zawiyah, 2004).

Malaysia is not ready with problems related to records. Records managers, the critical post in records management business
is not yet in the list of Public Service Department. Who will be given the responsibility to handle records? Contrastingly, in
the developed countries, professional bodies have been set up, education and training in the are intensively carried out in
response to the challenges in managing electronic records. Projects, collaborative efforts, standard and procedures are
formulated and revised to look for best practice.  Rusnah (2001) anticipated Malaysia will be facing problems such as:

i. the use of media that are unstable or unproven for long-term storage

ii. the risk of loss of critical records due to the use of software facilities or poor backup practices

iii. the risk of alteration, thereby compromising the integrity of electronic records as evidence; technological
change in hardware and software environments, and

iv. the fact that electronic information systems are generally not designed to keep records.

The above situation presents the most serious challenges to the mission and work of the records managers. Who ever will
manage records in Malaysia (records managers or archivists) will have to work extremely hard to catch up with what has taken
place elsewhere in records and information handling. Though, in the current situation, the   awareness of managing electronic
records seems to nurture in government departments, but this has not been accompanied by appropriate strategies and
actions.  As  Zawiyah and Noor Halina (2004) noted, the problem related to records management in Malaysia has connection
to laws and regulations. The legal framework of managing records affects the implementation and adoption of records
management practice.

Numerous works has been written about electronic records management particularly in Australia, Canada, Europe, the USA,
China and the UK.  Much of these works are about developing, testing, revising and formulating either standards, policies,
guidelines, models and procedures appropriate for managing electronic records. Thus, it is theoretical in nature.   Malaysia
is not too far behind these countries to promote and adopt records management.

Though the government of Malaysia is committed and making investment in the establishment of information society and
information technology, but there is no clear defined provision for electronic records management.

In the more general setting globally, the business of managing electronic records involve two aspects, first, technology and
second organizational and legal trends that are having an impact on the ability of organization to keep and manage records
that are in electronic form. The professionals will have to reposition themselves to manage this stuff. Thus, records as the
main subject and records management as the technique of handling the subject need to be reviewed and redefined. Following
this, implementing the proposed strategies will require the crafting of tactics, including standards (Erlandsson, 1997).
Committees are formed and projects are undertaken in order to test the new framework and standard. But records and
information managers are lacking in information technology skills.  They will have to seek for partners to make the strategy
works. They need the knowledge from other area such as information science, computer science, general management and
library science.

Other than new area of knowledge, records and information managers must be able to keep in pace the significant changes
that are taking place in information technology and the extent to which this is having as impact on record and information
management. Records and information managers rely on the product, especially software developed by suppliers, who, more
often than not has not been besmeared with records. Suppliers are interested in the technical applications. Thus, products
become the main focus. These products are developed with the hope they are compatible and suitable to records management.
Suppliers are not worry about the rapid changes or maturity level of technology, which can affect the reliability, authenticity
and the integrity of records. To them, these problems can be minimised by establishing standards. Thus many standards
come into existence, each seems to differ from the other.
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In addition, modern organisations are also affected by trendy phenomena such and re-engineering, downsizing and
restructuring other than the evolution in the legislative and policy environment. All these landscape influence the strategies
and options that records and information professionals will need to pursue.

4. Standards and Definitions: the Needs for Synchronisation

It can be generalized that electronic issues embracing records management are far from being solved. Methods, policies and
procedures are continually debated and revised. Furthermore, McLeod (2003) argues that having standard is excellent but
transmitting to work practices is another thing. The available standards are not compliance standards or which have not
become “de facto” industry standards. Before ISO 15489, the profession has had a national standard for records management
since mid 1990s in the form as AS4390:1-6. This standard was utilized as a framework for good records management practice.
But the usage of this first national standard developed by Standards Australia is less apparent in the private sectors. Why
do private sectors less keen to adopt records management practice? Is records management solely the responsible of public
sectors? Does this situation relate to the question of legal framework?

Central to the problem of managing electronic is the definition of record itself. As already discussed in chapter two, there is
little agreement about what characterizes a record. Different groups offer many varied perceptions. Some stress on the
evidential quality to support accountability, while others emphasise on the transactional characteristic of a record.

The disagreeableness in the definition of records has impacted the practices in the management of electronic records
(Roberts, 1994).  Some regards managing databases as machine-readable or electronic records, where actually it is only
operating electronic information system rather than electronic recordkeeping systems. It is for this reasons, records
management is still grappling for solution. But managing electronic records is unavoidable as Reed (2000b) suggests electronic
transactions are the stuff of the future and integrating them into business systems is imperative - not an optional add on to
doing business, but imperative for the survival of all businesses in the electronic world.

No matter what strategy is in use, the methods for electronic records management requirements and archival descriptive
requirements should not be confusing and contradicting each other. For example, metadata systems should be seen as
management tools to preserve corporate memory and accountability embedded in an electronic records system while description
captures and communicates knowledge about the context of records creation within an organization (Erlandsson, 1997). The
different approaches should work in harmony without displacing one another. But, from the very beginning, the underlying
principles for retaining records differ from one part of the world to the other. Apparently, Menne-Haritz (1993) is right when
she summarises the situation as “the technology comes from the USA … the concept of evidence … has its basis in the
European administrative tradition …”.  This it is not surprising when views of records and records management especially
when electronic record is concern are contradicting.

5. Conclusion

It can be concluded that the business of electronic records management is revolving around two areas. One, about converting
documents from paper to electronic format by mean of scanning. Scanning can take two forms i.e. simply scanning the
document to obtain an image of it, and scanning the document and then encoding it in electronic from using optical character
recognition. Another area of electronic record management is handling digital document and e-mail. The medium to store and
capture data are increasingly varies from Microfilm to magnetic (diskette, cartridge, tape, cassette, digital audio tape and)
optical media (CD-ROM, digital versatile disk, write once read many and erasable optical disk). The format of medium of
storage can be in the form of high density floppy disks, removable hard disk and credit card memory.
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