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ABSTRACT: Telematics is a composite of vehicle tracking system and vehicle navigation system. Information Management
systemisusually used for maintenance and troubl eshooting purposes only. A Telematics & Information Management system has
been developed to facilitate a driver in driving, as well as maintenance of a vehicle. The designed system provides a broad
spectrum of servicesranging from automotive tracking, navigational, engine health monitoring, and driver-profiling to e-tolling.
Cybersecurity facet of the CATIM S has been designed and devel oped to protect the system from acyber-attack. Thetransmission
of telematics dataover a GSM/GPRS network can be intercepted and val uable organizational information can be compromised.
Theinformation transmitted by CATIMS device to central server and vice versato CATIMS is encrypted. Industrial standard
protocol SSL isused to secure the TCP socket which is primary communication channel of the CATIMS. AES isemployed to
securethe SM S, which isthe backup communication channel. CATIM S deviceisbased on an M2M Processor. CATIM S hasan
integrated on-board diagnostics (OBD) modul e to provide various vehicle parameterslike speed, rpm, throttle, and fuel level etc.
Embedded WiF module pairsup with Nokia Lumia Tablet to provide tracking, and navigation functionality. C#.net and NI
M easurement Studio based App powered by MS SQL Server added information management featuresto CATIMS. This paper
presents the complete system design and devel opment lifecycle (SDL C) of Cyber-secure Automotive Telematics & Information
Management system (CATIMS).

Keywords: M2M Processor, Automotive Telematics, OBD, SSL, AES

Recelved: 10 September 2013, Revised 14 October 2013, Accepted 19 October 2013
© 2013 DLINE. All Rights Reserved.

1. Introduction

Vehicletelematicsis an emerging field and modern requirements of pay-as-you-go and e-tolling are driving innovationsin this
field[1]. Vehicletelematicsisamuch evolved form of avehicle tracking system. Telematics system provides additional features
that are generally not availablein aconventional tracking system. The fundamental part of thetelematics systemissimilar toa
Tracking System, as telematics system provides vehicle position through a GPS. Telematics system is equipped with a display
unit to provide the navigational feature[2]. Telematics system can provide engine dataviaan OBD interfacefor vehicle'shealth
monitoring and to profile thedriving habits of the driver [3]. A low CapEx (Capital Expense) and alow OpEx (Operating Expense)
tracking system with additional benefits of Telematics system is a dire need of automotive industry, in low to medium cost
vehicles.
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Telematics system providesthe features of vehicle navigation devicein addition to the vehicle tracking system. The capabilities
of afleet management system can be increased many folds by the introduction of telematics system in-place of a conventional
tracking system. Cybersecurity is the next big point of concern for every organization on the globe now-adays [4]. After the
advent Stuxnet the cyber-warfare concepts have struck the world with lightning speed. The theoretical or imaginative world of
cyber-warfare has unfolded itself to every connected part of the globe. Cybersecurity, Information security and information
assurance are top-most agendas of every business ranging from Googleplex at Californiato an emerging start-up like Convo.
Stuxnet brought cybersecurity down to ground-plane of microcontrollers and embedded systems from the high pedestal of
Industrial Servers. Every port, every communication channel hasto be secured [5].

Automotive Information Management system so far is used at maintenance centersfor vehicle diagnostics and repair services.
OBD (on-board diagnostic) scanners are used to obtain critical engineinformation that determinesthe health of avehicle. This
datais not always available with the driver since information management system is not available in the vehicle. Automotive
telematics system has been developed to:

* Innovate the Automotive Telematics System design
* Integrate of Automotive Information Management System with Telematics System

* Incorporate Cybersecurity into Telematics System

A novel approach of integrating the automotive information management system with the telematics system is adopted for this
research. This integrated approach allowed the driver to view and log critical engine data, while enjoying the navigational
features of atelematics system, in a Cybersecure environment. A cybersecurity framework has been designed and incorporated
for the Cybersecure Automotive Telematics & Information Management System (CATIMS). The Paper presents an introduction
to the design of Secure Telematics System, hardware design of the CATIMS device, the cybersecurity incorporated over the
communication channels, device firmware algorithms and finally the testing results of the device. The location information
transmitted by the CATIM Sdeviceisfed to adatabase server. An application server or atracking server then plotted the vehicle
location on GIS maps. The architecture of adeveloped CATIMS systemis shownin Figure 1.
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Figure 1. Cybersecure Automotive Telematics & Information Management System —Architecture

2. CybersecureAutomotive Telematics& | nformation M anagement System (Catims) Design

Cybersecure Automotive Telematics & Information Management System (CATIMS) isanovel idea of integrating automotive
telematics system with an automotive information management system. CATIMS device is based on Sierra Wireless M2M
Processor, AirPrime Q2687 [6]. Q2687 iSARM9 Processor with a3G GSM/GPRS Modem. CATIM Sdeviceiscomposed of aGPS
receiver (eMD3622), GSM/GPRS Modem and acontroller (Air Prime Q2687). The CATIM Sdeviceispaired viaan embedded WiFi
Module (Roving Networks RN-171) to the NokiaL umia2520 Tablet. The design layout of CATIM Sdeviceisshownin Figure 2.
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Figure 2. Design Layout of CATIMS

CATIMS acquiresitslocation through GPS and transmitsit through GSM/GPRS modem. GPSreceiver by receivessignalsfrom
at-least three geo-stationary satellites and computes its position on the earth. The computed position is fed the Controller.
Controller establishes a TCP or UDP connection to a remote server via GSM/GPRS modem. Controller transmits the GPS
computed position to the server. SMS is a backup/secondary communication channel. Since the GSM network is prone to
different kind of attacks the communication channels has to be secure or encrypted.

2.1 CATIM SDeviceControl Board Design
Themain controller of the CATIMSBoard isthe SierraWirel ess Q2687. eM D3622 (or GN-8402) GPS modulefrom eRideisused
as positioning solution [7]. The layout of the CATIMS device board is shown in Figure 3.

TXS02326A 1C from Texas Instruments (T1) provides the Dual SIM interface [8]. Power supply has been designed using TI's
TPS5430[9]. LiPo battery charging solutionisprovided by TI’'sBQ24105RGY [10]. UART isprovided as configuration port. The
UART Transmit pinisinternally controlled viadigital switch and is enabled by the controller on the entry of avalid password.
The board is fitted with four tamper detection switches on its corners to enabl e the detection of device tamper attempt.

The Power-good signal of the charging circuit is used as a connector-removal detector. Board is provided with ULN2003,
Darlington Transistors|C for external controlslike Engine Cease[11]. ELM 327 isused for OBD interface[12]. OBD provides
real-time diagnostic datalike Speed, RPM, Throttle, Fuel Level, detailed engine parametersetc. The PCB layout of the CATIMS
Control Boardisshown in Figure 4.

2.2 CATIM S SoftwareAlgorithms
CATIM S softwareimplementstwo main algorithms, first Main Program Flow and second SIM Switching Algorithm.

221 CATIM SProgram Flow:

Therearefour tasksin the main program of the CATIMSi.e. Location Data Transmission, Command Reception & Implementation,
Interrupts Handling and Jamming Detection. All the four tasks are executed in-parallel. Location information obtained viaGPSis
reported to tracking server on a configurable timer. The value of this timer can be configured remotely through a command.
CATIMS has feature to remotely disable/cease the engine of the vehicle through an external relay installed on engine-ignition
wire.
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Figure4. PCB Layout of CATIMS Control Board
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An Emergency switch can beinstalled in the vehicleto raise an SOS alert. Tamper, Emergency and Connector- Removal features
areimplemented through external interrupts. In case of atheft attempt or an accident Tamper, Emergency or Connector-Removal
isreported within 10 seconds of the event. Jamming detection feature can detect aGSM Jammer and disable/ceasethe engine to

avoid vehicle theft.
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Figure 5. CATIMSMain Program Flowchart
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The communication from CATIMS to Tracking Server and vice versais on TCP/IP Socket (primary channel) and on SMS
(secondary channel). Both the primary and secondary communication channels have been encrypted to ensure data security.
SSL/TL Shasbeen used to secure the TCP Socket connection, the primary communication channel [13]. AES- 256 has been used
to securethe SM S Communi cation, the secondary communication channel [14]. The flow of main program of CATIMSisshown
intheFigureb.

2.2.2 SIM SwitchingAlgorithm:

CATIMShasDual SIM operation feature. Only one SIM can be active at any given time. The preferred communication channel
in CATIMSisGPRS (TCP/IP Socket) with SMS as backup. A SIM Switching algorithm has been designed and implemented in
order to keep the CATIM S communication to stay most of thetime on GPRS. CATIMSinitiates GPRSon SIM-1. If GPRSfailson
the SIM-1, backup communication channel of SMSisused.

CATIM S makestwo re-attemptsfor a GPRS connection every 5 minutes. I n case of two failed attemptsto register on GPRS and
after a continuous GPRS failure of 10 minutes CATIMS switchesto SIM-2. The SIM Switching Algorithm performs the same
GPRSregistration re-attemptson SIM-2.

The processisrepeated until GPRS connectivity on either one of the SIMsis achieved. Meanwhile backup communication

channel of SMSis used for both Location Data transmission and command reception. The CATIMS SIM can be switched
through aremotely through acommand, if required. The flowchart of the SIM Switching Algorithm is shownin Figure 6.
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Figure6. CATIMS—SIM Switching Algorithm
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2.23CATIMS—Product Design

After developing themain board of CATIMS, 3.7V 2000mAh LiPo battery was selected for the CATIM S[15]. After selection of
the battery, the casing for CATIMS Device was designed. The front panel of the CATIMS casing had slots for GSM & GPS
Antenna SMA Connectors[16]. The front panel had a provision for GSM & GPS indicator LEDs as-well. The front panel of
CATIMSisshowninFigure?.

Therear panel of CATIMS hasafour-pin +12 DC Power Connetor. The CATIMS can be attached to +12V DC Power of aVehicle
directly. CATIM S has built-in power supply to provide +3.3V and +4.3V required on the control board of CATIMS. Rear panel
provides a nine-pine DB-9 connector for UART cable connection to host PC for code debugging and CATIMS configuration.
Therear panel of the designed CATIMS is shown in Figure 8.

Anin-house casing was developed for CATIM Sto validate the product functionality. The prototype casing for thefirst version
of the CATIMSisshown in Figure 10.

Finally a customized and ruggedized (dust-proof & waterproof) aluminum casing was developed for CATIMS.
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Figure 7. Front Panel of CATIMS
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Figure 8. Rear Panel of CATIMS
3. Secure Communication M odel Of Catims

CATIMS utilizes TCP/IP as primary communication channel and SM S as backup or secondary communication channel. Both
these channels have been encrypted in CATIMS communication to enhance security of public network (GSM/GPRS)
communication. Thusthe CATIM S communication dataif intercepted over aGSM network will comprise of SSL encrypted data
on TCP Socket and AES encrypted on SMS. Therefore additional effort is required to access plain data of CATIMS, hence
making it a Secure Telematics System.

3.1SSL —TCP/IP Socket Communication

Secure Socket Layer (SSL) was developed by Netscape for its browser and mail applications[17]. Transport Layer Security
(TLS) or SSL has now became ade-fecto standard for internet communication. SSL provides acryptographic security. SSL uses
asymmetric cryptography for key exchange and symmetric cryptography for data encryption & decryption. SSL effectively
provides an encrypted channel with end-to-end authentication and security. All the key exchange and encryption algorithmsare
managed by SSL itself, providing plane data at both the ends. Each CATIMS Client was assigned an ID. CATIMSID, IMSI &
IMEI Numberswere fed to central database for additional authentication [18].
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TheComplete Casing Design Of Catims|sShown In Figure9
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Figure9. Casing Design of CATIMS

Figure 10. CATIM S Prototype Device

3.1.1SSL CertificatesGeneration & Management

SSL Certificates are generated for each client by a Certification Authority (CA) or atrusted athird part service provider. A local
CA was established to generate SSL certificates for CATIMS clients. 2048-Bit SSL Certificates were generated for CATIMS
clients[19].
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3.1.2 SSL CertificatesDownloadinginto Device
The SSL certificateswere loaded into theinternal Flash of SierraWireless Q2687 module.

3.1.3SSL Authentication

Only CATIMS clients with valid SSL certificates can connect to the CATIMS Tracking Server. To further authenticate the
CATIMSclientsID, IMSI & IMEI Numbers are verified from the central database. CATIMSswithvalid ID, IMSI & IMEI can
connect & communicate with the server.

3.2Encrypted SMS
SMSisabackup or secondary channel of communicationin CATIMS. Advanced Encryption Standard (AES) isused for SMS
encryption. CATIMS SMSencryptionisAES-256 based [20].

3.2.1 AESEncryptionfor SMS
256-Bit AESis used to encrypt the location data to be transmitted to the server.

3.2.2AESKey Exchange
32-Byte AES Key isexchanged by CATIMS on first-time SSL connection to server. AES Key can be exchange later through a
command.

3.2.37-Bit Encodingfor Encrypted SM'S

AES encrypted data produces non-printable characters (from ASCI| character table), which can betransmitted viaSMS[21]. To
convert non-printable characters to printable characters a 7-Bit encoding scheme is used [22]. The resultant data comprise of
characterswithin printable range.

4. CatimsTesting Results
CATIMS was subjected to detailed testing. Three CATIMS devices were registered with the tracking server and dual SIM

operation was tested. The command execution feature was also tested. CATIM S devices were tested both indoor and outdoor
for location information. The SIM Switching Command Execution time responsefor three CATIM Ssisshown in Figure 11.

il

2 3 4 5 9 10 11 12 13 14 15

120

100-

8

=

6

Time (Sec)
o

4

o

2

o

o

SIM Switching Command Execution

Figure11. SIM Switching Command Execution
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The avaerage time taken by the three CATIM Ssfor SIM Swithcing command execution isshown in Figure 12.
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Figure12. Average Timeof SIM Switching

Different commandswereissued from tracking server to three CATIM Ss. The accumul ative command execution response with

Acknowledgment reception & non-reception, and Command I mplementation responseis shown in Figure 13.
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Figure 13. Command Execution Response

A CATIMS was then fitted into a Vechicle and the vehcile was traveresed on a predifened testing track. The resultant location

information obtained was plotted on the Google Maps. The Google Map plot of the test track isshown in Figure 14.
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Figure 14. CATIMS Google-Map Plot
Telematics data can be used to profile driving habits of a particular driver. Driver’s speed profile shows how good or rough a
driver iswhile observing the speeding limits on the roads. Driver’sdriving patterns are of aparticular interest for theinsurance
companies. A driver’s speed profile based on speed data obtained through CATIM S is shown in Figure 15.
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Figure 15. Telematics Databased Driver Profiling

Conclusion

CATIMSisalow CapEx and alow OpEXx telematics system with additional feature of an Information management system. A
secure automotive telematics system has been designed & developed with a primary purpose of securing the communication
channelsover aGSM network. Therefore cybersecurity has been incorporated at the embedded system level. The hardware for
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the device was selected after a thorough research and topnotch devices were selected for the CATIMS. An authentic and
industry standard SSL protocol wasimplemented to secure primary communication channel of the CATIMSi.e. TCP/IP Socket.
SSL provides user authentication aswell as data encryption and integrity. 2048- Bit SSL certificates provide areliable security
to the CATIM S communication. SM S communication has been secured with AES-256. Command execution results shows that
CATIMSisavery reliable device. Thetrack plot of the CATIMS transmitted location information is accurate up-to vehicle
navigation standards. Future research work will mark theinclusion of 3-axis accelerometer in CATIM Sdesign for detailed Driver
profiling, and forensic analysis for accident scenarios.
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