Priority-based hierarchical inference rules algorithm for alarm correlation
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ABSTRACT: An abstract model of thelogical relationship among the alarm and algorithm based on hierarchical priority alarm
correlation inference rules are proposed by analysis of existing alarm correlation needs. The algorithm clearly describes the
relationship and alarm, and can be flexibly combined multi-part configured to expand coverage areaof thealgorithmrules. Itis
in favor of knowledge update in change process of the network structure.
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1. Introduction

With rapid devel opment of mobile communication industry, communication network scal e unceasingly expands, complexity of
network is more and more high. In order to ensure safety of telecommunications networks, stable and reliable operation, fault
management function in network management attracts more and more attention of the network operation Department. When a
fault occursin the network, to judge fault reason, nature and location as soon as possibleisakey prerequisitefor troubleshooting.
However, the communication line among devicesareinterrel ated in acomplex telecommuni cations network, faults of adevice or
aline often causerelated multiple devices or multiplelinesgenerating alarge number of aarminformation at the sametime, which
makes network fault diagnosis becomes very complicated.

The best way to solve the problem above is to adopt analysis method of alarm correlation. Alarm correlation analysis is to
combine multiplerelated alarm through mergers and transformation, in order to make it become afew alarms containing more
fault related information. So that the number of reporting alarm isdeclined, and network operation and maintenance personnel’s

116 Journal of Data Processing Volume 6 Number 4 December 2016




work burden isalso reduced. It also helpsto identify the fault position and reason in the shortest time and eliminate the fault in
timein order to restore normal businesstransmission. So alarm correlation analysis has attracted more and more researchersto
explorein the technology and theory. It mainly includes foll owing methods:

(1) Alarm correlation based on case reasoning [ 1-3]. Experience problem solutions are stored in case base. When meeting the
guestion, people can search the case base for similar solution case at any time, in order to obtain current problem solving
method. The advantage of this method is relatively easy to build the case base, simple and fast in solving problems and high
efficiency, with the ability to self-learning and self-organization. However, this method does not have the versatility to be
tailored for each application areas, on the other hand associated with processing capabilitiesfor real-time alarm insufficient, and
there is no theoretical basis for the strict sense.

(2) Alarm correlation based on artificial neural network [4, 5]. Its neural network istrained by using the network device alarm
information and the actual network fault conditions to enable them to identify the specific fault. Its characteristics are fault
tolerant, capable of self-learning, self-organization and adaptive. But it takesalong timetraining, after training artificial neural
networks are often difficult to interpret their results.

(3) Alarm correlation method based on code [ 6]. It is performed through the establishment of potential problems (failure) and the
characterization of these issues symptoms (warning) of incidence matrix and use it to locate the problem. Code based alarm
correlation method is simple, wide application range, speed, but the method is not good enough adaptability, code design and
modification requires human involvement, intelligenceisnot high.

(4) Alarm correlation based on data mining method [7-10]. It introduces data mining technology into alarm correlation, and
reveal sthe hidden rules of meaningful knowledge and information in the sign behind the massive failure of the original low-level,
so that network managers can quickly locate faults and make further decisions and failuresforecast. Using data mining methods
better ableto adapt to alarm correlation dynamic changes of the network, and can use alarge number of outstanding mining field
method to identify hidden rulesin the event log. However, thisruleistoo trivial, but the law can only reflect the local area, it
needs to be combined with other methods for processing in order to achieve better results.

(5) Alarm correlation based on inferencerules[11, 12]. The alarms correlation knowledgeis organized into a set of rules, which
rules the current state of the system using a rule-based inference mechanism to determine the system should be implemented.
“ldentification - movement” cycleisrepeated to satisfy all of the rules match the current state until no matching rule. Inference
rules based alarm correlation method is intuitive, flexible and easily to be handled in reasoning modular. This method is
particularly suited to address those covering an areaof small, relatively stable and unchanging, has been well understood in
thefield.

This paper analyses of existing alarm correlation demand, the model of abstract logical relationship between the alarm and
proposed a gorithm based on hierarchical priority alarmsassociated inferencerules. Thealgorithm clearly describestherelationship
between alarms, and can be flexibly combined multi-part configured to expand the coverage areaof therulesof theagorithm,
the process in favor of the change in the structure of the network to update their knowledge.

2. Requirementsof alarm correlation analysis

Alarm correlation analysisis association and association rules alarm communication between network resources, information
related to the processing of alarm in time and space, in order to reduce the number of alert messages. To help maintenance
personnel faster and more effectively deal with important alerts and alarms originating accurately locate the alarm occurs, the
alarm grasp the impact on the network, accelerate the processing speed alarms and faults, improve maintenance efficiency.
According to the maintenance staff to summarize the experience and actual operation and maintenance needs, there are currently
eight alarm correlation analysis needed. They arelisted asfollows:

(2) Correlation between relay alarm and trunk group alarm. A trunk group aarm relay larmswithin all depend on thistrunk group,
from another perspective, the relay alarms can be derived from the trunk group alarms.

(2) Correlation between Signaling link alarm and signaling link set. A signaling link set larmrely on all the signaling linksalarm
withinthissignaling link set. It can also believethat signaling links alarm can derive signaling link set alarm.
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(3) Correlation between signaling link set alarm and destination signaling point cannot reach alarm. Unreachable destination
signaling point alarm rely on thissignaling route carries all the signaling link set an alarm, it can be said, to the same destination
signaling point of all alarm signaling link group can derive out of service destination signaling point unreachable alarm.

(4) Correlation between trunk group alarm and traffic routing alarm. Routing traffic alarm rely on thistraffic routing trunk group
carryingall larms.

(5) Correlation between relay alarm and signaling link alarm. Relay alarms can derive signaling linksalarm running on thisrel ay.

(6) Correlation between relay, relay group local end alarm and away end alarm. If the relay, relay group local end alarm is
generated, and the relay, relay group away end also produces an alarm, we define them homol ogous rel ationships.

(7) Correlation between signaling link, signaling link set local end alarm and signaling link, signaling link set away end alarm. At
the same signaling links, signaling link group of local produce alarm, this signaling link, the peer group is aso bound signaling
link generates an alarm, alerting us to define these two homol ogous rel ationships.

(8) Correlation between destination signaling points cannot reach alarm. When different switchesissued to the same destination
signaling point cannot reach alarm, the alarm will be defined as homol ogous rel ationships.

3. Design of priority-based hierar chical inferencerulesalgorithm for alarm correlation

Previousanalysis of the need for alarm correlation analysis of alarm types can be summed up alarm correl ation characteristics as
follows:

* Priority: Each alarm may vary depending on avariety of association rules associated with other alarms, rule execution order
isdetermined by priority.

» Exclusion: the existence of mutually exclusive characteristics between certain rules. For the same after the alarm has been
performed arule nolonger perform other rules of exclusionrule.

» Sequential: applied with awarning of morethan oneruleisalways executed in acertain order.
Based on the above characteristics for alarm correlation analysisis designed based on hierarchical priority alarm association

rules of inference algorithms, both to adapt to these characteristics, but also for flexible configuration, but they can adapt to
changesin network structure. As Figure 1 shows:

Figure 1. Priority-based hierarchical inference rulesalgorithm
Rules can be divided into two parts, rule body and ruleitem, which are stored in rule body table and ruleitem table. A rule body
correspondsto one or moreruleitems. Rule body isused to define alarmsthat rules can be applied. Ruleitemisused to determine
if the selected rule can perform in current system state. Rule description is shown in Figure 2:

Inferencerulesagorithmfor alarm correlation are asfollows:

All rulesare divided into anumber of priority, high priority rules exclude low priority rules, that is, an alarm has been used for
high-priority ruleisno longer alow-priority rulesfor itsapplication.
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Rulel:
Rulebody: Alarm correlation of signaling link and relay circuit
Ruleitem:

1. Local end network element names are the same

2. Away end network element names are the same

Figure 2. Rule description

No priority rules between the same connections showed mutually exclusive, that is, for an alarm applicationsinwhich aruleis
arule cannot be applied another.

Represents a linear coupling between the two rules are not mutually exclusive same priority rules, that is, for applicationsin
which an alarm rule can al so be applied another rule.

A linear coupling with an arrow between the same priority rule, the exclusion rule along the direction of the arrow pointinginthe
direction, that is, therulein arrow tail excludestherulein Arrow head.

Alarm correlationisdivided into “search” and “ execute” two-step operation. When thereisaneed for alarm alarm correlation
analysis, thefirst from the rule base can be used to retrieve the alarm association rules, assumed to be g, d, f, g. Then determine
the rules need to be performed in accordance with the rules of the current term. It is described by following three cases:

Thecurrent rules a, d, f need to be performed. First priority order execution rules a, dueto ahighest priority, soif they meet the
conditions associated with low-priority alarms application in accordance with therules (eg: ¢, d, e, f, g), theserules continue. If
theruled hasbeen used, duetotherulesof a, b arenot mutually exclusive, arule can continue execution. Exclusion of low-level
rules under the rules of the high-level features, when executed after aruleisno longer enforce the rulesd and f.

The current rulesd, f, g need to be performed. Performed first in order of priority ruled, if they meet the conditions associated
with low-priority alarmsapplication rules (such as: f, g), thisrule continue. If they meet the conditions of alarms associated with
the application through the same priority rules (eg: ¢, €), in accordance with the rules of exclusion direction, thesealarmsare no
longer apply thisrule. If you comply with the conditions associated with the high-priority alarm application rules (eg: a, b), these
alarmsare no longer apply thisrule. Exclusion of low-level rulesunder therules of high-level features, when executed after d
no longer enforce the rules and the rules of g.

The current rulef need to be performed. If they meet the conditions associated with the alarm application had priority rules (eg:
0), dueto therulesof f, g mutually exclusive, these alarmsare no longer apply to thisrule. If they meet the criteriaassociated with
the high priority alarm application rules (such as: a, b, ¢, d, €), these larms are no longer applied to thisrule.

4. Experiment and verification

4.1 Alarm Correlation Process Flow Design

Alarm information processing is divided into clearing and activities, but after the alarm information is collected, the need to
determine whether the alarm status flag is cleared or activity, and then enter the appropriate processes.

The process is described as follows:

(1) Activealarm process

According to the alarm status flag judgment for activities alarm when enters the active alarm process. Firstly, thealarm text is
analyzed, positioning information can be got from alarm text, such as network element alarm signaling point codes and so on.

Basicinformation obtained after the network element alarm, you can query thisinformation from anetwork resource databaseto
richer information, such as peer network element name, relay port number, circuit code, in order to pinpoint the fault location.
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After detailed location information, according to the alarm association rulesin line with thetitle of the query, save relationship

cycle applications association rules corresponding alarm, and the alarm between. Show alarm information and relationship to the
user upon completion.

(2) Cleaning alarm process

It will enter judgment cleaning alarm process according to the alarm status symbol for cleaning alarm. Serial determined according
to the alarm system alarms need to be cleared, the corresponding alarm will be removed from the active alarmstable and inserted
into thealarm history to thetable, and del ete alarms associated with that relationship. Alarm information and the rel ationship of
the user interface will be cleaned when it is completed.

4.2 Architectureof Alarm Correlation Subsystem
As a subsystem of communication line management system, alarm correlation analysis subsystem using C/S architecture, the

background using C++ language development, foreground using C#.Net development, between the front and back using
Tuxedo middleware for communication, as Figure 3 shows:

1]
T

Position analysis Corradation ana kyses

| Anaklysia Er\g.illel——l ReEpositary |——| Correlation engine ]

Alarm reoshear

Alarm correlation analysis sub-aystem

T

Alarm receive module I'El:-rrzla tion ana byses queus

——

Figure 3. Architecture of alarm correlation subsystem

Alarm receiving module normalization alarm information processed, remove the alarm’s title, manufacturer, grade, network
element name and all alarms have general information to aunified treatment of all alarms. Positioning analysis modul e based on
certain rules to obtain the original text from the alarm information they need to determine the location of network elements
through the repository network element information, analyze the rel ationshi p between network elementsfor analysisand check
the alarm association preparation. After the association analysis module to get location information, search in the rule base the
qualifying rules, the search is successful execution of operationsin accordance with predefined rules, alarm correlation analysis.
After the analysis is complete pushed the alarm display queue, send forward units for display.

4.3ModuleDesign of Alarm Correlation Subsystem

(2) Alar m receivemodule
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Alarm correlation analysis receiver module is the interface between the subsystem and the communication line management
system background, is divided into two parts, filter larms, alarm receiver. Alarm filters embedded in the communication line
management background, the need for correlation analysisfor alarmfiltering. Since not all need to be alert correlation analysis,
thusalerting thefilter configuration file selected in accordance with the need for alarm correlation analysis, correlation analysis
and pressed into the queue. Alarm receiver removed from the queue to analyze alarms, key segments of the necessary processing
to conform to the rules need to locate analysis.

(2) Position analysismaodule

Because only afew simple relationship between alarm events, for more complex analysis of the association must be by means of
the rel ationship between resources, positioning analysis becamethe basisfor alarm correlation analysis. First, location analysis
to determinethelocal network element alarm, peer network element, signaling link number, trunk port number and other information
in order to pinpoint the alarm to the resource. Then, based on the location information by association rules and correlation
analysis between resources, to achieve the associated alarm handling.

L ocation information is obtained by analyzing the original alarm becausethe alarm original isthe most original, the most basic
information alarm equipment generates, so useto obtain location information isthe safest, most reliable. In positioning therule
base for each a arm define each device manufacturersto obtain location information of therules, sincethe original manufacturers
of different types of warning alarmsare unified, so for each alarm requires only oneruleto obtain location information. Eachrule
correspondsto certain rules, of which definesthe values need to get the original from the alarm (eg: the name of thelocal NE,
NE peer name, etc.) and value (such as: thefirst few linestaken from thefirst few byte, take the corresponding value of afield,
etc.), conducted in accordance with specific rules. Location analysis engine queries to the qualifying rules, to obtain entry
accordance with the rules according to the alarm from the alarm key information specified in the original, and then get richer
location information by querying the repository, which completed the implementation of a positioning analysis.

(3) Alarm correlation analysismodule

It mainly includes correlation analysis engine and the associated rule base in two parts. Obtained from the correlation analysis
engine positioning analysis module analyzes a good location information, and in contrast with the association rules library
association rules, in accordance with the af orementioned association alarm processing al gorithm to select the association rules
in line with the conditions of itsimplementation, and finally get the associated post alarm information.

(4) Alarm display module

Thismoduleis used to display the associated alarm information embedded in the foreground as a sub-modul e communication
lineinterface management system. Display the alarm message displayed by way of thetreelevel and representsthe association
between alarms. In front of the parent alarm hasa“+” identifier, when clicked can expand the following sub-alarm can be folded
up and then clicked in order to provide aclear alarm correlation for monitoring personnel rendering interface.

5. Conclusion and futurework

Based on the analysis of existing alarm correlation demand, based on the proposed priority-based hierarchical alarm correlation
rules of inference a gorithms, combined with specific application to establish a platform for alarm correlation analysis and put
into practical operation. Theresults show that the algorithm can effectively analyze the rel ationship between alarmsand provide
clear presentation of alarms association for monitoring personnel. The downside is that, association rules provided mainly by
professional administrators, systems lack the self-learning ability. System lacks rule memory, unable to take advantage of
previous experience and knowledge. Future research directions are added to the alarm data of data mining, by analyzing the
historical communication network alarm data, found that the alarm information between potential association rules, and in
accordance with these rules to analyze and predict network equipment failure may occur.
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