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ABSTRACT

The rapid integration of artificial intelligence into critical societal domains necessitates robust regulatory

frameworks, yet the EU AI Act’s high-risk classifications remain primarily descriptive, lacking quantitative

and structural analysis. This study addresses this gap by introducing an integrated analytical framework

that combines semantic representation with machine learning and multi-dimensional risk modeling. By

transforming the eight high-risk AI categories defined in Annex III of the EU AI Act into numerical

representations using TF-IDF vectorization, the framework applies K-means clustering and Principal

Component Analysis (PCA) to uncover latent structural relationships. The results reveal a low-dimensional

semantic space, yielding three coherent clusters: governance and state authority systems, socio-economic

decision systems, and technical and safety systems. To capture risk complexity beyond semantic similarity,

a composite quantitative risk-scoring model is developed that integrates impact domain, risk type, decision

criticality, and degree of human impact. This multi-dimensional approach demonstrates that semantic

proximity does not equate to equivalent risk severity, with governance systems exhibiting the highest

composite risk scores. Rigorous validation through silhouette analysis, inter-cluster separation metrics,

and stability testing confirms the framework’s reliability. By bridging regulatory classification with

quantitative risk evaluation, this study provides a scalable, interpretable tool for policymakers and

practitioners. The findings advocate for differentiated, data-driven regulatory strategies that align oversight

mechanisms with the distinct structural and risk profiles of high-risk AI systems.
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1. Introduction

The rapid expansion of Artificial Intelligence (AI) technologies into critical domains such as law enforcement,

employment, and public infrastructure has significantly increased the urgency for robust regulatory

frameworks. The EU AI Act represents one of the most comprehensive efforts to classify and govern AI

systems, particularly those deemed high-risk due to their potential impact on fundamental rights, safety, and

societal stability. Despite its importance, the classification provided in the Act remains primarily descriptive,

offering limited analytical insight into the structural relationships between different risk categories.

A fundamental limitation of existing approaches is the lack of a quantitative framework for systematically

representing, comparing, and interpreting high-risk AI systems. Without such a structure, it becomes difficult

to identify latent similarities, overlapping risk characteristics, or hierarchical relationships among domains.

This gap not only limits interpretability but also constrains the development of targeted regulatory strategies.

To address this limitation, the present study introduces an integrated analytical framework that combines

semantic representation with machine learning techniques and quantitative risk modeling. By transforming

regulatory categories into structured numerical representations and applying clustering and dimensionality-

reduction techniques, the study aims to uncover latent structures embedded in the EU AI Act. Furthermore,

by incorporating a multidimensional risk-scoring model, the framework extends beyond semantic similarity

to evaluate risk severity and impact across multiple dimensions. This dual-layer approach provides both

structural and quantitative insights, enabling a more comprehensive understanding of AI risk.

This study addresses the following research questions:

1. Can high-risk AI categories be represented as a structured semantic space?

2. Do latent clusters exist within regulatory classifications?

3. How can multi-dimensional risk be quantified across these clusters?

2. Background

2.1 Limitations of Traditional Risk Assessment Approaches

Traditional vulnerability assessment methodologies, which primarily rely on static severity scoring, are

increasingly inadequate for modern cyber threat landscapes. These approaches fail to capture the contextual,

dynamic, and structural complexities inherent in contemporary systems, particularly those driven by artificial

intelligence (AI) [1]. As cyber threats evolve in sophistication, static models lack the flexibility required to

represent interdependencies, emergent risks, and system-level interactions.

2.2 The Emerging Risk Landscape of AI Systems
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Despite  unprecedented advancements in AI capabilities [2,3], the current AI ecosystem lacks robust,

quantified risk assessment frameworks aligned with the scale of potential impact [4]. This discrepancy

between capabili ty and safety—often referred to as the safety-capability gap—poses substantial risks. AI

systems are increasingly capable of generating unforeseen and potentially catastrophic outcomes.

This concern is widely acknowledged across multiple domains, including leading AI developers [5] [6],

[7.] , civil society organizations [8], regulatory and standards bodies [9, 10], international institutions

[11], and independent experts  [12, 13, 14, 15].

A key challenge lies in defining the safe operating envelope of general-purpose AI systems, which is

inherently non-intuitive. Unlike traditional systems, AI systems require risk assessments that extend

beyond narrow performance metrics such as accuracy or predefined behavioral specifications. Instead,

they must account for broader dimensions including decision-making autonomy, adaptive behavior, and

interactions within complex, real-world environments.

2.3 Regulatory Response: The EU Artificial Intelligence Act

2.3.1 Motivation and Global Context

The rapid proliferation of AI technologies has introduced not only transformative opportunities but also

significant technical, organizational, and regulatory challenges, particularly in high-stakes domains where

failures can have profound societal consequences [16, 17]. In response, global regulatory efforts have

intensified to ensure trustworthy AI development and deployment [18, 19, 20].

Within this evolving landscape, the European Union Artificial Intelligence Act (AI Act) [21]  stands out as

one of the most comprehensive regulatory initiatives. It establishes a risk-based governance framework

to ensure accountability, safety, and transparency in AI systems.

2.3.2 Risk-Based Framework and High-Risk AI Systems

The EU AI Act introduces a hierarchical classification of AI systems by risk level, with particular

emphasis on high-risk systems that may significantly affect health, safety, or fundamental rights.

Annex III of the Act specifies the application domains in which such risks are most prominent [22].

For these high-risk systems, the Act mandates: Ex ante conformity assessments, Continuous monitoring

and oversight, Comprehensive documentation and traceability and Compliance with harmonized

standards.

This regulatory model represents a shift from earlier policy approaches that relied on voluntary ethical

guidelines toward a legally binding framework with enforceable obligations [23].

2.3.3 Gaps Between Regulation and Practice

Despite its comprehensive design, a critical gap persists between the high-level legal provisions of the EU

AI Act and the practical mechanisms required for implementation and verification [24].
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Translating regulatory requirements into operational procedures remains a significant challenge for

organizations.

Sarkar [25] highlights several limitations in the Act’s risk assessment framework, including: Ambiguity in

defining risk categories for general-purpose AI systems, Insufficient transparency in risk evaluation processes

and Limited accountability mechanisms. Similarly,  [26] notes that while the AI Act is widely regarded as a

global benchmark, its practical effectiveness depends heavily on how these challenges are addressed during

implementation.

2.4 Governance and Operational Challenges

AI governance frameworks introduce complex requirements that can be particularly burdensome for

organizations with limited resources. Reiv [27] emphasizes that existing frameworks demand extensive

technical, organizational, and procedural capabilities, which may be difficult to implement, especially in

public sector contexts with constrained IT and security infrastructure.

Moreover, AI risk management is complicated by multiple layers of uncertainty:

 Interpretive Uncertainty: Ambiguities in understanding the scope and meaning of legal obligations

 Operational Uncertainty: Challenges in translating regulatory requirements into diverse development and

deployment practices

 Procedural Uncertainty: Evolving standards, certification processes, and regulatory guidance

These uncertainties are further exacerbated by the emergent nature of modern AI systems, particularly

generative models. Such systems exhibit behaviors arising from complex internal interactions rather than

explicit programming, making their risks inherently difficult to predict and control [28 -35].

2.5 Need for a Quantitative and Semantic Risk Framework

The limitations of traditional risk assessment methods, combined with the complexity of AI systems and the

gaps in regulatory implementation, underscore the need for a more advanced framework. Specifically, there

is a growing demand for:

 Quantitative risk modeling that captures probabilistic and systemic impacts

 Semantic understanding of AI behaviors and contextual interactions [36]

 Clustering-based approaches to identify patterns, group risks, and uncover latent structures

Such a framework can bridge the gap between abstract regulatory requirements and practical risk assessment,

enabling more precise, scalable, and interpretable evaluation of high-risk AI systems.

By integrating TF-IDF-based semantic representations, K-means clustering, PCA-based dimensionality re
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duction, and a multidimensional risk-scoring model, the framework uncovers latent structural relationships

and enables risk stratification across AI domains. Results reveal three coherent clusters governance, socio-

economic, and technical systems with distinct multi-dimensional risk profiles. The proposed approach bridges

the gap between regulatory classification and quantitative risk evaluation, enabling interpretable and scalable

AI risk assessment.

3. Testbed

While the proposed framework provides a conceptual and analytical foundation, its practical applicability

requires a structured experimental environment. To ensure reproducibility, scalability, and alignment with

regulatory workflows, a dedicated testbed is designed. This testbed operationalizes the semantic clustering

and risk modeling pipeline, enabling systematic validation of the proposed methodology and generation of

interpretable outputs corresponding to Figures 1–7.

Figure 1. Multi-layered testbed architecture for quantitative and semantic risk analysis of

high-risk AI systems under the EU AI Act

The framework consists of six sequential layers: (1) Data Ingestion, where regulatory and domain-specific

textual inputs are collected; (2) Semantic Encoding using TF-IDF to transform textual data into structured

feature representations; (3) Clustering Engine employing K-Means to identify latent groupings; (4)

Dimensionality Reduction via PCA for structural interpretation and visualization; (5) Multi-Dimensional Risk

Engine integrating impact domain, risk type, decision criticality, and human impact into a composite scoring

model; and (6) Visualization Layer generating analytical outputs including PCA projections, clustering diagrams,

risk radar plots (Figure 5), and cluster-wise heatmaps (Figure 6). The final layer maps analytical outputs to

regulatory requirements, enabling alignment with EU AI Act compliance through interpretable and quantitative

risk assessment.

Compared to traditional static risk classification approaches, the proposed framework captures both structural

relationships and quantitative severity, enabling more adaptive and interpretable regulatory strategies.

The testbed serves as the execution environment for the methodology described in Section 4, ensuring that

each computational step—from feature extraction to risk visualization—is systematically implemented.

4. Methodology

The analytical framework begins by representing the eight high-risk domains defined in Annex III of the EU AI

Act as independent textual entities. These include biometrics, critical infrastructure, education, employment,

essential services, law enforcement, migration, and justice systems. Each category is treated as a document

and transformed into a numerical representation using TF-IDF vectorization, which captures the relative

importance of terms within each domain while preserving semantic distinctions.

The resulting feature matrix serves as input to unsupervised clustering with the K-means algorithm. The



dline.info/jdp            101

 Journal of Data Processing Volume 16 Number 2 June 2026

objective of this step is to partition the categories into groups that minimize intra-cluster variance while

maximizing inter-cluster separation.

The used measures are as follows.

TF-IDF:

K-Means:

PCA:

where:

  is the centroid of cluster 

  is the set of points in cluster 

The clustering process is formally defined by the minimization of the within-cluster sum of squares, as expressed

in the equation provided in the original formulation.

The PCA Equation is calculated as

To further analyze the structure of the data, Principal Component Analysis (PCA) is applied to reduce

dimensionality while preserving the variance of the dataset. The transformation projects the high-dimensional.

To visualise semantic relationships, we use:

where:

  Contains top eigenvectors

TF-IDF space into a lower-dimensional representation defined by the principal components, as specified in

the corresponding equation. This step enables both visualization and interpretation of latent semantic
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relationships among the categories.

Together, these methods form a coherent pipeline in which textual representations are converted into

structured data, clustered based on similarity, and projected into an interpretable geometric space. This

integrated approach ensures that both the semantic structure and the statistical properties of the data are

captured effectively.

Fix K-Means Equation:

Fix PCA Equation:

5. Semantic Structure and Clustering Results

The results of the PCA and clustering analysis reveal a well-defined semantic structure underlying the high-

risk AI categories.

Figure 2. Scree plot

As illustrated in Figure 2, the scree plot indicates that the first two principal components account for

approximately 74.9% of the total variance, with the first component contributing 45.2% and the second

contributing 29.7%. This concentration of variance suggests that the data possess an inherently low-dimensional

structure, allowing meaningful relationships to be captured within a two-dimensional space. This validates the

dimensionality reduction step defined as:
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where  contains the top eigenvectors.

The dominance of the first two components indicates that the semantic structure is inherently low-dimensional,

that most of the meaningful variation across AI risk categories can be represented in 2D, and that higher-order

components contribute negligible additional information.

The PCA projection shown in Figure 3 provides a geometric interpretation of these relationships.

Figure 3. PCA projection

The PCA projection provides a geometric representation of the eight high-risk domains in the reduced feature

space. The categories are distributed in a manner that reveals a clear separation into distinct regions, with

convex-hull boundaries indicating strong intra-cluster cohesion and limited overlap between clusters. Notably,

law enforcement appears in close proximity to socio-economic systems, suggesting a degree of semantic

overlap in decision-making and classification processes.

The PCA projection, presented in Figure 3, confirm the existence of three coherent groups.

Figure 4. K-Means Clustering

These clusters correspond to governance and state authority systems, socio-economic decision systems, and

technical and safety systems.

Clustering is performed by minimizing intra-cluster variance:
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The results yield three semantically coherent clusters that align strongly with the PCA separation. The alignment

between PCA separation and clustering outcomes indicates that the observed groupings are not artefacts of

the algorithm but rather reflect intrinsic semantic relationships within the data.

A deeper synthesis of these findings reveals two fundamental axes that structure the space. The first principal

component captures a continuum between technical and human-centric systems, while the second distinguishes

between state authority and private or individual domains. These orthogonal dimensions provide a conceptual

foundation for understanding how different AI systems relate to one another, effectively transforming the

regulatory categories into a structured taxonomy.

5.1 Cluster Formation

Cluster

0

1

2

Areas

6, 7, 8

3, 4, 5

1, 2

Theme

Governance & State Authority

Socio-Economic Systems

Technical & Safety Systems

While the conceptual framework identifies four distinct risk clusters, the empirical clustering results yield

three groups. This occurs because biometric systems and critical infrastructure share overlapping technical

and operational semantics in the TF-IDF space, leading to their consolidation into a single cluster. This highlights

a key distinction between conceptual classification (theoretical) and data-driven clustering (empirical).

5.2 PCA Coordinate Representation
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Law Enforcement
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Justice
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0.0
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-0.5
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0.0
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Cluster

2

2

1

1

1

0

0

0
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Figure 5. PCA cluster map

The cluster map (figure 5) provides a consolidated visual validation of both PCA projection and clustering

results, confirming that cluster centroids lie within well-separated regions, thereby minimizing ambiguity in

category assignment.

The cluster formation further reinforces this interpretation. Governance-related domains such as law

enforcement, migration, and justice are grouped together, reflecting their shared association with state

authority and legal decision-making. Socio-economic domains, including education, employment, and essential

services, form a second cluster characterized by their influence on individual and group outcomes. The third

cluster, comprising biometrics and critical infrastructure, represents systems that are primarily technical in

nature and oriented toward operational safety.

It is important to note that, while conceptual distinctions might suggest additional categories, the empirical

clustering consolidates them into three groups because of overlapping semantic features. This highlights the

distinction between theoretical classification and data-driven structure, emphasizing the value of quantitative

methods in revealing latent relationships.

5.3 Multi-Dimensional Risk Classification Framework

While semantic clustering provides insight into structural relationships, it does not fully capture the complexity

of the risk associated with each category. To address this limitation, a multi-dimensional risk classification

framework is introduced, incorporating four key dimensions: impact domain, risk type, decision criticality,

and degree of human impact.

The impact domain dimension reflects the areas affected by AI systems, ranging from individual privacy and

identity to societal infrastructure and governance. Risk types capture the nature of potential harm, including

violations of fundamental rights, safety risks, economic consequences, discrimination, legal misuse, and political

influence. Decision criticality represents the extent to which outcomes are irreversible or high-impact, while

the degree of human impact measures the scale of the effects on individuals, groups, or entire societies.

By integrating these dimensions, the framework enables a more nuanced understanding of risk that goes
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beyond categorical labels. Each AI system can be positioned within this multi-dimensional space, revealing its

unique risk profile and highlighting differences that may not be apparent through semantic analysis alone.

5.4 Risk Severity Mapping and Interpretation

The application of the multi-dimensional framework yields a detailed mapping of risk severity across AI

categories, as shown in Figure 6. This visualization demonstrates that risk is inherently multi-axial, emerging

from the interaction of multiple dimensions rather than a single dominant factor. Categories exhibit distinct

trajectories across the dimensions, confirming that risk profiles are highly heterogeneous.

Figure 6. Risk mapping

Figure 7. Heatmap (Based on Composite Risk Scoring Model)

Governance systems consistently exhibit high levels across all dimensions, reflecting their involvement in

irreversible decisions, large-scale societal impacts, and significant legal and political risks. Socio-economic

systems exhibit moderate to high values, particularly in terms of human impact and economic consequences,

indicating their role in shaping long-term outcomes and reinforcing structural inequalities. In contrast, technical

systems, while critical for safety and infrastructure, show lower levels of decision criticality and direct human

impact, suggesting a different type of risk that is more operational than ethical.

Figure 7 further refines this analysis by presenting a heatmap of composite risk scores derived from the

quantitative model. The results reveal a clear stratification of risk across clusters, with governance systems

occupying the highest tier, socio-economic systems forming an intermediate tier, and technical systems

exhibiting comparatively lower composite scores. Importantly, this analysis highlights that semantic similarity

does not necessarily imply equivalent risk severity, underscoring the need to integrate structural and

quantitative perspectives.

5.5 Quantitative Risk Scoring Model

To enable a systematic and comparable assessment of risk across heterogeneous categories of AI systems, this

study introduces a composite quantitative risk-scoring model. The model integrates multiple dimensions of

risk into a unified analytical framework, allowing both intra- and inter-cluster comparison of high-risk AI

systems.

The overall risk score R is defined as a weighted linear combination of four key dimensions:
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where  denotes the impact domain,  represents the type of risk, corresponds to decision criticality, and 

captures the degree of human impact. The coefficients  are weighting parameters that reflect the

relative importance of each dimension and can be adjusted to align with specific regulatory or policy priorities.

The impact domain  characterizes the scope at which an AI system exerts influence, ranging from individual-

level effects such as privacy and identity, to broader societal implications involving governance and public

infrastructure. Systems operating at higher societal levels inherently carry greater systemic risk due to their

wider reach and potential for cascading consequences.

The risk type  dimension captures the nature and severity of potential harm. This includes violations of

fundamental rights, safety hazards, economic disruptions, discriminatory outcomes, and risks of legal or

political misuse. By explicitly modeling the type of risk, the framework accounts not only for the presence of

risk but also for its qualitative characteristics.

Decision criticality  reflects the extent to which AI-driven decisions are consequential and potentially

irreversible. Systems involved in high-stakes domains such as law enforcement or judicial decision-making

are highly critical, as erroneous outcomes may lead to severe and lasting consequences. In contrast, systems

supporting low-impact recommendations exhibit comparatively lower criticality.

The degree of human impact  measures the scale of individuals or populations affected by the system. This

dimension differentiates between localized effects on individuals and large-scale societal influence, thereby

capturing the breadth of potential harm.

To ensure comparability across dimensions, all variables are normalized to a common scale, typically within

the range . This normalization prevents any single dimension from disproportionately influencing the

composite score due to differences in measurement scale and enables consistent aggregation across

heterogeneous factors.

The resulting composite score R provides a continuous measure of risk, facilitating ranking, prioritization, and

comparative analysis of AI systems. Higher values of indicate greater overall risk, reflecting the combined

effect of impact scope, risk severity, decision criticality, and human exposure.

Importantly, this formulation allows for flexible adaptation to regulatory contexts. By adjusting the weighting

coefficients, policymakers and practitioners can emphasize specific dimensions, such as fundamental rights

protection or safety considerations, depending on the application domain. This adaptability makes the model

suitable not only as an analytical tool but also as a decision-support mechanism within regulatory frameworks

such as the EU AI Act.

Within the context of this study, the composite risk scores derived from this model form the basis for the

cluster-level analysis presented in Figure 7, where distinct stratification patterns emerge across governance,

socio-economic, and technical system clusters. This demonstrates that risk is not uniformly distributed but is
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instead shaped by the interaction of multiple dimensions, reinforcing the need for multi-dimensional and

quantitative approaches to AI risk assessment.

6. Discussion

The findings of this study demonstrate that high-risk AI systems are not isolated categories but rather

components of a structured, interconnected system. The emergence of three distinct clusters reflects underlying

patterns in how AI systems interact with society, the economy, and infrastructure. Governance systems,

characterized by their authority and societal reach, present the highest level of risk and require stringent

oversight mechanisms. Socio-economic systems, while less extreme, play a critical role in shaping long-term

outcomes and demand careful attention to fairness and transparency. Technical systems, although essential

for operational stability, entail risks primarily related to system performance and reliability.

The integration of semantic clustering with multi-dimensional risk scoring represents a significant advancement

over traditional classification approaches. By combining structural analysis with quantitative evaluation, the

framework captures both the relationships between categories and the magnitude of their associated risks.

This dual perspective provides a more comprehensive foundation for regulatory design, enabling policies that

are both targeted and adaptable.

5.6 Model Validation and Robustness Analysis

To ensure the reliability and robustness of the proposed semantic clustering framework, a comprehensive

validation strategy is employed. This includes quantitative evaluation of clustering quality, assessment of

inter-cluster separability, and analysis of model stability under varying conditions. These validation measures

are critical for establishing the credibility of the clustering structure derived from the high-risk AI system

categories defined in the EU regulatory framework.

The quality of clustering is first evaluated using the Silhouette Score, which measures how well each data point

is assigned to its cluster relative to other clusters. Formally, for a given data point , the silhouette coefficient

 is defined as:

where  represents the average intra-cluster distance (cohesion), and  denotes the minimum average

distance to points in other clusters (separation). The silhouette score ranges from , where values close

to indicate well-clustered data, values near suggest overlapping clusters, and negative values imply potential

misclassification.

In the context of this study, the computed silhouette score for the clusters demonstrate a moderate-to-

strong clustering structure, indicating that the semantic representation derived from TF-IDF effectively captures

meaningful groupings among AI system categories. This aligns with the observed cluster patterns in Figure 4

and the structural separability in the PCA projections (Figures 3 and 5).

To further evaluate cluster separation, inter-cluster distances are analyzed in the reduced PCA space. The
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centroids of the clusters exhibit clear spatial distinction, with minimal overlap across the governance, socio-

economic, and technical system clusters. This separation is further corroborated by the heatmap (Figure 7),

in which distinct risk profiles emerge across clusters. The governance cluster, for instance, consistently occupies

higher regions across multiple risk dimensions, whereas technical systems exhibit comparatively lower

composite risk scores. Such differentiation confirms that the clustering algorithm does not merely partition

data arbitrarily but captures underlying semantic and functional distinctions embedded in the dataset.

In addition to clustering quality and separation, the stability of the clustering model is assessed to ensure

robustness against initialization sensitivity and sampling variability. Since K-Means clustering is sensitive to

the initial centroid selection, the algorithm is run multiple times with different random seeds. The results

demonstrate consistent cluster assignments with negligible variation in centroid positions and cluster

membership. This indicates that the clustering structure is stable and not an artifact of random initialization.

Furthermore, sensitivity analysis with respect to the number of clusters reveals that provides an optimal

balance between interpretability and structural coherence. Lower values of result in overly coarse groupings,

while higher values introduce fragmentation without significantly improving clustering quality. This

observation is consistent with the elbow method and aligns with the explained variance captured in the PCA

analysis.

Overall, the validation results confirm that the proposed framework produces coherent, well-separated, and

stable clusters, thereby supporting its suitability for downstream risk modeling and regulatory interpretation.

The integration of quantitative validation metrics with visual analysis (Figures 3–7) strengthens the

methodological rigor of the study and enhances confidence in the derived insights.

7. Conclusion

This study presents a unified analytical framework for understanding high-risk AI systems under the EU AI

Act. By integrating TF-IDF-based semantic representation, K-means clustering, PCA-based dimensionality

reduction, and multi-dimensional risk scoring, the framework provides a comprehensive and interpretable

model of AI risk.

The key contribution of this study lies in bridging semantic representation and quantitative risk modeling into

a unified framework for AI governance.

The results demonstrate that high-risk AI systems exhibit distinct structural patterns and multi-dimensional

risk profiles, challenging the notion of uniform classification. Instead, the findings support adopting

differentiated regulatory strategies that account for both semantic structure and quantitative severity.

Future research may extend this framework by incorporating real-world deployment data, dynamic risk-

evolution models, and graph-based representations to further enhance understanding of AI risk in complex

environments.
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