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ABSTRACT: Components are the imperative parts and the unit of a system. It plays a fundamental role in smoothly
running and proper functionality within a system. A component is said to be secure, if it has towering scope of security.
Security isthe shield fromunauthorized right to use. Unofficial usersareinformally accessing and modifying the components
within a system. Such accessing and modifications are ultimately affects the functionality and efficiency of a system. As
software development activities are growing day by day, the security of components is important. In the proposed
methodology fuzzy logic (FL) based approach is used to model and evaluate the security of component. The method is
designed for some inputs which are availability, authentication, confidentiality, safety and stability.
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1. Introduction

Component isaunit of system which acts akey responsibility inthe functionality of asystem. It lessensimprovement time
for component reuse and parallel development. The protectioniswell supported by upgrading the existing component in the
development of a system. Components are better tested and debugged and the new system turns into less cost. It is always
recommended to go for reusewhich isnot only savetimeto build up the softwarefrominitiate, but also carry error gratis code
and the code is always experienced for lotsof reuse[1, 2]. When choosing composition of components we have to consider
necessary functional, nonfunctional and system appraisal requirements.

Security istheimportant obligation of asystem. It isthe protection from unauthorized access and modification. When system
is developed from different components, there may be high security threats to the designed system [3]. The threat affects
functionality and efficiency of the system. Security classification addresses the basic three essential issues which are the
classification security of component in isolation, component compatibility for security properties and to visualized the
classified properties of outer entities[4]. The basic concern of component security ishow to build the secure component and
composition for the component.

The purpose of this paper isto put forward a methodology for evaluating the security of components. A fuzzy logic based
approach is tried to model and eval uate the security of components. Fuzziness is beneficial in situation of vagueness and
uncertainty. The proposed method incorporates some inputs for security of components which are availability, authentica-
tion, confidentiality, safety and stability.
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Theresidue of this paper is as, next sectionisrelated work. Section 3 is proposed methodology and section 4 is conclusion.
2. LiteratureReview

Severd different methodol ogies are planned by different researchersfor the security. K. M. Khan and J. Han characterized the
security characteristics and suitability of the component. The method uses logic programming for the representations of
software component characteristics and comparison[4]. A. K. Ghosh and G. McGraw approach stated the certification to test
software components for security properties. It uses white box and black box testing techniques to test and verify the
security of software components [5]. K. M. Khan and J. Han proposed a scheme consisting of three steps which are system
explicit security requirement, component specific security rating and the assessment technique for the security properties of
thecomponent [6]. M. K. Khaled et . classified the properties of security into two wide categorieswhich are non functional
security and functional security. Non functional security component are fixed with component functionality whilefunctional
security are outer protection of software components [7].

J.H. Leeet al. used component specification technique and described some definitions of component. The operators defined
are, component version, functional requirements, nonfunctional requirements and cooperating component. Z schemeisused
for the specification of component [8]. X. CAl et al. proposed quality assurance for both the component and for system of the
component. ComPARE isused to assessreal life component [9]. M. Moriconi et a. proposed amethod in which the various
representations of the software system architecture and the required security of the system to architecturelevel are described.
Itisillustrated with the help of WOpen open distribution transaction processing reference architecture [ 10].

In this paper fuzzy logic based approach isused for the eval uation of components security and is quite beneficial in situation
of uncertainty.

3. Fuzzy Logicfor Evaluating Security of Component

A fuzzy logic based approach istried to model and evaluate the security of components. The detail of fuzzy logic concepts
isgivenin Zadeh [11]. Fuzzy logic consists of different inputs and member ship function (mf). The inputs in the proposed
methodology are availahility, authentication, confidentiality, safety and stability.

Different MF used for inputsare: 1) availability are Not_Available, Medium_Availableand Fully Available. 2) Authentications
are Low_Authentication, Medium_Authentication and High_Authentication. 3) Confidentiality are Not_Confidential,
Medium_Confidential and High_Confidential. 4) safety are No_Safety, Medium_Safety and High_Safety. 5) stability are
Not_Stable, Medium_Stableand High_Stable.

Inputs and membership functions are described given below:

3.1 Availability
Availability of acomponent means the fraction time that is working and functional. It can be affected by component load,
errors and malicious attacks. The range of mf for availability is given below in equation.

y(Ava“abimy):{O<x£0.32:low, 0.30< x £0.64 =Medium, 0.59 < x< 1=High}

3.2 Authentication
Authentication isthe process of determining someone validity of realism and faithfulness. It ismathematically shown below.

H (authentication) — {0<x<0.33=1low, 0.30< x £0.62=Medium, 0.58< x<1=High}

3.3 Confidentiality

It isthe ethic principle associated with component. Communications are exiting among component and user. Confidentionality
can be privileged and cannot be accessed or modified by any illegal user. Confidentiality is shown below in equation.

H Confidentiality) — {0<x<0.30=low, 0.30<x<0.63=Medium, 0.59 <x< 1=High}
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3.4 Safety
Safety isthe state of protection from consequences of breakdown or failure. It isalso non desirable event which can damage

or harm the software component. Mf for safety is given below.

u(Safay):{0<x£0.33:low, 0.30<x<0.61=Medium, 0.58 <x<1=High}

Graphically the mf for inputs are shown below in figures.
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3.5 Sability
Competence of an entity to remain unaffected over time under stated or realistic conditions. It is the state, or degree of
being stable. Mathematically it is shown below in equation.

H (gaiity) ={0<x<0.33=low, 0.30<x<0.62=Medium, 0.59 < x< 1=High}

The FL method is shown in figure 6. It consists of MF, fuzzy rules and the rules are stored in data base.

Using fuzzy tool box the model is designed and is shown in figure 7.
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The different MF are designed for available inputs and outputs. Figure 8 shows the different MF.

The proposed fuzzy rulesareintheformlike as:

(1) If (Availability isNot_Available) and (AuthenticationisLow_Authentication) and (Confidentiality isNot_Confidential)
and (Safety isNo_Safety) and (Stability isNot_Stable) then (outputlisLow_Secure) (0.1)

(@ If (Availability is Not_Available) and (Authentication is Medium_Authentication) and (Confidentiality is
Medium_Confidential) and (Safety isNo_Safety) and (Stability isNot_Stable) then (outputlisLow_Secure) (0.3)

(3 If (Availability is Mediium_Available) and (Authentication is Medium_Authentication) and (Confidentiality is
Medium_Confidential) and (Safety isNo_Safety) and (Stability isNot_Stable) then (outputlis Medium_Secure) (0.5)

(4 If (Availability is Mediium_Available) and (Authentication is Low_Authentication) and (Confidentiality is
High_Confidential) and (Safety isHigh_Safety) and (Stability isHigh_Stable) then (outputlisHigh Secure) (0.8)
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243 fuzzy rulesfor three mf and fiveinputs.
Using fuzzy tool box rules are designed in rule editor and is shown in figure 9.

On the basis of designed rules and model the security of components can be evolved. Inputs are given according to domain
expert opinionin command interface of the designed model as

a=readfis(‘FISModel")
a=

name: ‘FISModel’

type: ‘ mamdani’

andMethod: ‘min’
orMethod: ‘max’
defuzzMethod: * centroid’
impMethod: ‘min’
aggMethod: * max’
input: [ 1x5 struct]

output: [1x1 struct]

rule: [1x243 struct]
Five inputs of the components which are availability, authentication, confidentiality, safety and stability are given to the
designed model intheform as:

Out =evdfis([0.90.50.10.20.2], fismat)
Out= 0.5000

Out=evdfis([0.60.80.70.20.9], fismat)
Out= 0.9000
Graphically the inputs and outputs are shown as:
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Figure 10. Inputs and Outputs
So from the above results, 0.900 is chosen as the most secure component.
4. Conclusion
Security istheimportant factor of acomponent. Most of the components are failing and are not efficiently working due
tothelack of availability of security. Security playsakey rolein efficient and successful working of acomponent. Our
proposed methodology is quietly very helpful in situation of uncertainty and ambiguity, and thus leads toward to
choose the most secure component.
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