A Cloud-based Transcoding with Partial Content Protection Scheme
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ABSTRACT: Multimedia content is now routinely distributed between devices across global networks. These devices differ
in their video rendering capability in terms of frame rate, quality, and spatial resolution. To facilitate content exchange
between such devicesit is necessary to transcode the video format; otherwise no exchange can take place. To prolong battery
life on mobile devices, transcoding may take place remotely on a cloud data center and in which case content protection is
advisable. This paper presents an effective multimedia content protection technique that removes the need to decrypt the
video prior to transcoding. It does this by partially encrypting the compressed video in such a way that it is decoder-format
compliant. The demonstrated scheme allows the transcoder to transrate the video to a desired bit-rate without spending time
in encryption/ decryption before decoding the video. In this way, the content and decryption keys are not exposed to third
party software at the remote cloud data center and there is no need for complex key management software at the cloud.
Consequently, the proposed scheme significantly simplifies cloud-based processing compared to previous schemes.
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1. Introduction

A plethora of portable devices such as smart phones and tablets are multimedia-enabled and network connected. Thisisavery

different scenario to that existing in traditional broadcast TV inwhich thereisonefixed device, thetelevision, with asingleframe
rate, 50 or 60 frame/sand usually asingle spatial resolution, Standard Definition (SD) (for example, 640 x 480 pixels/frame). For
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digital TV, quality isdetermined by the allocated bitrate of the TV channel within the channel multiplex. Content protection for
Pay-TV isthrough full encryption becauseit isunlikely that there will be any intermediate processing before the video signal
enters a set-top box from the cable or satellite source.

In contrast, in networked video, including Internet Protocol TV (IPTV), there may well be a need to change the format of the
compressed video signal according to the display or rendering capabilities of thetarget device. The quantization parameter (QP)
determines the extent of compression (necessary to make bandwidth consumption manageable) which also impacts on the
processing required at the target device. The frame rate is also governed by the device processing capability, particularly if a
portable device needs to prolong its battery life before re-charging. The target device may have a spatial resolution aslow as
Common Intermediate Format (CIF) (352 x 288 pixels/frame) though portable devices now support SD, one of the High Definitions
(HDs) (for example 1280 x 720 pixels/frame), or recently even UltraHD (UHD). To cope with such diversity an intermediate
transcoder is required within the network path of the video.

Video transcoding [1] isthe process of converting avideo from oneformat into another according to one or more of thefollowing
parameters: bit rate, frame rate, spatial resolution, encoding syntax, and sometimes changing the objects within ascene. In the
experiments reported in this paper, transcoding to change the bitrate by altering the QP is reported, which wasthe original use
of transcoding in broadcast systems.

There is afurther gain from the ability to change the QP, other than alteration of the spatial resolution according to the target
devicesscreen. Thisgainistheability to chargefor the quality of the delivered video, aservice known as,, pay-per-quality [2].
Because of that possibility, experimentsin Section 5 are conducted with change of QP. Just aswith Pay-TV, if aserviceischarged
for thereisaneed to protect the content, which isusually achieved by encryption. However, significantly the schemein [2] till
reguires decryption and re-encryption after transcoding, which significantly increases the complexity and transcoding latency.
In this paper, we aim to remove those overheads.

As Section 2 further considers there are many transcoder designs, including those in the spatial and compression or frequency
domains and those that seek to reduce drift, caused by a loss of synchronization between encoder and decoder due to the
insertion of the transcoder. At acost in computation time, a classical transcoding system fully decodes and re-encodes a video
stream, in this paper s scenario by increasing the QP, which reduces the quality and, hence, the bitrate. Fig. 2 shows such a
classical transcoding system, which has the merit that no drift can occur. A key feature of Fig. 1 is the need to decrypt the
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Figure 1. Classical transcoding system

video before decoding and then re-encrypting before re-encrypting. This, of course, |eaves the content vulnerable to malware
inserted within aremote transcoder. If full encryption is employed then thereis no alternative to exposing the content and the
decryption keys at the transcoder because otherwise decoding will fail.

Thispaper’s contribution isemploying partial encryption (PE). Intheform of partial encryption, only selected syntax elements
of the compressed video stream are encrypted. In that way, the encrypted video stream remains decoder compliant so that
changing the QP can still take place. In that way al so, decryption need only take place after transport over anetwork to the target
device. Moreover, PE only takes place at the final entropy coding stage of processing so that there is no additional bitrate
overhead from encryption, asthere would be from full encryption.
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In the paper’s proposed system, transcoding takes place ‘on the cloud’. The intensive usage of portable, smart-devices has
created a high demand for video transcoding. However, classical transcoding is a computational intensive process, involving
both encoding and decoding. For devicesthat have limited battery capacity thistask cannot possibly accomplished by themselves.
Therefore, it isnatural to move this processing to remote data centersthat isthrough transcoding on the cloud. To establish the
feasibility of this approach, that is partial encryption without the need for decryption at the cloud-based transcoder, this paper
makes measurements of the computation involved, thefile sizes, and the effect of choosing various syntax elements as part of
the partial encryption process. There are enormous potential gainsfrom employing PE without the need to decrypt on the cloud
because thereisno need to distribute the decryption keys and, consequently, thereis no need to set up complex key distribution
management.

2. Partial Encryption

PE disguises al of the content without completely hiding it, as full encryption would do at a cost in encryption delay and
increased bandwidth. By reducing the quantity of datato encrypt, PE reduces the computation involved at the video source.
However, not all types of PE can be recommended, because some forms of PE have weaknesses in terms of: confidentiality;
introduction of additional bitrate overhead; and decoder compliance. By ensuring that al encryption takes place at the final
entropy coding stage and ensuring that the statistical distribution of the encrypted syntax elementsis not altered, it is possible
to add no extrabitrate overhead, aswe do in our method of PE[3].

Moreover, the PE method used in this paper operates on the Context Adaptive Binary Arithmetic Coding (CABAC) form of
entropy coding so that it can work both with the H.264/AV C codec and the new codec standard from 2013 High Efficiency Video
Coding (HEVC). The CABAC encoder hasanumber of parametersthat can be encrypted, for example: Macroblock (MB) types;
Coded Block Flag; Transform Coefficients (TCs); Motion Vector Differences (MVDs); delta quantization parameters (dQPs);
and the numerical signsof TCsand MV Ds. Not all of these syntax elements preserve decoder compliance and in this paper we
select: thesignsof MV Ds, abbreviated to MV signs; and the signs of TCs, abbreviated in the resultsto Coeff. Signs. Combining
MYV signsand signs of TC preserves confidentiality and at the same time ensures decoder compliance. Inthat way itispossible
to perform PE without decryption and encryption when transcoding takes place. Indeed, as the results of Section 5 show
confidentiality isstill preserved by thisform of SE. The paper now discusses differing forms of transcoding, one of which was
selected for these experiments because of its beneficial qualities.

3. Background To Transcoding

Transcoders are frequently utilized for transrating (bitrate reduction), principally to match the bandwidth to the compressed
video bitrate. There are four techniques [4] for performing bitrate reduction, while at the same time maintaining the spatio-
temporal resolution. Thefirst of these techniquesis coefficient truncation. Theinput bitstream is parsed and higher frequency
coefficients are removed to match thetarget bitrate. Re-quantization, the second of these techniquesisthe main way to perform
bitrate control during encoding, by varying the quantization step size to match the target bitrate. The result is a higher
compression ratio, caused by decreasing the number of representation levels of the transform coefficients. Another technique
isre-encoding while at the same time reusing the motion vectors and mode decisions, which are embedded in theinput bitstream.
Compared to simply re-quantizing, this technique avoids drift because reference frames are reconstructed and the residual
information (the frame difference data) isrecompressed. To avoid too many additional cal culations, no new motion estimations
are made and no mode decisions (between intra- and inter coding) takes place. The fourth technique is an extension of re-
encoding but thistime the coding mode may be changed. Thistechnique re-uses motion information but modifies coding modes
to achieve an optimal coding mode decision based on the desired output bit-rate.

Adaptation to portable devices implies spatial resolution changes which transcoding can address [5], as well as altering the
bitrate. Spatial domain transcoding involves a cascaded decoder-encoder pair asin the classical system of Fig. 1. The decoded
output is down-sampled before input to the re-encoder. Input motion vectors are reused in the down converted video input and
the new motion vectors are computed by means of a mapping function, which speeds up processing. Spatial resolution
reduction provides high-quality, error drift-free transcoding. The main problem of down conversion inthefrequency domainis
tofind efficient ways of merging four Inverse DCT (IDCT) into one DCT block. Thiscan beachieved [6] only by utilizing the low-
energy coefficientsfrom the four original blocksto produce anew resized block. The associated motion vectors are also down
scaled to meet the new block property.
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In heterogeneous transcoding, format conversion takes place between different codec standards, such as MPEG-2 to H.263, or
MPEG-2 to H.264/Advanced Video Coding (AV C). It can a so be combined with some form of the homogeneous transcoding.
Heterogeneous transcoding requires codec syntax conversion between the input and output standard. It may also change
format parameters to match the target device s capabilities. Due to the asymmetry between the encoder and the decoder,
heterogeneous transcoding greatly increases computational complexity [7]. Therefore, transcoding latency is increased over
homogeneous transcoding, which implies that interactive applications such as video conferencing will be impacted.

There are several types of transcoding architecture [8]. The cascaded decoder-encoder pair ismore costly in terms of computa-
tion. A reference frame or picture servesto minimizethe difference between theinput and output frames and, thus, to reduce error
drift (refer to Section 1). Reference frames are stored in adecoded frame buffer.

The open-loop architectureisthefastest and the simplest method of video transcoding. In an open-loop architecture, the output
is not measured. Feedback is also not compared to the input. In this architecture error drift isincreased due to the removal of
high frequency DCT coefficientsfrom theresidual information. Because of this, open loop transcoding isbest confined to intra-
coded frames (framesthat only employ spatial coding).
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Figure 2. Closed-loop Architecture

A closed-loop architectureisan advanced form of acascaded decoding and encoding architecture. The error signal, whichisthe
difference between the input and the feedback, is fed to a controller to minimize the output error. For each reference input,
feedback (the difference between the actual picture and the desired picture) acts to reduce error drift. Fig. 2 shows this
architecture, with VL D/VL C = Variable L ength Decoding/Coding (entropy coding), Q = quantization, and MC = Motion compen-
sation.

4. Overview of Cloud Computing

The proposed form of transcoding takes place within a cloud. Cloud computing is based on sharing resources over the public
Internet instead of creating data centerslocally. Cloud providers are normally large corporations that hire out these resources,
servers and data storage, on a demand basis, without the need for purchase. Because these resources are accessible anywhere
and at any time, they arereferred to asa,,cloud which pervadesthe Internet [9].

In early cloud computing, transcoding was performed by means of proxy servers[10]. In this scheme, a proxy server performs
transcoding before streaming the required content to a client via a centralized control system. However, this scheme needs
extensive resources to perform transcoding. As aresult, afurther scheme caches already transcoded videos on cloud [11]. The
main saving from thismethod isthat popular video is only transcoded once, though in avariety of formats. However, transcoding
isstill required inthefirst instance. Transcoding is conveniently performed on acloud by Hadoop, whichisasimplified form of
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parallel processing for large-scal e data-centers. Hadoop is available either as part of aPlatform asa Service (PaaS) cloud facility.
4. Findings

We use the closed |oop architecture for transcoding (refer to Section 2.3), which isagood way to remove error drift from the
video. However, because a closed loop transcoder is compute intensive the burden of computation should not be further
increased by including aneed for decryption and re-encryption. Therefore, PE isused, asit can be made decoder compliant. As
mentioned in Section 1, thismeansthat thereisno need to decrypt the video before decoding. Importantly, the need to distribute
decryption keys and expose them at the transcoder is also removed.

Experiments by us confirmed the latency introduced by a need to include decryption and re-encryption into the transcoding
cycle. All the experimentswere performed on an Intel Core |3 Core 2 Duo (2.10 GHz) processor with 6GB RAM. Inaclassica
closed loop system, seeFig. 2, it takes 2,410 msfor decryption and 83,891 msfor encoding plus encryption. Therefore, thetotal
time required for transcoding in aclassical systemis 2,410 + 83,891 = 86,301 msfor transcoding a 90-frame Football video.
Therefore, around 2 x 2,410 ms is gained (assuming re-encryption takes around the same time as encryption), along with
reductions in bandwidth. However, the most important security gain is that there is no longer a need to distribute and expose
decryption keys on the cloud. Given that a cloud is managed by athird party, not necessarily the cloud infrastructure provider,
thereisadefinite need to assure commercial content providers of the confidentiality of their video. For end users, their privacy
isan issue, particularly with user-to-user video streaming.
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Figure 3. Visual resultswith PE on the Football and Mobile video clips transcoded with PE and encoded for 90 frames (1-, and
P-frames) and QPs: 12, 24, 36 and 48. (a) Football video frame# 07 [Y=29.8, U=42.2, V=44] dB, SSIM = 0.9405. (b) Transcoded
videowith PE at QP 12 for Football with CABAC[Y=9.3, U=14.2, V=21.1] dB, SSIM =0.4776. (c) Transcoded video with PE at
QP 24 for Football with CABAC[Y=8.8, U=14.4,V=21.1] dB, SSIM = 0.4675. (d) Transcoded video with PE at QP 36 for
Football with CABAC[Y=9.6, U=14.1,V=21.2] dB, SSIM =0.6304. (€) Transcoded video with PE at QP 48 for Football with
CABAC[Y=10.3,U=14.1,V=21] dB, SSIM = 0.6433. (f) Mobilevideo frame#54 Y =27.7,U=40.5, V=37.5] dB, SSIM =0.9446.
(9) Transcoded video with PE at QP 12 for Mobilewith CABAC[Y=6.7, U=12.9, V=13.2] dB, SSIM =0.0637. (h) Transcoded
video with PE at QP 24 for Mobilewith CABAC[Y=6.7, U=12.9,V=13.3] dB, SSIM =0.0698. (i) Transcoded video with PE at
QP36 for Mobilewith CABAC[Y=6.6,U=12.9, V=13.4] dB, SSIM =0.0805. (j) Transcoded video with PE at QP 48 for Mobile
withCABAC[Y=7.6,U=14.4,V=13.2] dB, SSIM =0.0690.
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Experimentswere conducted on dissimilar video clipsi.e. Football, Mobile, and News, with different QPs (QP = 12, 24, 36 and 48).
A QPof 12 isbroadcast quality, whileaQP of 48 isof coarse quality inthe H.264/AV C codec (asthe maximum QP =51). Fig 3
showsframesfrom two of the video sequenceswith average Peak Signal to Noise Ratio (PSNR), an objective measure of video
quality measured in decibels (dBs) and Structural Similarity (SSIM) index, which aimsto capture the human perceptual response
on ascale 0to 1. Fig. 3 also shows the effect of applying PE to the selected frames, illustrating the ability of PE to mask the
content, making the clips unwatchable. Table 1 isacomparison of the different average PSNR (dB) of 90 frames at different QPs,
i.e after transcoding to different qualities. The Table shows how the PSNR after PE isreduced to alow level accordingtotheY
[uminance component and the two chrominance components, U and V. In all cases, even when the components are separated out
the average quality is poor, asaPSNR below 25 dB isusually rated as poor.

Videos | Without Transrated with | Without transrated | Transrated with Without Transrated
transrated PE of Y chrominance U PE of transrated with PE of V
luminance (Y) chrominanceU | chrominanceV

Transcoded CIF videos at QP 12: CABAC-based scheme

Football | 34.0 9.3 41.6 131 44.6 21.6

Mobile 30.6 6.7 41.8 13.2 40.3 13.6

News 39.8 4.6 46.4 16.0 48.4 214

Transcoded CIF videos at QP 24: CABAC-based scheme

Football | 32.2 85 39.2 13.2 41.8 21.7

Mobile 28.9 6.7 384 131 37.2 13.6

News 37.6 4.6 42.8 16.1 444 215

Transcoded CIF videos at QP 36: CABAC-based scheme

Football | 30.2 9.8 36.5 13.3 38.9 21.8

Mobile 26.6 6.7 34.1 13.0 33.2 13.7

News 33.8 5.0 38.5 16.2 39.7 21.7

Transcoded CIF videos at QP 48: CABAC-based scheme

Football | 28.1 104 34.5 13.1 37.2 221

Mobile 23.9 71 31.8 14.2 30.8 13.3

News 29.7 5.1 35.9 16.3 375 22.0

Table 1. Comparison of PSNR of with and without transcoded Y UV videos at different QPs. (Units of measurement areall
dBs)

In more detail, our CABAC-based entropy coding scheme [3] was adopted to discriminate between the transcoded sequences
after PE. In the experiments, the Group of Pictures (GOP) sizewas eight, with the H.264/AV C Baseline profile, which does not
include B-frames. CIF resolution was employed throughout. Thus the video configuration was suitable for the lowest rated
mobile devicesin the marketplace today. See Section 2 for the PE configuration.

Fig. 4 demonstrates the relationship between QP and file size. The bar chat confirms that that thereis an inverse relationship
between QP value and file size, i.e. if the QP isincreased the size of the video file will decrease and vice versa. Therefore,
transcoding to adifferent QP, apart from changing the quality in a pay-per-quality scheme, also reduces the bitrate and, hence,
the bandwidth consumption. There is a content dependency, as News at the same QP as the other two videos has a lower file
size. Thefile sizesa so only approximately changein the sameway with achangein QP. In general, even for afew frames (90in
all) and alow resolution, the file sizes are considerable and encryption time would increaseif full encryption wereto be used.

However, for PE the encryption timeisreduced. Even with PE the original encryption time at source cannot beignored asFigs.
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5, 6, and 7 shows respectively for the three test video sequences. These timings can give an indication of the timings
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Figure 5. Encoding timesfor the Football video clip according to target QP and PE method

were full decryption and encryption to be used at the transcoder. Recall that in the proposed scheme, no decryption and re-
encryption takes place at the transcoder. The timings are shown according to whether just one or both the selected syntax
elements were encrypted. In Fig. 3 both the syntax components were used, whereas employing just one of the elementswould
significantly reduce the ability of the PE scheme to mask the video content. Another factor brought out by the Figs. is that
encryption time decreases somewhat with QP.
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Figure 6. Encoding timesfor the Mobile video according to target QP and PE method
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Figure 7. Encoding timesfor the News video according to target QP and PE method

5. Conclusion

The proposed cloud-based transcoding scheme avoids the principal weakness of previous schemes, the need to decrypt and re-
encrypt after transcoding has taken place. This was achieved by decoder-compliant PE, which means that the transcoder no
longer needs to decrypt the input video stream before decoding. Of course, an encryption scheme, including full encryption,
would cause the decoder to crash if the stream was not format compliant. The PE scheme, based around the CABAC coder as
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itis, issuitable both for the widely deployed H.264/AV C codec and the more efficient HEV C, which Currently doesnot have a
low-energy hardware implementation. Initial results have shown the masking behavior of the PE method and the operating
parameters of the scheme in terms of file sizes and encoding time. Future work should compare full encryption and key
management overheads with the PE-based, decoder-compliant scheme. Spatial resolution transcoding, as well as transrating,
can be investigated.
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