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ABSTRACT

Traditional cyber risk assessment and intrusion detection systems frequently rely on mean based statistical
summaries, which inadequately capture the extreme events and heavy tailed distributions inherent in
network traffic. This study introduces a quantile based analytical framework to characterize network
response time as a robust indicator of cyber threat severity. Utilizing a comprehensive real world dataset
comprising over 211,000 network flows, we evaluate response time distributions across threat severity
levels, detection statuses, attack categories, and temporal dynamics. The analysis reveals pronounced right-
skewness, zero inflation, and substantial variance in response times, rendering average-based metrics
insufficient. Quantile based comparisons demonstrate that high severity threats are distinguished not by
typical interaction durations but by significantly elevated upper quantiles, reflecting prolonged, complex
attack behaviors. Furthermore, detection systems exhibit higher efficacy against long duration sessions,
highlighting potential blind spots for transient or stealthy attacks. Temporal analysis further confirms the
bursty, clustered nature of malicious activity. By shifting focus from central tendency to distributional tail
behavior, this quantile driven approach provides a more nuanced and accurate foundation for severity
assessment and anomaly detection. The findings underscore the necessity of integrating robust statistical
modeling with machine learning frameworks to enhance cyber defense capabilities. Future research will
prioritize real time implementation, model interpretability, and validation across diverse operational
networks to ensure scalable and practical deployment in dynamic threat landscapes.
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1. Introduction

The quantification and assessment of cyber risks have become increasingly critical for organizations and
governments seeking to understand and mitigate their exposure to evolving cyber threats [1]. Such
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exposure manifests not only in technical dimensions where system configurations, vulnerabilities, and network
architectures influence the likelihood of attacks but also in economic dimensions, as cyber incidents generate
both direct and indirect financial losses [2], [3]. The growing reliance on digital infrastructures, coupled with
the rapid evolution of technologies such as cloud computing, has significantly complicated the cybersecurity
landscape, making risk estimation and mitigation more challenging [4].

A major difficulty in cyber risk assessment lies in the dynamic and adaptive nature of cyberattacks. Attack
techniques continuously evolve, often remaining low cost and easily deployable, which complicates efforts to
estimate attack frequency and severity. Additionally, the intangible nature of information assets further
obscures the accurate estimation of financial and reputational damages. Reputation costs, in particular, often
constitute a substantial portion of the overall impact of cyber incidents, yet remain difficult to quantify [5].

In response to these challenges, academia has explored cyber risk from multiple perspectives, including
technical, economic, and legal (TEL) dimensions [6, 7]. Existing approaches include business centric threat
quantification through Business Impact Analysis (BIA) [8], economic prioritisation frameworks [9, 10, 11],
cyber insurance modelling using Conditional Value at Risk (CVaR) [12] and cost efficient security decision-
making models [13]. In addition, other research aimed to assess improvements in technical and statistical
indicators to enhance system safety [14]. While these approaches demonstrate significant potential in mapping
and understanding cyber risks, their effectiveness can be further enhanced by integrating security indicators
such as threat likelihood and exposure levels [15].

2. Related Work and Research Gaps

Recent research has emphasized the importance of integrating statistical and computational techniques for
improved cyber risk characterization. In particular, Ranjan Pal [16] proposed a computationally efficient
network-theoretic framework to model the impact of malware-driven advanced persistent threats (APTs) in
Industrial Internet of Things (IIoT) environments. This framework enables the characterization of attack
impacts as statistical distributions, the computation of distributional moments, and the estimation of worst-
case risks using tail-based measures such as CVaR [16].

Despite these advancements, many traditional approaches rely heavily on mean-based statistical summaries,
which often fail to capture extreme events and tail risks inherent in cyberattack distributions. This limitation
has motivated the exploration of quantile-based methods, which provide a more comprehensive representation
of distributional behavior, particularly for anomaly detection and risk assessment.

Quantile functions, especially when implemented with flexible models such as Metalog distributions, enable
adaptive fitting to empirical data, thereby improving the robustness and accuracy of anomaly detection
mechanisms [17]. Furthermore, mid quantile regression techniques have been introduced to address ordinal
risk assessments and improve cyber risk ranking systems, offering enhanced accuracy in scenarios with partial
knowledge of vulnerabilities [18].

Beyond cybersecurity, insights from financial risk modeling also highlight the importance of considering
interconnected systems and multiple asset classes. For instance, studies such as Chen et al. [19] (2023) often
overlook the role of bond markets in systemic risk analysis, despite their traditional function as safe-haven
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assets. It diverges from strong evidence that presents the critical risk interlinkages between bond and equity
markets [20, 21, 22]. In contrast, more comprehensive approaches incorporate bond markets to better capture
risk transmission dynamics and improve portfolio based risk management strategies [23, 24]. Such
interdisciplinary perspectives underscore the need for holistic frameworks that integrate multiple dimensions
of risk.

2.1 Advances in Cyber Threat Detection

The detection of cyber threats has evolved significantly with the integration of machine learning (ML) and
artificial intelligence (AI) techniques. Traditional rule based systems, while effective in static environments,
lack the adaptability required to respond to rapidly changing threat landscapes. In contrast, ML-based
approaches offer greater flexibility, accuracy, and faster detection by learning patterns from data [25, 26].

Supervised learning techniques such as Random Forests and Support Vector Machines (SVMs) have been
widely used to classify network traffic as benign or malicious based on labeled datasets. Deep learning models,
particularly Deep Neural Networks (DNNs), have demonstrated superior performance in detecting sophisticated
cyber threats, as evidenced by studies such as Tang et al. [27].

Unsupervised learning methods, including clustering and autoencoders, have further expanded the capability
to detect previously unknown or zero day attacks. For example, an autoencoder-based system achieved high
precision in identifying novel attack patterns [28] [Takiddin M]. Reinforcement learning has also been applied
to automate cyber defense strategies, enabling systems to learn optimal responses to adversarial behaviors
over time [29].

Despite these advancements, Al-driven cybersecurity solutions face several challenges, including limited
explainability, vulnerability to adversarial attacks, and the need for real time processing capabilities. Deep
learning models, while highly accurate, often function as “black boxes,” making it difficult for analysts to
interpret their outputs and trust their decisions [30, 31].

2.2 Multi-Scale Analysis and Visualization Challenges

Modern cyberattacks often involve complex, multi-stage processes such as privilege escalation, lateral
movement, and data exfiltration. These processes unfold across multiple temporal and spatial scales, requiring
advanced analytical tools for effective detection. By tracking user actions over time, analysts can identify
patterns indicative of coordinated attack strategies [32, 33].

However, existing multi-scale visualization techniques face significant limitations when applied to large-scale
networks. Challenges include inefficient real-time rendering, visual clutter due to high data density, and
cognitive overload for analysts. These limitations hinder timely decision-making and reduce the effectiveness
of threat detection systems.

To address these issues, recent approaches combine multi-scale graph analytics with interactive visualization
tools, enabling more efficient exploration of large datasets and improved situational awareness. Such

integrations enhance the ability to detect and respond to cyber threats in real time.

2.3 Toward Quantile-Based Cyber Risk Characterization
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Given the limitations of mean based metrics and the increasing complexity of cyber threats, there is a growing
need for more robust statistical frameworks. Quantile-based approaches provide a promising alternative by
capturing the full distribution of network response times and highlighting extreme behaviors associated with
high-severity threats.

By leveraging quantile functions and flexible distribution models such as Metalog distributions, it becomes
possible to more accurately characterize network anomalies and assess cyber threat severity. These methods
enable the identification of subtle deviations from normal behavior, which may indicate early-stage attacks or
previously unseen threat patterns.

Furthermore, integrating quantile based statistical methods with advanced ML and AI techniques can
significantly enhance intrusion detection systems. Such hybrid approaches combine the strengths of statistical
rigor and computational intelligence, offering improved accuracy, robustness, and adaptability in dynamic
cybersecurity environments.

2.4 Proposed Analytical Framework
Building on the identified research gaps, this study adopts a quantile-based analytical framework for modeling
network response time. The framework integrates statistical distribution analysis, quantile estimation, and
machine learning-based interpretation to evaluate cyber threat severity. Unlike traditional approaches that
rely on averages, the proposed method emphasises tail behaviour, enabling more effective identification of
anomalous and high-impact events.

Despite the significant progress in statistical and machine learning-based approaches, existing studies largely
rely on central tendency measures or lack integration between statistical distribution modeling and real-
world network behavior analysis. In particular, limited attention has been given to quantile-based
characterization of network response time as a direct indicator of cyber threat severity. To address this gap,
the present study proposes a quantile-driven analytical framework that combines distributional modeling,
severity-based comparisons, and temporal analysis to provide a more comprehensive understanding of
intrusion patterns.

3. Dataset Overview

To operationalize the proposed quantile-based framework and validate its effectiveness, a comprehensive
real-world network traffic dataset is utilized. The following section describes the dataset characteristics and its
relevance to cybersecurity analysis.

3.1 Dataset Description

The present study utilizes a comprehensive network traffic dataset (train_test_network.csv) comprising 211,043
instances and 44 features, designed to support cybersecurity analysis, particularly in the detection and
classification of malicious activities. The dataset captures bidirectional communication flows between source
and destination hosts within a network environment and includes both benign and attack traffic, making it
suitable for supervised machine learning and network intrusion detection research.

3.2 Structure and Features
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Each record in the dataset represents a network connection characterized by a combination of flow-level,
protocol-level, and behavioral attributes. The key feature groups are described below:

1. Network Identification Attributes

These features define the endpoints and communication channels:

e Source and destination IP addresses (src_ip, dst_ip)

e Source and destination ports (src_port, dst_port)

e Transport protocol (proto)

These attributes enable tracking of communication patterns and identification of network entities.

3.21 Temporal and Flow-Based Features
The dataset includes temporal characteristics that describe the duration and timing of connections:

e Connection duration (duration)
e Packet and byte counts (orig_bytes, resp_bytes)

e Flow directionality indicators

Such features are essential for understanding traffic intensity and detecting anomalies in communication
behavior.

3.22 Statistical and Behavioral Features
A set of derived metrics captures the statistical properties of network flows:

3.23 Packet rates and byte rates
Connection states (conn_ state)

History of interactions (history)

Indicators of abnormal behavior such as missed_bytes, orig_pkts, and resp_pkts

These features provide insights into traffic dynamics and are particularly useful for anomaly detection.

3.24 Security-Specific Indicators
The dataset incorporates several fields derived from intrusion detection systems:

3.25 Flags such as weird_name and weird_notice indicating unusual or suspicious events
Service-level information (service)

Indicators related to DNS, HTTP, and SSL activities (where applicable)
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These attributes enhance the dataset’s capability to identify malicious signatures and protocol misuse.

3.26 Target Variables
The dataset includes two target-related fields:

3.27 label: A binary classification variable where 1 indicates malicious traffic and o indicates benign traffic
type: A categorical variable specifying the attack category (e.g., backdoor, among others)

This dual labelling supports both binary classification and multi-class attack classification tasks.

3.3 Dataset Characteristics
The dataset is notable for its:

e High dimensionality (44 features), enabling rich representation of network behavior
e Large scale (over 200K records), supporting robust statistical analysis and model training
e Mixed data types, including numerical, categorical, and symbolic attributes

e Realistic traffic composition, incorporating diverse attack patterns alongside normal traffic

The diversity of features and the inclusion of both benign and malicious traffic make this dataset particularly
suitable for quantile-based statistical analysis. Its scale and heterogeneity enable robust modeling of extreme
behaviors, which are critical for identifying high-severity cyber threats.

4. Results and Discussion

Using the dataset described above, the proposed quantile-based analytical framework is applied to examine
the statistical behavior of network response time and its relationship with threat severity, detection status,
and temporal dynamics.

The analysis of response time and associated network attributes reveals complex statistical behavior and
meaningful cybersecurity insights. The dataset exhibits strong heterogeneity, characterized by skewed
distributions, zero-inflation, and variability across threat categories. This section presents a comprehensive
interpretation of these patterns by integrating distributional analysis, severity-based comparisons, temporal
dynamics, and service-level associations.

4.1 Response Time Distribution Characteristics

The response time variable demonstrates highly irregular statistical properties. The computed mean response
time (7.70 s) is significantly higher than the median (0.00017 s), indicating a pronounced right-skewed
distribution. This divergence suggests that while most network interactions are extremely short-lived, a small
number of long-duration sessions substantially inflate the average.

Further analysis shows that approximately 28.44% of all observations have a response time of zero, confirming
zero-inflation. Such behavior is typical in network traffic datasets, where many interactions correspond to
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instantaneous events such as connection resets or rejected packets. The variance, estimated at 318,256, is
exceptionally large, reinforcing the presence of heavy tails and extreme outliers.

To address visualization challenges caused by these outliers, response time values were capped at the 9gth

percentile (117.90 s) and transformed using a logarithmic scale. This preprocessing step enables a more
meaningful representation of the distribution.
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Figure 1. Log-transformed distribution of response time showing a dense
concentration near zero and a long right tail, indicating the coexistence of short-lived
and long-duration sessions

The distribution highlights a dense cluster of near-zero values alongside a persistent long tail. This pattern
suggests a mixture of rapid, stateless interactions and prolonged sessions that may correspond to sustained
communication or complex attack behavior. The findings emphasize that traditional measures such as the
mean are insufficient for describing such data, necessitating the use of robust statistical techniques.

Building on these distributional characteristics, the next analysis examines how response time behavior varies
across different threat severity levels.

4.2 Response Time Across Threat Severity

To mitigate the influence of extreme values, response time was analyzed using quantile-based statistics (p10,
P50, p90) across severity categories. High-severity events exhibit the highest mean response time (14.19 s),
compared to medium-severity (4.59 s) and low-severity (3.99 s). Despite these differences, the median response
time remains near zero across all categories, indicating that typical interactions are uniformly short.
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Figure 2. Quantile-based comparison (p10, p50, p90) of response time across threat severity levels,
highlighting differences in tail behavior rather than central tendency
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The figure shows that variation across severity levels is primarily reflected in the upper quantiles. High-
severity events show significantly elevated pgo values, indicating a higher likelihood of long-duration sessions.
This suggests that severity influences the probability of extreme delays rather than typical response behavior.

An important anomaly is observed in the critical severity category, where all response time values are zero.
This may indicate either instantaneous events or a potential data recording artifact. Such uniformity poses
challenges for statistical modeling, as it may bias inference and reduce variability.

Given these severity-based differences, it is also important to understand how response time relates to detection
effectiveness, which is explored in the following section.

4.3 Response Time and Detection Status
The relationship between response time and detection status shows that detected events have a higher mean
response time (8.85 s) than non-detected events (3.99 s), while the medians remain near zero for both classes.

This observation indicates that detection systems are more likely to identify threats associated with longer-
duration sessions. Rather than implying that detection introduces delay, this pattern reflects the increased
observability of complex or persistent attacks, which generate richer behavioral signatures over time.

The results suggest a potential limitation of detection systems in capturing short-lived or transient events,
which may evade classification due to their minimal temporal footprint.

4.4 Response Time Across Threat Types

The analysis across different threat types further underscores the importance of distributional characteristics.
While median response times remain consistently near zero across most categories, significant variation is
observed in the upper quantiles.
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Figure 3. Response time distribution across major threat types, showing consistent
median values but substantial variation in upper quantiles
Certain threat types exhibit elevated pgo values, indicating a greater likelihood of prolonged interactions.
Others remain tightly concentrated near zero, suggesting rapid execution patterns. A subset of threat types
also displays moderately higher median values, indicating inherently slower operational workflows.

These findings demonstrate that central tendency measures alone are insufficient for distinguishing between
threat types. Instead, tail behavior provides a more meaningful basis for differentiation.
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4.5 Event Distribution Across Severity
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Figure 4. Distribution of events across the dataset categorized by
threat severity

The distribution of events shows a clear dominance of high severity traffic, followed by medium and low seve
rity categories. This skew indicates that the dataset is intentionally designed to emphasize malicious activity,
making it suitable for analytical and modeling purposes.

However, this distribution differs from real world network environments, where benign traffic typically
dominates. As a result, models trained on this dataset may overestimate the prevalence of threats, necessitating

calibration or rebalancing when applied in operational contexts.

4.6 Temporal Variation of Severity

Violin Plot: Response Time vs Severity (Log Scale)
10°

10°

10!

Response Time (log seconds)
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Figure 5. Temporal variation of threat severity across
the dataset using index-based time representation

Temporal analysis shows that high-severity events occur in concentrated clusters rather than being uniformly
distributed. These clusters likely correspond to coordinated attack activities, such as distributed denial-of-
service attacks or automated intrusion attempts.

In contrast, low-severity traffic appears more stable and evenly distributed, representing normal background
activity. This contrast highlights the bursty nature of malicious behavior and its distinction from regular
network operations.
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4.7 Response Time Distribution by Severity (Boxplots and Violin Plots)

Response Time vs Severity (Log Scale)
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Response Time (log seconds)
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Figure 6. Distribution of response time across severity levels using boxplots
and violin plots on a logarithmic scale
The boxplots and violin plots provide a detailed view of response time variability. While median values remain
consistently low, high severity events exhibit a wider spread and longer tails, indicating prolonged sessions.

The violin plots reveal density variations, with medium severity events showing a concentration at moderately
higher durations. This pattern may correspond to slow, stealthy attack strategies designed to evade detection.

Overall, the figure reinforces that severity primarily affects variability and tail behavior rather than typical
response time.

4.8 Detection Status Distribution

Detection Status Distribution

Threat Detected

76.3%

23.7%

Normal

Figure 7. Distribution of detected and non-
detected events

The dataset is heavily skewed toward detected (malicious) traffic, which constitutes approximately 76.3% of
all observations. While this is beneficial for training detection models, it does not reflect real-world conditions
where benign traffic is predominant.

This imbalance may lead to inflated false positive rates if models are deployed without appropriate adjustments.
Therefore, techniques such as threshold tuning and class balancing are essential for practical applications.

4.9 Time Distribution and Traffic Dynamics

dline.info/jisr 85



Journal of Information Security Research Volume 17 Number 2 June 2026

Box plot

80 T

70 +

60

Data 1
° [ pata 2
[] pData3

50 +

40+

|—oof cofx © o [—o—of

304

20 +=

|o—o—j 00 *x o

Figure 8. Temporal distribution of network events showing
clustering and burst patterns

The temporal distribution highlights the coexistence of steady baseline activity and intermittent bursts of
malicious events. Normal traffic remains relatively consistent, while threat events appear in clusters, indicating
coordinated attack campaigns.

Such patterns are characteristic of real-world cybersecurity scenarios, where attackers generate high volumes
of malicious activity within short time windows. This behavior underscores the importance of detection

systems capable of handling both continuous monitoring and burst detection.

4.10 Comparative Summary Across Severity Levels

Metric High Medium Low
Severity | Severity (Normal)
Count 121,043 40,000 50,000
Mean Response Time [ 11.61s 0.51S 3.99s
Median Response Time| 0-000158 [ 0.0011s 0.0004s
Primary Service IP\IITTP / | HTTP / FTP DNS / None
one

Table 1. Summary of response time statistics and service
associations across severity categories

The table consolidates key metrics, including count, mean and median response times, and associated services.
High-severity events exhibit the highest mean response time and the largest volume, reflecting long-duration
sessions associated with complex attacks.

Medium-severity events have lower mean values but slightly higher medians than high-severity events,
indicating more consistent interaction patterns. Low-severity traffic remains stable, with low median values
reflecting normal behavior.
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Service-level analysis indicates that HTTP and undefined services dominate high-severity traffic, while DNS
traffic is strongly associated with normal activity. This highlights the importance of contextual features in
understanding network behavior.

4.11 Integrated Discussion

The combined analysis reveals several key insights. First, the response time distribution is characterized by
heavy tails, requiring robust statistical handling. Second, while typical response times are uniformly low,
significant differences emerge in the upper quantiles, particularly across severity and threat types.

Detection status is strongly associated with longer response times, reflecting increased observability rather
than causation. Temporal analysis reveals burst patterns in malicious activity, aligning with real world attack
strategies.

Finally, the dataset’s structure, including its threat-heavy composition and balanced attack types, provides a
strong foundation for analytical modeling but requires careful adaptation for real world deployment.

These findings collectively reinforce the importance of moving beyond mean based metrics to distribution-
aware analytical approaches, setting the stage for the study’s concluding insights.

5. Conclusion

This study demonstrates the limitations of traditional mean-based statistical approaches in characterizing
network response time for cybersecurity analysis and highlights the effectiveness of quantile-based methods
in capturing complex distributional behaviors. The empirical findings reveal that network response time
exhibits strong right skewness, zero inflation, and heavy tailed characteristics, making average-based inter-
pretations insufficient and potentially misleading. By employing quantile-based analysis, the study successfully
uncovers critical variations in tail behavior, which are strongly associated with threat severity and attack
dynamics.

The results further show that high severity threats are not distinguished by typical response times but by their
increased likelihood of extreme, long-duration interactions. Similarly, detection mechanisms appear more
effective for persistent or observable attacks, indicating potential blind spots in identifying short lived or
stealthy threats. Temporal analysis reinforces the bursty and clustered nature of malicious activities, aligning
with real-world cyberattack patterns.

Additionally, the dataset’s structure while rich and suitable for modelling introduces challenges such as class
imbalance and overrepresentation of malicious traffic, which must be carefully addressed for real-world
deployment. Overall, the integration of quantile-based statistical techniques with machine learning and multi-
scale analysis provides a more robust and nuanced framework for intrusion detection and cyber risk assessment.

Future work should focus on enhancing real-time performance, improving model interpretability, and validating
these approaches across diverse, real-world network environments to ensure broader applicability and
operational effectiveness.
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