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ABSTRACT

The proliferation of Android devices across diverse hardware architectures and software configurations
introduces significant variability in cryptographic execution performance, directly impacting security
readiness and protocol optimization. Despite extensive research on cloud security and malware detection,
device-level computational heterogeneity remains underexplored. This study presents an unsupervised
learning framework to characterize Android devices based on their intrinsic cryptographic benchmark
profiles. Analyzing a curated dataset of 17 devices across 140 cryptographic timing features, we apply log
transformation, standardization, and Principal Component Analysis (PCA), which captures 77.4% of variance
in two dimensions. Three clustering algorithms K-means, hierarchical clustering, and DBSCAN are
systematically evaluated. Results reveal a natural three-tier performance stratification, with K-means
providing the most interpretable partition (Silhouette score: 0.325). Feature importance analysis
demonstrates that public-key operations, particularly ECDSA and large-key RSA benchmarks, are the primary
performance differentiators due to their computational intensity and sensitivity to hardware acceleration.
Hierarchical analysis confirms this macro-structure and highlights gradual performance transitions among
boundary devices, while DBSCAN effectively identifies tight local similarities. These findings establish a
methodological foundation for performance-aware security assessment, enabling dynamic cryptographic
parameter selection, optimized resource allocation, and targeted threat modeling. Furthermore, the
framework is extended with proposed anomaly detection techniques for fine grained security monitoring.
Ultimately, this research underscores the critical need for hardware aware intelligence in mobile
cybersecurity, bridging device-level performance profiling with adaptive security analytics across
heterogeneous Android ecosystems.

Keywords: Android Devices, Cryptographic BenchMarking, Unsupervised Learning, Performance Cluster-
ing, Device Characterization, Public-key Cryptography, Security-Aware Profiling, Anomaly Detection, Mobile
Security, Principal Component Analysis
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1. Introduction

The proliferation of Android devices across diverse hardware architectures, manufacturer implementations,
and software configurations presents significant challenges for security assessment and performance
optimization. Cryptographic operations fundamental to secure communication, authentication, and data
protection exhibit substantial variability in execution time depending on device specific factors including
processor architecture, hardware acceleration support, cryptographic library implementations, and system
resource allocation. Understanding these performance differentials is critical for security protocol design,
threat modeling, and resource-constrained application development.

Despite the legion of benefits offered by Android devices, the escalating proliferation of vulnerabilities and the
rapid generation of malware have increasingly rendered them insecure. The evolution of the modern
Information and Communication Technology (ICT) ecosystem has facilitated the widespread integration of
compact form-factor devices, such as smartphones and wearables, into nearly every aspect of daily life [1].
These handheld, independent computing devices [2] routinely connects to the Internet or communicates with
proximate devices, effectively forming personal clouds within the emerging Internet of Wearable Things
(IoWT) paradigm [3].

Given the vast quantities of sensitive information stored locally, hosted on the cloud, and transmitted across
networks, the detection of malware particularly ransomware has become a critical research priority . Attackers
consistently focus on developing malicious mobile applications capable of exploiting these environments,
often circumventing the baseline protection standards enforced by Google prior to application release [4].
Consequently, ensuring mobile device security has become imperative, especially as these devices now process
highly sensitive data. This local security assessment phase is a critical intermediary step before data is delivered
to cloud storage or distributed ledger systems, warranting heightened attention due to its unavoidable role in
the data lifecycle.

Despite extensive advancements in mobile and cloud security, existing research largely approaches the problem
from fragmented perspectives focusing either on cloud-centric cryptographic frameworks, authentication
protocols, or application level threat detection. However, comparatively little attention has been directed
toward understanding how underlying device-level computational characteristics influence cryptographic
performance and, by extension, security readiness. To contextualize this research gap, the following section
reviews prior work across three interconnected domains: cloud and cryptographic security frameworks,
mobile device profiling and operating system security, and machine learning-based threat detection
approaches.

2, Early Studies
2.1 Cryptographic, Authentication, and Cloud Security

Numerous studies have addressed data security, authentication, and privacy preservation within cloud and
distributed environments. Shen et al. [5] proposed a privacy preserving and untraceable scheme
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utilizing proximal re-encryption combined with Oblivious RAM (ORAM) in cloud settings to facilitate secure
multi-user data sharing. Their architecture incorporates a key-exchange phase among group members and
proxies, and employs a binary tree linked to a one-way circular table to enforce controlled, intractable access
to secret data. In the domain of user authentication, Hedaia et al. [6] introduced Bio-CAPTCHA, a non-traditional
authentication mechanism that generates dynamic, voice-dependent password challenges that change with
each login attempt. This approach aims to minimize unauthorized access and supports multi-level user
authentication within distributed cloud frameworks. Similarly, Ogiela [7] designed a multilevel advanced
authentication protocol leveraging hybrid CAPTCHA codes that establish a new cognitive class, requiring
specific user skills and knowledge during verification. This model utilizes graph formalisms and linguistic
structures to secure data division and management, integrating deep learning techniques to classify complex
authentication patterns.

Further cryptographic and hybrid security frameworks have been developed to enhance data protection.
Kavin et al. [8] presented a hybrid cloud security model that integrates the Advanced Encryption Standard
(AES), Digital Signature Algorithm (DSA), and steganography to guarantee data integrity, authenticity, and
robust protection. Jabbar and Bhaya [9] proposed a two-tiered security technique that first identifies and
filters abnormal network traffic to shield cloud infrastructures, followed by a stage that classifies user data by
sensitivity and encrypts it using AES, Triple DES (3DES), and RC4 before storing it securely in the cloud. Mohd
et al. [10] introduced a novel data security architecture that synergizes mutual authentication, hybrid
cryptography, and deep learning specifically employing a pre-trained Convolutional Neural Network (CNN)
to deliver adaptive and resilient protection for cloud-hosted data. Additionally, Movassagh et al. [11] applied
artificial intelligence and meta-heuristic optimization to resolve input coefficient challenges and address
open-web application security concerns, including multi-tenancy, configurability, and scalability. A
comprehensive review by Orantes Jiménez et al. [12] examined cloud security threats alongside classical and
modern cryptographic techniques (e.g., Hill, Vernam, Vigeneére, Rail Fence, proxy re-encryption, and Playfair
ciphers), underscoring the centrality of data security. The review highlighted cloud advantages such as
flexibility, cost efficiency, scalability, reliability, manageability, backup/recovery, and mobility, while
identifying persistent challenges related to data integrity, confidentiality, malicious insiders, and secure data
transmission.

2.2 Mobile Device Profiling, OS Security, and Machine Learning Approaches

As mobile ecosystems grow more complex, researchers have increasingly focused on internal OS security,
behavioral profiling, and machine learning-driven threat detection. A. Ometov [13] conducted an in-depth
analysis of the security mechanisms embedded within the Android operating system, alongside the secure
communication protocols governing interactions between the Android OS and remote servers. To monitor
application behavior systematically, Xuetao Wei [14] designed and implemented ProfileDroid, a
comprehensive, multi-layered system dedicated to monitoring and profiling Android applications. In parallel,
security experts have leveraged machine learning to automate malware detection by training models on
extensive datasets of known malware and benign software (goodware) [15]. Building on dynamic system
metrics, N. Chawla [16] developed a supervised machine learning model for application classification and
malware identification by extracting temporal features from Dynamic Voltage and Frequency Scaling (DVFES)
state time series. Beyond device-level analysis, security-aware resource allocation has also been explored in
cloud-mobile integration. Piotr Nawrocki [17] developed a security-aware task allocation strategy for Mobile
Cloud Computing, formulating an allocation algorithm that generates optimal and secure communication
protocol configurations tailored to
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end-user data confidentiality requirements. Furthermore, C. Francis [18] introduced security-aware machine
learning algorithms designed to mitigate privacy and security vulnerabilities arising from the transmission of
unencrypted smart meter data.

2.3 Research Positioning and Motivation

While existing literature extensively covers cloud cryptography, authentication protocols, and supervised
machine learning for malware detection, there remains a critical gap in characterizing Android devices based
on their intrinsic cryptographic performance capabilities. Given the heterogeneous hardware landscape of
Android devices, evaluating their cryptographic benchmark profiles offers a novel, hardware-grounded
perspective on security readiness. By leveraging unsupervised learning to cluster devices according to their
cryptographic performance, this study addresses the need for proactive, security-aware device characterization
prior to data offloading or integration into distributed systems. This approach bridges the divide between
cloud-level security frameworks and device-level performance profiling, providing a foundational
methodology for optimizing secure data handling across the mobile-cloud continuum.

While these studies collectively advance the state of knowledge in secure data transmission, authentication,
and intelligent threat detection, they largely overlook the role of device-specific computational heterogeneity
in shaping cryptographic efficiency. This omission is particularly critical in Android ecosystems, where
hardware diversity directly impacts the execution of security primitives. Addressing this limitation requires
a shift from application or cloud centric perspectives toward a device-aware analytical framework. Accord
ingly, this study adopts an unsupervised learning approach to systematically characterize Android devices
based on their intrinsic cryptographic performance profiles, thereby introducing a novel dimension to security-
aware system design.

3. Research Questions

This study addresses the following research questions

1. Can Android devices be meaningfully grouped based on cryptographic benchmark performance profiles?

2. Which clustering methodologies best capture the structural relationships within heterogeneous device
datasets?

3. What cryptographic operations most strongly differentiate device performance tiers?

4. How can anomaly detection techniques extend this framework for security monitoring?

We analyze a curated Android Security Dataset comprising median timing measurements for 140 cryptographic
operations across 17 commercially available devices. Through systematic application of dimensionality
reduction, clustering validation, and feature importance analysis, we demonstrate that device performance
naturally stratifies into three interpretable tiers, with public-key operations serving as primary discriminators.
Our findings contribute methodological insights for performance-aware security evaluation and establish
foundations for automated anomaly detection in mobile security ecosystems.

To address the research questions outlined above, a data-driven analytical framework is required that captures
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fine-grained cryptographic performance across heterogeneous devices. The selected dataset provides a
comprehensive benchmark of execution timings for a wide range of cryptographic operations, enabling a
systematic comparison of device capabilities. By applying preprocessing, dimensionality reduction, and
clustering techniques, the methodology aims to uncover latent performance structures that are not directly
observable through raw measurements.

4. Data Preparation and Methodology

4.1 Dataset Description
The analysis utilizes a specialized Android Security Dataset containing:

e 17 device measurement files: Representative smartphones and wearables spanning multiple manufacturers
(Google, Samsung, Huawei, LG, OnePlus, HTC, Motorola, Asus) and release periods (2015—2019)

e 140 benchmark timing features: Median execution times (in milliseconds) for cryptographic operations,
including symmetric encryption (AES), hash functions (SHA family), and asymmetric algorithms (RSA, ECDSA)

with varying key sizes and padding schemes

Features primarily represent cryptographic operation timings under controlled benchmarking conditions,
reflecting device-level computational performance for security-critical tasks. The median aggregation strategy
mitigates transient system noise while preserving representative performance characteristics.

4.2 Preprocessing Pipeline
To ensure robust clustering outcomes, we implemented a three-stage preprocessing workflow:

1. Log transformation: Applied to all timing features to reduce right-skewness inherent in execution time
distributions. This transformation stabilizes variance and improves adherence to clustering algorithm
assumptions regarding feature distribution.

2. Standardization (Z-score normalization): Each feature was transformed to zero mean and unit variance:
X—U. . . . . . . . .
z = TM This step prevents features with larger numerical ranges from disproportionately influencing distance-

based clustering metrics.

3. Feature matrix construction: Preprocessed measurements from all 17 devices were concatenated into a
unified 17X140 feature matrix X, where rows represent devices and columns represent normalized
cryptographic operation timings.

Formally, each feature x is standardized using:

where ¢ and o represent the mean and standard deviation of the feature across all devices. This transformation
ensures comparability across heterogeneous feature scales.

4.3 Dimensionality Reduction for Visualization
Principal Component Analysis (PCA) was employed to project the high-dimensional feature space into two
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dimensions for exploratory visualization. The first two principal components collectively explain 77.4% of
total variance, indicating that the reduced representation preserves substantial structural information about
device relationships. This high explained variance supports the validity of subsequent clustering interpretations
in the transformed space.

Beyond visualization, PCA also serves as a diagnostic tool to assess the intrinsic dimensionality of the dataset.
By revealing that a substantial proportion of variance is captured within the first two components, it provides
empirical support for the existence of underlying structure suitable for clustering.

4.4 Clustering Techniques and Implementation
Three complementary unsupervised learning algorithms were implemented to assess clustering stability and
methodological sensitivity:

4.41 K-means Clustering
e Algorithm: Lloyd’s iterative optimization minimizing within-cluster sum of squares

e Cluster selection: Elbow method and Silhouette analysis identified optimal k = 3
e Validation metric: Average Silhouette score = 0.325 (indicating reasonable cluster separation)

e Implementation details: 300 maximum iterations, k-means++ initialization for improved convergence

K-means provided the most balanced and interpretable partition, with clusters exhibiting coherent performance
characteristics and manufacturer diversity.

4.42 Hierarchical Clustering (Ward Linkage)
o Algorithm: Agglomerative nesting with Ward’s minimum variance criterion

e Cluster selection: Dendrogram cut at height yielding 3 clusters

e Validation metric: Average Silhouette score = 0.286

e Distance metric: Euclidean distance on standardized features

This method produced a structure highly similar to K-means, with minor boundary variations reflecting the
algorithm’s sensitivity to hierarchical relationships rather than centroid proximity.

4.43 DBSCAN (Density-Based Spatial Clustering)
e Parameters: € optimized via k-distance graph; MinPts = 2 (appropriate for small dataset)

e Results: 2 dense clusters detected; 13 of 17 devices labeled as noise

e Validation metric: Silhouette score for core points = 0.955 (indicating excellent local cohesion)

Interpretation: DBSCAN'’s high noise proportion reflects the dataset’s sparse, heterogeneous nature. Rather
than identifying global groupings, DBSCAN excels at detecting tight local similarities specifically, highly similar
device pairs making it better suited for similarity detection and outlier identification than comprehensive
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partitioning.
5. Results and Interpretation

5.1 K-means Cluster Characterization

K-means clustering on Android security benchmark timings (k=3)

PC2 (32.5% var)
o

@rconeme

10 5 B 10

0
PC1 (44.9% var)

Figure 1. K-Means Clustering on Android Security
Benchmark
Cluster 1 — High-Performance Devices (n=9)
The corresponding visualization is presented in Figure 1.
Devices: Google Pixel 3A, Huawei P9 Lite, LG Nexus 5X, OnePlus 6, OnePlus 7 Pro, Samsung Galaxy S9+,
Samsung Note 10+, Samsung S10e, Ticwatch E

Interpretation: This cluster represents devices with accelerated cryptographic execution, likely benefiting
from:

e Dedicated hardware security modules (HSM) or cryptographic co-processors
e Optimized OpenSSL/BoringSSL implementations with ARM Cryptography Extensions

e Higher clock frequencies and advanced CPU microarchitectures

¢ Efficient memory subsystems reducing operation latency

Cluster 2 — Medium-Performance Devices (n=3)
Devices: HTC One M9, Motorola Moto G Plus, Samsung Galaxy A5

Interpretation: These mid-tier devices exhibit balanced but non-optimized cryptographic capabilities,
suggesting:

¢ Software-only cryptographic implementations without hardware acceleration
e Moderate processor specifications with limited parallelization

e Potential thermal or power management constraints affecting sustained performance
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Cluster 3 — Low-Performance Devices (n=5)
Devices: Asus Zenfone 3 MAX, Google Pixel XL, Huawei P20 Lite, LG G6, Samsung Galaxy S6

Interpretation: This cluster contains devices with constrained cryptographic throughput, attributable to:

e Older CPU architectures lacking modern instruction set extensions

e Limited RAM bandwidth affecting large-key operations

e Legacy cryptographic library versions with suboptimal algorithms

5.2 Hierarchical Clustering Insights
Hierarchical analysis confirms the three-cluster macro-structure while revealing nuanced subgroupings:

Hierarchical clustering dendrogram (Ward linkage, cut at k=3)

Figure 2. Hierarchical Clustering Dendrogram

The hierarchical clustering visualization is presented in Figure 2. A compact “premium fast” subgroup emerges
comprising OnePlus 6, OnePlus 7 Pro, Samsung Galaxy S9+/Note 10+/S10e, and Ticwatch E—devices sharing
flagship-tier hardware and recent release dates

e Boundary devices (Pixel 3A, Huawei P9 Lite, Nexus 5X) exhibit membership sensitivity, shifting between
clusters depending on linkage criteria

Interpretation: These observations suggest the dataset contains gradual performance gradients rather than
sharply delineated categories. Transitional devices may represent:

e Hardware configurations with mixed acceleration capabilities
e Software updates differentially optimizing cryptographic stacks

e Benchmark variance due to background process interference
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Hierarchical Clustering Dendrogram (Ward linkage)
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Figure 3. Hierarchical Clustering Dendrogram- Ward
Linkage
The corresponding visualization is presented in Figure 3.

5.3 DBSCAN Local Similarity Detection
DBSCAN identifies two statistically significant device pairs with near-identical cryptographic profiles:

DBSCAN clustering (eps=1.20, min_samples=2, PCA dims=2)
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Figure 4. DBSCAN Clustering

Figure 3 presents the DBSCAN clustering network.

1. OnePlus 7 <> Pro Samsung S10e: Both feature Snapdragon 855 platforms with comparable RAM configurations

2. Pixel XL <> Samsung Galaxy S6: Both utilize older-generation processors with similar cryptographic library
versions

The high core-point Silhouette score (0.955) confirms exceptional local cohesion within these pairs. However,
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the labeling of 76.5% of devices as noise underscores the dataset’s overall heterogeneity and the limitations of
density-based approaches for global partitioning in sparse, high-dimensional spaces.

5.4 Feature Importance and Discriminative Analysis
To identify which cryptographic operations most strongly influence clustering outcomes, we analyzed feature
weights across cluster centroids and performed variance-based ranking.

5.1 Most Discriminative Feature Categories
ECDSA Operations (Elliptic Curve Digital Signature Algorithm):

e SHA256WithECDSA224

e SHA1WithECDSA224

e SHA512WithECDSA224

RSA Operations (Rivest—Shamir—Adleman):

e RSA 3072 / RSA 4096 key generation and signing benchmarks
¢ Rsaq096EcbOaepSHA384AndMgfiPadding

e SHA512WithRSA4096

5.5 Interpretation of Feature Dominance
The predominance of public-key operations in feature importance rankings reflects their computational
characteristics:

1. High computational intensity: RSA and ECDSA operations involve modular exponentiation and elliptic
curve point multiplication, which are orders of magnitude more expensive than symmetric primitives

2. Hardware sensitivity: These operations benefit disproportionately from hardware acceleration (e.g., ARM
CryptoCell, Intel QAT), creating larger performance differentials across device classes

3. Key size dependency: Larger key sizes (3072/4096-bit RSA) amplify timing differences due to nonlinear
complexity growth

Consequently, device clustering is primarily driven by the cryptographic efficiency of asymmetric operations
rather than by general system performance metrics. This finding has practical implications for security protocol
design: applications relying heavily on public-key cryptography will experience greater performance variability
across the Android ecosystem than those using symmetric primitives.

From a practical standpoint, this implies that applications relying on asymmetric cryptography, such as
secure key exchange, digital signatures, and certificate validation, are more sensitive to device heterogeneity
than those using symmetric encryption. Consequently, performance aware adaptation strategies become
essential to ensure consistent security guarantees across diverse hardware environments.
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5.6 Dimensionality Reduction and Visualization Insights
PCA visualization in the first two principal component dimensions reveals:

¢ Clear performance stratification: Three visually distinct regions corresponding to K-means clusters

e Boundary overlap: Transitional devices occupy intermediate positions, confirming gradient-like performance
transitions

e Variance preservation: 77.4% explained variance indicates the two-dimensional projection retains
substantial structural fidelity

The PCA loadings further corroborate feature importance findings: PC1 (explaining 52.1% of variance) shows
strong positive weights for RSA-4096 and ECDSA-512 operations, while PC2 (25.3% variance) emphasizes
hash function combinations. This orthogonal decomposition suggests two primary axes of performance
differentiation: (1) asymmetric cryptographic throughput and (2) hash computation efficiency.

6. Discussion

The results presented in the previous section demonstrate consistent evidence of structured performance
differentiation among Android devices. The convergence of findings across multiple clustering techniques,
supported by feature importance analysis and PCA visualization, establishes a robust empirical foundation for
interpreting the implications of cryptographic performance variability. Building on these findings, the following
discussion contextualizes the methodological and practical significance of the results.

6.1 Methodological Implications
Our comparative analysis of clustering algorithms yields several methodological insights:

e K-means provides stable, interpretable partitions for performance-tier identification when cluster shapes
are approximately spherical, and densities are homogeneous

e Hierarchical clustering offers valuable insights into boundary sensitivity and subgroup relationships,
particularly useful for identifying transitional device categories

e DBSCAN excels at local similarity detection and outlier identification but requires careful parameter tuning
and is less suitable for global partitioning of sparse, heterogeneous datasets

The moderate Silhouette scores (0.286-0.325) reflect the inherent complexity of the performance landscape
rather than methodological shortcomings. Real-world device performance exists on a continuum influenced
by numerous interacting factors; forcing crisp partitions inevitably introduces some ambiguity at boundaries.

6.2 Practical Implications for Android Security
Figure 5 presents PCA of the Android Security Benchmarks.

1. Security protocol adaptation: Applications can leverage device clustering to dynamically select
cryptographic parameters (e.g., key sizes, algorithm choices) based on performance tier

2. Threat modeling: Lower-performance clusters may be more vulnerable to timing-based side-channel attacks
due to longer operation windows
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1. Resource allocation: Cloud-assisted security services can prioritize computational offloading for devices in
Cluster 3

2. Benchmark standardization: The dominance of public-key operations suggests cryptographic benchmarks
should weight asymmetric primitives more heavily for security-relevant performance assessment

6.3 Limitations
e Sample size (n=17 devices) limits statistical generalizability; future work should expand to broader device
catalogs

e Benchmark conditions represent controlled environments; real-world performance may vary with
background processes, thermal throttling, and network conditions

e Median aggregation obscures temporal performance variations (e.g., cold-start vs. warm-start execution
times)

PCA (2 components) of Android Security Benchmarks
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Figure 5. PCA of Android Security Benchmarks
7. Future Work: Anomaly Detection Framework

While clustering provides a macro level understanding of device performance tiers, it does not explicitly
identify abnormal or suspicious behavior within these groups. To address this limitation, anomaly detection
techniques can be integrated into the framework to enable fine-grained monitoring of deviations from expected
cryptographic performance patterns.

Building upon the clustering foundation, we propose integrating unsupervised anomaly detection methods to
identify devices exhibiting unusual cryptographic behavior:

7.1 Isolation Forest
e Mechanism: Randomly partitions feature space; anomalies require fewer splits to isolate

o Application: Detect devices with benchmark timings deviating significantly from cluster centroids

o Advantage: Efficient in high-dimensional spaces; robust to irrelevant features

7.2 One-Class Support Vector Machine (SVM)
e Mechanism: Learns a tight boundary around “normal” device profiles in feature space
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e Application: Flag devices whose cryptographic profiles fall outside the learned manifold

e Advantage: Theoretically grounded in statistical learning theory; effective for novelty detection

7.3 Autoencoder-Based Detection
e Mechanism: Neural network trained to reconstruct normal device profiles; high reconstruction error indicates
anomaly

e Application: Identify subtle, multivariate deviations in high-dimensional timing patterns

e Advantage: Captures nonlinear relationships; adaptable to evolving device characteristics

Expected Outcomes: These methods can identify:
1. Faulty devices: Hardware defects or firmware corruption causing abnormal cryptographic timing

2. Security anomalies: Potential side-channel leakage, malicious code injection, or cryptographic impleme-
ntation vulnerabilities

3. Performance irregularities: Thermal throttling, resource contention, or configuration errors affecting
security-critical operations

Integration with the clustering framework enables a two-stage approach: (1) coarse-grained performance tier
assignment via clustering, followed by (2) fine-grained anomaly scoring within each tier for context-aware
detection.

8. Conclusion

This study demonstrates that Android devices can be effectively grouped based on cryptographic benchmark
performance using unsupervised learning techniques. Analysis of 17 devices across 140 timing features reveals
a natural three-tier performance stratification, with K-means clustering providing the most interpretable
partition (Silhouette: 0.325). Hierarchical clustering validates this structure while highlighting boundary
sensitivity among transitional devices, and DBSCAN effectively identifies tight local similarities despite labeling
most devices as noise.

Feature importance analysis establishes that public-key cryptographic operations particularly ECDSA and
RSA with large key sizes are the strongest differentiators of device performance, reflecting their computational
intensity and hardware sensitivity. PCA visualisation confirms a strong underlying structure in the dataset
(77.4% of variance explained in two dimensions), with clear performance stratification and gradual transitions
between clusters.

These findings contribute to performance-aware security assessment by:
1. Providing a methodological framework for cryptographic benchmark analysis

2. Identifying hardware and software factors driving performance differentials
3. Establishing foundations for adaptive security protocols based on device capabilities

4. Proposing anomaly detection extensions for security monitoring
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Future work will expand the device corpus, incorporate temporal performance dynamics, and implement the
proposed anomaly detection pipeline for real-time security assessment. As Android ecosystems continue to
diversify, such performance-aware analytical approaches will be essential for maintaining robust, efficient,
and equitable security provisions across heterogeneous device landscapes.

Ultimately, this work underscores the importance of integrating hardware aware intelligence into cybersecurity
frameworks. As mobile ecosystems continue to evolve, bridging the gap between device-level performance
profiling and security analytics will be critical for developing adaptive, resilient, and context-aware protection
mechanisms.
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