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ABSTRACT: Nowadays, integrity, availability and reliability from information systems have been threatened by intrusions
and Unwanted Internet Traffic (UIT), Intrusion Detection Systems (IDS) are largely employed to cope with UIT, but IDS
lack in security as they are mainly based on postmortem approaches: detection and/or blocking happen only after UIT has
inflicted serious damage. Intending to improve intrusion detection, in our earlier work we proposed an approach to cope
with UIT in a proactive manner, using forecasting techniques combined with Return on Security Investment (ROSI). In this
paper we examine the applicability of a cooperative architecture regarding forecasts of UIT on a more complex set-up,
with hosts associated with sites geographically divided. The aim of this paper is to show a cooperative architecture of IDS
with prediction approaches, covering the gaps of the current forecasting techniques concerning UIT: sensors employment,
the use of just one prediction technique and forecasts’ sharing. A proof of concept of such architecture is presented, which
allows concluding about the improvement in forecasts for IDS to deal with UIT.
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1. Introduction

Nowadays, Unwanted Internet Traffic (UIT) is threatening information systems along the Internet, compromising availabil-
ity, integrity and reliability. To protect such systems, several intrusion detection techniques have been developed in the
recent years. The Intrusion Detection Systems (IDS) may be based on identification, detection, reporting and prevention
(blocking) of threats, attacks and (UIT) [1], but they lack in security as they are postmortem approaches: UIT is identified
and/or blocked only after the UIT inflicts serious damage to the computer systems [2]. Notwithstanding, according to [2-16]
predictions about UIT may be obtained using programming techniques and hidden Markov chain in distributed IDS (DIDS).
Predictions, regarding UIT in IDS, may also be obtained by the use of hybrid forecasting methods (moving average and
Fibonacci sequence), as employed by [2-3]. In this study, we classify the IDS generations as follows: the first generation of
IDS concerns identification and detection of UIT, the second one is based on prevention and blocking, and the third one (IDS
3G) refers to prediction and forecasting [33].

Although some forecasting techniques have already been applied on IDS 3G in the last few years, three major gaps lie on
those approaches: 1) Sensors employment: not many studies about forecasting in IDS adopt sensors. When sensors are
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used [2], [9], [13], [15] it is in a limited manner and/or geographically located. According to [29-31], forecasts can be improved
using several sources of data. The employment of a large number of sensors, widely spread, allows gathering more relevant
information about variables which are going to be analyzed; 2) Usage of just one forecasting technique: as predictions
involve uncertain situations, as no single prediction method is 100% certain about the future, and according to [29], to obtain
a more accurate result about predictions, it is suggested to use diverse forecasting techniques; 3) Forecasts’ sharing: in
accordance with [29-31] to share and to combine forecasts among forecasters (that may be geographically divided) in a
cooperative manner may result in a more accurate prediction.

In the same way of other sciences, forecasts could be helpful for information technology. In information security field, a
future trend with an increasing number of UIT, shown by forecasting analysis, may influence the decisions concerning the
security devices adoption before the incidents happen and according to the needs [3-4], [33-34].

The expression “unwanted traffic” was first introduced in the eighties and it has always been related to malicious activity as
worms, virus, intrusions etc [20]. Reference [21] defines unwanted Internet traffic (UIT) as unproductive and useless traffic,
with malicious (worms, scans, spam) and benign (wrong setting in the routers) events. Reference [33] completes this definition:
UIT may result from the noise in the telecommunication network. UIT may also be junk traffic, background traffic and
anomalous traffic.

The Request for Comments (RFC) 4948 [22] details the UIT types, the main causes, existent solutions and the actions to be
taken in short and long term. The RFC 4948 also refers that some topics regarding UIT would be managed by the IAB, Internet
Engineering Task Force (IETF) and Internet Research Task Force (IRTF). Reference [25] published a study in the United
States about the losses concerning UIT (non requested traffic, useless, unknown traffic and, a lot of times, illegitimate traffic):
UIT caused about $264.6 million of losses in 275.284 organizations. This is up from $239.1 million in total reported losses in
2007. According to [26], in 2008, for the first time, American Internet Service Providers (ISP) also described a far more
diversified security landscape, including significant concerns over diverse kinds of UIT: domain name system DNS) spoofing,
border gateway hijacking and spam.

The main purpose of this paper is to detail the employment of EWMA and Fibonacci forecasting technique to cover three
major gaps of current prediction methods concerning UIT: sensors employment, the use of just one prediction technique and
forecasts’ sharing. EWMA and Fibonacci forecasting techniques were applied in the IDS 3G architecture [5], which may be
composed by four levels: independent security devices of hosts, correlated security devices of hosts, network level and
backbone level.

This paper is organized as follows: state of art about forecasting in IDS is in next section. Section 3 presents the description
of the IDS 3G – Distributed Intrusion Prediction System. The proof of concept is presented in section 4. Section 5 summarizes
conclusions and suggestions for new studies.

2. State of Art

The forecasting approaches in IDS lie mainly in stochastic methods [3-4], [7-19]. With no attention about predictions, [5]
applied diverse probabilistic techniques (decision tree, Hotelling’s T² test, chi-square multivariate, Markov chain and
Exponential Weighted Moving Average (EWMA)) on audit data as a way to analyze three properties of the UIT: frequency,
duration, and ordering. Reference [5] has come to the following findings: 1) the sequence of events is necessary for IDS, as
a single audit event at a given time is not enough; 2) ordering / transaction [19] provide additional advantage to the frequency
property, but it is computationally intensive. Frequency property by itself provides good intrusion detection [5], [19]. Even
though simulations of the attacks in the [25] datasets (DoS, remote to local, user to root and probing) were done, neither
correlation among other types of UIT (spam, virus, worms), nor DIDS were studied in [5]. The employed techniques in this
study are commonly used for forecasts.

Moving averages (simple, weighted, exponential, or central) with time series data are regularly used to smooth out fluctuations
and highlight trends [28]. EWMA may be applied for autocorrelated (events that carry out a series of related commands in
order to complete a given task) and uncorrelated UIT data for detecting intrusions that manifest themselves through significant
changes in the intensity of events occurring [6]. Both (EWMA for autocorrelated and uncorrelated) has presented good
efficiency for detecting UIT. EWMA was first introduced by [27]. EWMA applies weighting factors which decrease exponentially,
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giving much more importance to recent observations while still not discarding older observations entirely. The equation is
[28]:

                                                                    for t=1, 2, …, n (1)

Where: EWMA is the mean of historical data; Yt is the observation at time t; n is the number of observations to be monitored
including EWMA; 0 <á< 1 is a constant that determines the depth of memory of the EWMA.

The parameter á determines the rate of weight of older data into the calculation of the EWMA statistic. So, a large value of á
gives more weight to recent data and less weight to older data; a small value of á gives more weight to older data.

Reference [14] gives an overview of adopting EWMA with adaptive thresholds, based on normal profile of network traffic.
The employment of thresholds with EWMA may summarize the analysis of huge amount of data in network traffic [17-18].
Diverse combined moving averages with Fibonacci sequence forecasting approach were also used by [3-4] to spot trends of
UIT in [25-26] datasets.

Markov chain is a stochastic process also used in IDS. In Markov chain future states depend only on the present state, and
are independent of past states. Reference [8] studied the behavior of the system (system calls and privileged process),
inferring the probability of Markov chain in the observed temporal UIT data. Similarly, [7] employed Markov chains, as well
as profiling about normal activities, for dynamic load-balancing algorithm. So, it proposed a real-time prediction method
regarding UIT in IDS. Lower false alarm rate and false negative rate were obtained during the application of the method.
Although, according to [5] the employment of first-order of Markov model may not produce good intrusion detection, and it
advocates about the use of high-order Markov model for UIT.

Hidden Markov Model (HMM) is also used in DIDS, or Distributed Intrusion Prediction and Prevention System (DIPPS) to
UIT [2]. Each HMM contains a finite number of unobservable (or hidden) states. Transitions among the states are governed
by a set of probabilities. More details about HMM may be found in [2]. The adoption of DIDS during the forecasting of UIT
may result in a more comprehensive and accurate prediction, as it makes use of spread sensors in the computer network [3-
4]. Though, the result of [3-4] could be better if it used more than five forecasting techniques and a larger amount of sensors
[29-31]. Predictions about UIT in IDS may be achieved using Hidden semi-Markov Model (HsMM), too [16] In HsMM, the
probability of a change in the hidden state depends on the amount of time that has elapsed since entry into the current state.
Data mining techniques with neural networks were used by [10-12], as a way to provide predictions about UIT in IDS. Even
though any of the studies used neural networks, the approaches were different: 1) [10] analyzed the normal profile of [25-26]
datasets to determine de normal behavior and projecting it in the future. Back propagation neural network and neuro-genetic
ensemble network were used to build the predictions. Conclusively, this methodology may be employed in real-time for IDS
to make predictions about UIT; 2) As well as the previous study, [11] needed to observe the user behavior (profile). But,
instead of back propagation, quick propagation algorithm was used, as it is faster by an order of magnitude or more. Quick
propagation algorithm also appears to scale up much better than standard back propagation as the size and complexity of the
learning task grows.

In accordance with [11], some restrictions of the use of neural networks and profiling are: 1) Hard to predict how long the user
will use a specific resource in the future, but it can predict if the user will use this specific resource or not; 2) Profiling new
user’s behavior. Notwithstanding, in accordance with [11], statistical models like simple exponential, Bayesian, regression,
among others, don’t suit well to predictions about UIT, as they are linear methods and UIT is a non-linear problem. Despite
the opinion of [11], Bayesian Inference is employed for predicting increase or decrease of various types of attacks, based on
past-observed event counts [12]. Therein, forecasts hit ratio for days and hours were analyzed in two manners: attack cycle
and fluctuation range of event counts. As a conclusion, attacks may be predicted by the use of Bayesian Inference [12].
Prediction architecture for UIT in DIDS with 2 layers was designed by [9], in which the first layer is responsible for detection
(by the use of Bayesian Networks), while the second one is entrusted with forecasting procedures. In this study, the
forecasting approach is merely based on probabilistic conditions (not mentioned which ones) about current UIT, UIT’s
historic series and the possibility of the UIT inflict other hosts in the DIDS. The innovation in [9] lies in the agents (sensors)
which compute data among the hosts and report forecasts to the system administrator, analogous to the DIPPS of [2].
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3. IDS 3G – Intrusion Forecasting System

The proposed architecture is based on main concepts about forecasts: 1) Sensors widely spread [29-31]; 2) Cooperative
forecasts [29-31]; 3) Usage of more than five techniques to make forecasts [29].

As no forecasting technique is perfect in concept to obtain the most accurate results, the employment of more than five
forecasting techniques may improve forecasts; indicating a more realistic trend [4]. In other words, in this proposed IDS
architecture, IFS makes use of five forecasting techniques: simple moving averages (SMA), exponential weighted moving
averages (EWMA), combined SMA, combined EWMA and Fibonacci sequence. IFS contains four levels: 1) hosts’ independent
security devices, 2) hosts’ integrated security devices, 3) network level and 4) backbone level. All levels have some
communication and integration degree among each other. In other words, the forecasts obtained from the level 1 are shared,
combined and integrated to the forecasts of the other levels. Integration and combining provide either to local hosts, or to the
administrator of the LAN, or to the backbone provider, a more accurate trend about possible tendencies concerning UIT.
Figure1 shows the forecasting architecture. Similarly to forecasting methodologies used in other fields, in which sensors are
adopted (meteorology, for instance, use sensors to capture variables like temperature, humidity [31], while seismology
employs sensors to capture electromagnetic emissions from the rocks [30]), IFS for UIT also spread sensors widely to make
predictions. Sensors in IFS compute variables about the different kinds of UIT (spam, virus, intrusion, abnormal network
traffic) in all of the four levels of the IFS (hosts’ independent security devices, hosts’ integrated security devices, network
level and backbone level). It is important to notice that different classification of UIT occurs from one IFS level to another. It
is also important to notice that the shared data by IFS levels is just historical series of UIT (how many spam host H received,
e.g.). In this model, the incident itself is not shared or reported, as a way to preserve the confidential properties of hosts,
users and organizations.

IFS Level 1 (Host Level: Independent Security Devices) concerns the trend analysis about incidents, alerts and diagnosis
reported independently by the hosts’ security devices (antivirus, antispyware, host-based IDPS [1] and other anomaly
detector systems). For each security device, individual forecasts may be provided, e.g. the trend about spam for next hour or
the day of tomorrow. The next step of the IFS level 1 is to help the hosts’ security devices to determine whether or not they
should adopt countermeasures to stop UIT. According to [33-34], it is not recommended to employ an extremely restrictive
posture, as the cost of such posture is more expensive than the benefit it could bring. Even though the individual analysis of
security devices (incidents, alerts and diagnosis) may be useful, IFS level 1 may be significantly improved if combined with
level 2, 3 and 4. When the integration and combining among the IFS levels are done, a more realistic trend is obtained, which
can be any: forecasts about the host, forecasts about all hosts devices in an integrated way, and finally forecasts about the
entire network.

 IFS Level 2 (Host Level: Integrated Security Devices) involves the integration and correlation of forecasts about the hosts’
security devices. At this level, the analysis lays on two databases: 1) All the historical data generated from each one of the
hosts’ security devices are processed individually by the IFS first level, then stored in a database; 2) The network flow may
also be recorded for further forecasting analysis. The next step for the IFS level 2 is to query and to analyze the trends
(forecasts) of such databases. After analyzing it, IFS level 2 returns a feedback to IFS level 1. Feedback contains trends of the
UIT (concerning incidents, alerts and diagnosis) about both: all the security devices and the network flow. Likewise a
conductor in an orchestra (with different musicians and instruments), IFS level 2 may give directions, providing harmony
along trends for the different security devices (antivirus, firewall, etc), against malicious activity. It is important to notice that
the databases of IFS level 1 work as sensors for IFS level 2. IFS level 2 may also record the provided feedback in databases.

IFS level 4 (Backbone Level) is the major level. It considers the structure of the backbone providers (an ISP, for instance). In
the same way IFS level 3 and level 2, different security devices are linked to the backbone level. The steps for IFS level 4 to
work are: 1) Backbone security devices record UIT in database; 2) IFS level 4 queries the databases provided by the lower and
current level; 3) IFS level 4 analyzes the provided databases to define the trends; 4) IFS level 4 provides feedback of the trend
analysis to the current level; 5) IFS level 4 may also give feedback for the lower levels. This step is usually hard to be done,
as most of the backbone providers do not publicly reveal how frequently their infrastructure is impacted. Similarly to lower
levels, IFS level 4 uses the same concept of sensors: lower databases and the entire lower IFS levels are sensors for IFS level
4. An important note is: the IFS level 4 may be shared among various backbone providers. To share the forecasts of IFS level
4 means to provide the most realistic and integrated trend about UIT, as it may spread sensors along the network.
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Figure 1.  Intrusion Forecasting System (IFS)

4. Proof of Concept

For the proof of concept setup, levels 1, 2 and 3 of the IFS were implemented in three sites geographically divided (A, A’ and
A’’). The following hardware and services were used:

• 1 Pentium core 2 quad 2.0 GHz, 8GB RAM;

• 2 Pentium core 2 duo 1.8 GHz, 4GB RAM;

• 10 virtual machines (Ubuntu 8.04) 512MB RAM;

• 4 virtual machines (WindowsXP) 512MB RAM;

• Windows Vista (host for the virtual machines); VMware Player 2.51; Snort; Netfilter/Iptables; MySQL; OpenVPN.

As a way to provide security to the shared forecasts among the sites geographically divided (fusion), the OpenVPN is used,
granting tunneling functionality. Likewise [2], in this prototype the simulation of UIT was divided in just in four types: 1)
Denial of service (DoS): Ping of Death and SYN Flood are examples of this kind of UIT; 2) Remote to local (R2L): Buffer over
flow and SQL injection are examples of this kind of UIT; 3) User to root (U2R): Buffer over flow and SQL injection are also
examples of this kind of UIT; 4) Probe (Scanning): Nmap is an example of software for scanning. During four weeks, we
simulate usual network traffic and UIT among hosts in each site. Normal network traffic and UIT were also simulated between
sites. H-IDS [1] was installed in each one of the hosts. N-IDS [1] was installed at the gateway. Figure 2 illustrates the sites,
hosts with normal activities and infected hosts. Infected hosts inflict UIT to the hosts of each site and to sites, as pointed by
arrows.

In this prototype, the propagation of UIT was in the following sequence: from site A to site A’, from site A and A’ to site A”,
from site A” to site A. Table 1 shows the results to forecast UIT, where correct and wrong forecasts consider just the
predicted elapsed time before UIT hit the victim. For this prototype, IFS was developed in JAVA, by the authors. The open
source IDS Snort is the tool used to analyze the network traffic. All classified UIT is lately recorded in a MySQL database. IFS
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collects the data from the MySQL database, analyzes the information and then, when a particular threshold of UIT is
exceeded, a signal (warning) is sent to the IFS collaborators. Details about the adopted forecasting techniques are not
reported in this paper due space limitations, but the reader may consult [3-4] for more details about the employed forecasting
techniques.

5. Conclusion

Table 1 depicts the results of forecasting UIT in the prototype. The UIT hit 4.320 thresholds from site A to site A’ and,
gradually, it increased with propagation of the UIT among the three sites. The total amount of the UIT thresholds among the
three sites was about 16.416. In Table 1, correct forecasts are the number of times that it was possible to foresee the increasing
and/or decreasing UIT’s phases, without any delay.

           A       A’    A       A’      A” A”      A

Overall UIT thresholds 4.320     8.208 16.416

Correct forecast 2.623     4.984 9.967

Forecast with delay 1.483     2.818 5.635

Times not predict 214        407 813

The correct predictions’ rates were about 60,71%. Forecast with delay are the number of the times the increasing and
decreasing thresholds were identified lately. In this prototype, forecasts’ rates with delay were about 34,74%. During the
prototype tests, sometimes it was not possible to identify thresholds for of UIT decreasing or increasing. The rate for the
times we could not predict was about 4,95%. Although Fibonacci sequence approach is computationally intensive, IFS
employment was able to predict the UIT increasing and decreasing, as thresholds were signaled among hosts and sites.
Conclusively this study has attempted to deal with UIT in sites geographically divided. It was done an experiment with a
prototype, employing diverse sensors and forecasting techniques, in a cooperative manner. In this prototype it was possible
to track UIT in advance; hence such methodology may be employed as an early warning system.

Even though only 4,95% of the thresholds for UIT’s increasing and decreasing were not detectable, the value of the outcome
is still questionable, as this early warning system still has  34,74% of warnings being lately reported. As a way to improve the
forecast’s result, among the suggestions for future works there are the aggregation of the fractal approaches (according to
[32]), and the use of other kinds of forecasting techniques (as Markov chains and neural networks) to follow [29]’s advices.
The IDS 3G has not yet undergone extensive training enough to be used in commercial applications.

Figure  2. Intrusion Forecasting System (IFS) Prototype

Table 1. Results of Forecasting the UIT Propagation
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