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ABSTRACT: In a wireless network whatever try to isolate network against eavesdroppers but always there is a leakage
probability of information. On the other hand considering the weaknesses of cryptography algorithms and attacks performed
against them, cryptography alone cannot guarantee the security of communications in a wireless network. The goal of this
paper isto gather solutionsfor creating a secure wireless network. Wth regard to the devel opmentsin wirel ess communication
networ ks brought about by smart array antennas, security can be sought in the physical layer as well, aiming to restrict the
access of the data in a wireless network and limit it to authorized users only in order to further restrain malicious data
accesses. Furthermore, we analysis a strategy for restricting data access using smart array antennas and present the results
in security by a parameter called exposureregion. For this strategy afterwards we propose a new hybrid protocol for network
security based on cryptography algorithms. This protocol allows users to authenticate the sender’s identity taking advantage
of signcryption schemes while exerting a negligible computational load on the network.
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1. Introducttion

With the growing prevalence of wireless communication networks, the security of the information being transferred in the
network and preventing them from being revealed has become crucial. In wireless networks this is done through encryption
schemes among which WEP is one of the most known. These methods hide the content of the information from attackers and
use common encryption algorithms[1]. For example, WEP and WPA use RC4 stream cipher algorithm on which more effective
attacks have been performed and WPA 2 usesAES. The security of standard cryptographic algorithmsiscomputational security
therefore attackers cannot access the content of the data they have gained through eavesdropping of the messagesif they test
all possible solutions.

In a wireless network whatever try to isolate network against eavesdroppers, but always there is a leakage probability of
information. The main question arising hereiswhether it is possible to prevent the attackers from eavesdrops the messages or
not. This problem is known as the security of the physical layer and is aimed at taking measures in the communicational
infrastructure to limit the possibility of sending and receiving information to authorized users only [2]. The solution to this
problem is using smart antennas that have the ability to concentrate communicational information. These antennas can direct
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the beam in the desired direction to limit the exposure region of the information and send them only to the areas belonging to
authorized users. Therefore, the exposure region can be counted as a criterion for measuring security inthe physical layer. This
region is considered as an area in which attackers can access the information and it has been shown that by increasing the
elements of the array antenna, exposure region will be limited and therefore the attacker chance for eavesdropping decreases.
Wewill show, thisstrategy called Aegis[3], alonewill not be enough to provide security in the network. Thus, wetry to provide
an appropriate protocol using cryptography techniques with low computation complexity inside of considering security in
physical layer.

Block cipher algorithmsare used in different modesincluding AON (All-or-Nothing) transforms proposed by Rivest [4]. Inthis
method, accessing the content of one packet requires the decryption of all the packets. We analyze the Aegis method and show
disadvantages of this strategy and then we will show by manipulating of AON and cryptographic schemes we can provide a
secure network. To solve the problem of key transfer between the users and the network and also to secure network against
actives attackers, an improved version of signcryption is used [5]. This algorithm reduces the computational load imposed on
the network. Considering that cryptography protocols should be immune against known attacks it is necessary to analyze the
protocol from this point of view. Obviously, by gathering all solutionsfor creating ahigh level secure wireless network we can
minimizeleakage probability of information.

In this paper, we discuss about advantages in security caused using smart antennas and then propose a secure hybrid protocol
to joint security in physical layer and a higher level layer. Finally, after security analysis of the protocol we improve it by
exploiting a signcryption scheme which is an efficient cryptographic scheme supporting digital signature and encryption
together.

2. Thesecurity schemebased on AON method

The basic assumption here is that each user can access multiple access points. Thus by transferring only one part of the data
with each access point, accessing the datawill become harder for attackers sincethe attackers are then forced to enter theregion
shared by all the access point to be able to get al of the data. This idea can use time, space and frequency as different
dimensions for splitting the data. Here we focus on space which is accomplished through avirtual array [2]. Thistechniqueis
based on sending different parts of the data through distinct paths where each part of the data needs decryption.

Consider a secure pseudo-random generator that uses a private key K for producing the pseudo-random sequence PRNG (K).
Assumethat the message being sent isabit sequence with thelength | M |. This sequence undergoes an XOR operation with the
bit sequence generated by PRNG (K) to produce the ciphertext C with the length | C | whichissimilar to themessage | M |. This
cipher text isdivided into anumber of | K | bit blocks. Each of these blocks undergo an X OR operation first with each other and
then with the key K and the result will be named C, . Now the network controller divides the new message C || CL into | K | bit
segments. All these segments should be delivered to the receiver completely. When the receiver receives all these segments
completely, performsan X OR operation on all of them to get the key K. When K isachieved, the receiver usesit for decrypting
the segments and then sorts them according to segment number to reconstruct the message. On the other hand, the eavesdropper
who islocated in the path between the first access point and the user will be able to get the first segment of the dataonly. If he
desires to access the other parts of the data, he should move to the path of another access point in atime faster than one time
interval, which isimpossible or being in exposure region.

3.Usingsmart array antennasto providephysical layer security

An easy way for reducing the chances of eavesdropping is using beamforming; the signal will be enclosed in a specific region
between the sender and the receiver which is dependent upon the shape and the domain of the beam pattern and the channel.

This characteristic of smart array antennasis so useful for providing security in wireless networks. Now wewill compare smart
antennas against omni-directional antennas and use a valid approximate geometric model for the shape of the beam. In this
scenario, an attacker is present in the exposure region of the access points. In the next section we will perform the analysis and
show how a beamforming mechanism improves security in comparison with an omni-directional antenna. For reaching thisgoal
we cal cul ate the exposure region in each case using geometric modeling based [ 3], also for calculating the security advantages
and comparing the exposure region, we need to find out the area of the exposure region in the omni-directional case and array
antennas case.
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Figure 1. Beamforming areaapproximation [ 3]

3.1Geometricanalysis

Here we use two types of approximation, inscribed parallelogram and sector models as shown in Figl. We use both of these
approximations for comparison exposure region. The shared region Sisthe region of access, meaning that the receiver will be
ableto accessthe whole dataonly inthisregion. By [3] for asmart array antennausing k elements, distance between client and
AP which is showed with d could be defined as

2
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G, and G, aremain gain lobe of receive and transmit that assumeto be 1. P, denotes power threshold and P, denotestransmitting
power also o and A means path loss exponent and wavelength.

The area can be calculated using the sector model as below:
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Where 6 isthe null-null beam width of the transmitting or receive antenna. For alinear array with k elements and a uniform
excitation, it isgiven by

6=2sn(2) ®
Asafunction of k, the distance can be written this way:
d=ck* @
2 \la
Here,c, = 4 ! and therefore the approximate area of sector A, is given as below:
T
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On the other hand, for the area of the omni-directional antennawe will have:
Al=7rd2%Al=7rcl2 ©
Now if we find out the proportion of the two areasﬁf we can compare the proportion of the exposure region for the smart
antenna
2f=,§k2/a9”_1(§) @
For more comprehending in Figure 2 we show the behavior of this proportion. Thevaluesfor the proportion are given for o equal

to 2, 3, and 4. Evidently with theincrease of the element k, the pattern of the antennaand the region of exposure become smaller.
Therefore, by limiting the region for the user through the increase of k, the hacker’s access to the data will be restricted.
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Additionally, the path loss exponent affects the region of exposure aswell. Overall, the reduction in the region of exposureis
less than linear.

The above results show that with the change of k we can gain security advantages with the simple form beam. Even though the
beam form isamechanism for increasing security, but the question iswhether it is possible to achieve greater advantages using
moreAPs.
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Figure 2. Proportion of thetwo areas A,/ A,

3.2Increasing advantages of security using multiple accesspoints

In this case we assume to have 4 access points and we try to cal culate the exposure region for the 4 access points for the omni-
directional antenna and the array antenna cases. Obviously the presence of 4 access points in the general case makes the
geometric space asymmetrical and therefore estimating the shared exposureregion for 4 patternswill not be easy. For smplifying
the problem, we consider the case where the 4 access points are located on the four corners of a square. If we have 4 similar
access points on the four corners of a square the exposure region will be the area shared by the areas of the four access points.
Attackers are then able to access the data only in the region shared by the APs patterns. Thisis shown more clearly in Figure
3

Now suppose X to be the distance between the two access points. To calculate the region of exposure, we should go through
the following geometric calculationsin order to expressthe areaof Sintermsof d and X.

Considering geometric formulas; it can easily be shown that the angle null to null beam width 6 can be calcul ated as below:
T .1, Xy_
_ AR ) 8
4 sin™( od ) ()]

Having 6 in Figure 3, we can easily find out the area of the hatched region by first finding the area of the sector and then adding
it to the area of the region formed by theintersection of the arcs. The area of a section of the circle created by theangle 20isas

follows: The areaof the extrapart of theArc = areaof theArc FP, E —areaof thetriangle FP E

slzédz(ze)—%dzsin(w) 9
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Figure 3. Exposure region approximation of 4 APsusing omni directional antenna

The area of the square ABEF is given below:

— =M N2 = i 2 2qin2
S,=(2|FM|)?=4(dsin )’ =4d*sin*6 (10
Therefore total region could be achieved by thisformula:
Simi =S, +4S (1)
S, =4d?sin’ @ +4d?6-2d?sin’(26) (12)

Now we assumethat an array antennais used instead of anormal antenna (We assumethat the pattern form of all of the antennas

P, P,

Figure 4. Exposure region approximation of 4 APsusing smart antennas
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are rectangular). We then calculate the areain proportion to the last case.

Herewe useinscribed parallelogram model for areaapproximation of each access point. According to Figure 4 and assuming that
d—a>h/2theareawill beasfollows:
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Figure 5. The proportion of exposure region Sarray/Somni using 4 access points
when we have smart array antenna or omni-directional antenna, we assume X/d =1

Aswe could see in Figure 5 by growing smart antenna elements k the exposure region would be decreased. Therefore when
using multiple access points, the proportion decreases drastically with the increase in the number of elementsk. Thisisagood
ideato limit accessing of attacker from information that is based on Aegis. By using the other properties of smart antennawe
could use some technics like jamming but the use of such technics reduces network throughput. However when a client has
accessto multiple APsthe controller can divide information and send them by multiple sender. But this method should be used
in correct manner unless there istherisk of key leakage. We show this problem at the next section.

4. Security problems, disadvantagesand improving theAegisphysical layer security scheme

Themain flaw in this scheme isthat attackers by locating in exposure region can still easily access and decrypt all of the dataif
they find all of the segments of the encrypted text by performing an X OR operation on the segments and finding the key. Assume
an eavesdropper gaininformation being transmitted C” = C || C, . All of work hemust doisto divide C” into | K | bit blocks (since
the length of key is public) then XOR all parts together and achieve the private key K. Therefore, Aegis scheme only limit
attackers to gain information and does not bring about security.

As it was observed, even the techniques was presented for the security of the physical layer called Aegis can not prevent
attackers from accessing the data and they can still lay hands on the main data with a considerable probability. Therefore, here
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Algorithm1: Encrypting message in sender Algorithm1: Decrypting message in receiver

INPUT: m, PK, random key K INPUT: C, K
OUTPUT: Encrypted message C OUTPUT: Decrypted messagem
1) Divide message mto | K | bit segments. Use 1) Divide Cto| K | bit segments.

concatenate schemeiif it is needed.
2) Encrypt all message segmentsm by symmetric
algorithm such that

c=g./(m),1<i<s

2) XOR al encrypted message segments together to
earn encrypted random key.

c, =C"®cdc®..Oc,
3) Decrypt random key c|’< by public key algorithm
K=Dg (c)

3) Encrypt random key K by public key algorithm

G = Epyc ()
4) Decrypt all segments by random key K.

4) XOR all encrypted message segments together _
m=d,(c),1<i<s

with encrypted random key ¢,
¢’=¢c®c®c®..dc,

5) Concatenate ¢” and all ¢, , then send C to client.

C=c"|c,1<i<s

we design a protocol that in addition to limiting the chance of eavesdropping provides adequate security against effective
attacks by using physical layer security techniques aswell as public key encryption methods. We denote the public key P, then
E shows an asymmetric encryption algorithm. Also we use S, to denote receiver private key and D to show asymmetric

decryption algorithm, correspondingly. Using e and d,, we show symmetric encryption and decryption algorithms an here K
denotes private random key. Asymmetric algorithms are suitable and secure for encrypting information but because of their
computation complexities we must be careful when using them. In a communication networks there are alot of clients which
network responds to them; therefore we can not burden a lot of computation to it. For having least computation and most
security we encrypt each of segmentswith a secure symmetric encryption algorithm which haslow computation complexity and
uses a private random key, then we exploit a secure asymmetric encryption algorithm for encrypting private random key.

Consider m to be the message being sent. The proposed protocol isshown in algorithm1. Inthismanner if an attacker gather all
segmentsC=C" || C; and XOR all of them would obtain C, encrypted random key and can not doing decryption. Transmitting
segments equal to number of access points in each transmission order could divide information in which the attacker have no
chanceto earn all of segments. In other words, considering s as number of APs each client is having access to them therefore
by use of this protocol at any transmitting duration just s segment could be sent, therefore it is impossible for an attacker to
gather all of segments. Also if he gathers all segments could not decrypt them because of using public key cryptosystem.

5. Security Analysis

Since cryptographic techniques have been used for providing security, we will with security based on the two separate
scenarios of active and passive attackersin the remainder of this paper. In other words, the level of security needed for the two
protocols will be discussed with regard to the abilities of the attackers.

5.1 Passiveattackers

An attacker who just can eavesdrop the transmission data and can not impress them called passive attacker .Here, we assume
that the attackers have the ability to breach into the shared region, or there are multiple collaborating attackerswho are located
in the patterns of all of the access points and can get all of the encrypted data segments. In other words, we are assuming here
that attackers possess all of the encrypted packets and the following security should be taken into consideration.

5.1.1 Security against known plain text attacks
In these attacks, hackers possess a part of the plain text aswell asthe encrypted text [6]. Asit was observed, in each transfer one

Journal of Information Security Research Volume 4 Number 4 December 2013 201




random key K can be sel ected to encrypt the data. Thisin fact providesforward secrecy [ 7], meaning that since one K is selected
in each transfer, the disclosure of the key K in one round does not threat the security of the whol e transfer because K will change
in the next transfer. Additionally, if the hackerstry to access the main key while possessing only anumber of the blocks of the
encrypted text and the plaintext, they need to be able to break the symmetric encryption used in the algorithm, and by using
secure symmetric encryption algorithms we make it impossible for them to do so.

5.1.2 Security against known ciphertext attacks In this attack, hackers need to access parts of the data while possessing the
encrypted text. Brute force attacks are the most common type of these attacks against which we have protected our system
using the AON method [4]. It must be noted that to stop such hackers all that needs to be done is to use symmetric and
asymmetric encryption systems which are immune against these attacks. Encrypt Symmetric stream ciphers and also AES[8]
block cipher enjoys this level of security. Additionally, with the use of asymmetric encryption methods which are immune
against such attacks, thislevel of security can be guaranteed. Overall, it can be said that this protocol is secure against known
encrypted text attacks through using standard encryption agorithms.

5.1.3 Security against selected encrypted text attacks

In this scenario, hackers can select parts of the encrypted text, find out the corresponding plain text, and use thisinformation to
find the main key or other parts of the encrypted text. Thisattack and its equivalent, comparative selected encrypted text attack,
arethe most powerful attacks against public key encryption systems. In this protocol, the randomly generated key is encrypted
using the public key system and therefore the public key system must beimmune against this attack. RSA encryption systemis
not immune against this attack, although the RSA-OAEP scheme can be used to solve this problem since this system is secure
against selected encrypted text attacks.

5.2Activeattackers

So far, we discussed network security against eavesdropper and we showed that by using security techniques in the physical
layer and the higher level layer we can reach this level of security. Now the question is that if the attackers impersonate the
network and produce patterns for the users and send information to them, how can the user decide thisinformation is not sent
by authorized access points? Unfortunately, this protocol isnot secure against thistype of active attackers who can intrude and
affect the network. The most suitable solution against these attacks is the use of digital signatures by the sender, meaning that
the network allows the receiver to authenticate the sender of the packets by providing signatures for the packets and sending
them alongside the packets. Therefore, only the messages whose signatures are confirmed by the receiver are considered valid.
Unfortunately, utilizing these public key algorithms imposes a high amount of computational oad on the sender and also adds
overload to the packets. Therefore, selecting the proper protocol hereiscrucial. A very suitable algorithm hereis signcryption
which serves as an encryption and asignature solution at the sametime. Signcryption wasfirst introduced by Zheng [9] and its
different features have been analyzed henceforth. The original scheme provides confidentiality and unforgeability for the
message but cannot guarantee non-repudiation and forward secrecy. However, these features have been added to thisalgorithm
inthe scheme presented by [5]. Here, we utilize this scheme with alittle modification which does guarantee non-repudiation and
by using random keys, we make the network secure enough for transferring keys and prevent attackers from sending fake
messages to the users. Additionally, to reduce the computational load of the network, we have tried to move the load to the user
by avoiding the use of inverse element when signing the messages in the signcryption algorithm. In comparison with other
variations of the signcryption protocol, the version based on the DL problem hasvery low power transmit cost. By implementing
exponential in modul e based on Shamir’salgorithm [9], this cost can becomeaslow as1.17 exponential.

6. Theproposed protocol for security against activeattackers

The signcryption algorithm has alot of varieties but for having the best performance on the network we must consider some
modifications. We do some modifications on signcryption algorithm for having low complexity load. We can now define a
protocol for the network based on this scheme which securesinformation transfer inthe physical layer and the higher level layer
inaway that prevents eavesdroppers from accessing the plaintext even after accessing the transferred information. Additionally,
active attackers will not be able to send fake messages to the users. Here, it has been assumed that a CA center has given
certificates to each of the clients. In addition to that, the network uses controllers to schedule the transfer of the packets and
their sequence.

Assume p to be alarge prime number and g to be alarge prime number factor of p—1. Furthermore, assume g to be an integer of
order g modulo p which isselected from Zp*. (E, D) are the symmetric encryption and decryption algorithms. X_ isthe private key
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of the sender, y, = g'amod p will be the public key of the sender, also x, is the private key of the receiver and y, will be its
corresponding public key and G is a secure hash function. Before transmission the network controller must do these tasks:

i) First, all of the usersin the network and the number of access points are found out.

ii) The number of access points for each user and the number of users for each access point are reviewed.
Now consider that the number of access points assigned to thei, user isn. Then regarding the length of the selected symmetric

encryption key [K_ | - we take out n packets of the length [K__; |- If thelength of the total information being sent isL bits,
nx|K_on | Pitswill be sent in each transfer (Here we have assumed that L > n x [K__ ).

Afterwards, the server signs the message using the improved signcryption algorithm and encrypts the key of the session in the
following way.

Algorithm 2: Sgncrypting message in sender || Algorithm 2: Decrypting and verifying messagein
INPUT: m K Y, X, recaver
OUTPUT:c1,s INPUT:C,1,5,%,Y,
c=E,  (m)1<i<n OUTRUT:m

session - S b’

1)e=G(y,.y,> modp,c)

Ae=cliell--lie, IM=e®r >M=K__ [IG(c K,
) M=K on I G (€, Ko Verify G (c, K;&on) =G(c, Koy,
4)e=G((y, modp), ¢) 3m=D,. (m),1<i<n
S)r=M@e,s=(t—x,rymodq session

Accordingtot e Z;, is a random parameter chosen by the server. For simplifying the protocol, the encryption part of the

signcryption algorithm has been omitted. Also assumeK__ - to bethe random key selected by the sender in each transmitting
session. The messages mi are encrypted using this key and exploiting the selected symmetric encryption algorithm.

Now the packets ¢, should be sent to the receiver along with r and s. Each packet is sent using one access point to keep the
physical layer secure and prevent attackers from accessing all of the packets together. After receiving the packets, the user can
validate and decrypt the message using his private key xb in the following way. r and s can be concatenated to sequences of
prefix zerostoreach thelength [m |.

Here, the scheme of the signature has changed froms =t (r + x ) Tmodgs=t- rx,) to move the computational load to the
receiver’s side. In this scheme, only the sender can perform the signature operation because x, is confidential and therefore
unforgeability has been guaranteed. The confidentiality of the message has al so been guaranteed using the symmetric encryption.
Additionally, the presence of the private key x, means that only the receiver can make a secret parameter e and validate and
decrypt the message. It is assumed that DL is an unsolvable problem and G is a secure hash function.

6.1 Advantagesof proposed protocol

Generally, we could claim this protocol involves security inthe physical layer and the higher level layer, in other words not only
we provided security by cryptographic consideration but also drastically, decreased attackers opportunity for eavesdropping
the transmission information by using smart antenna in an appropriate way. We sort these advantages here:

1) Minimum opportunity for eavesdropping. Transmitting segments equal to number of access points in each transmission
session could divide information, in which attackers have alittle chance to earn al of segments.

2) Using smart antenna minimizes the exposure region. Therefore, the chance of eavesdropping proportionally decreases.

3) Signcryption schemes provide benefits of digital signature and encryption with low costs of complexity. Exploiting this
algorithm immuni zes networks agai nst active attackersin which nobody except the rightful authority could send information to
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aclient.

Theimportance of signcryption in security against important attacks like chosen ciphertext attacks is discussed thoroughly in
[10]. We havetherefore not only made information transfer in the network possible using encryption, but also provided physical
layer security for the network. The network will even be ableto usejamming control and stream overwhel ming techniques[3] but
these techniques, however, will not be cost effective because of the high costs they impose on the network and negative
influencesin the network throughput. Using signcryption, we were eventually ableto prevent attacks by active attackers. Inthe
design of this protocol, we have tried to use the most up-to-date public key agorithms with high security and low costs,
especially the signcryption algorithm which needsamere 1.17 transmit power for validation which isthelowest number among
same protocols. Additionally, the lowest amount of overhead will be added to the transferred data[9]. The use of private keys
in the receiver’s side guarantees that only the receiver can validate and decrypt the private session key in each transmission
session. These keys add forward secrecy to the system so that if attackers get access to the key of one round data transfer will
not be threatened since this key will change.

7.Conclusion

The most important security issueis preventing attackers from accessing the data being transferred, even in encrypted form. In
wireless networks, omni-directional antennas do not allow this because they broadcast the datain the region and attackers can
easily access the data being sent.

Asweknow by using smart array antennaswe can limit the region of exposure of the data. On the other hand, it was shown that
we cannot rely on these antennas alone for securing the network and consequently we added a public key encryption system
to our method to build a complete network security protocol. In this stage, security analysis on the protocol showed that active
attackers can still threaten the network and finally we showed that using signcryption, we can not only prevent malicious data
accesses, but also add new security features to the system including forward secrecy and non-repudiation.
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