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ABSTRACT: A mobile ad hoc network (known as MANET) represents a wireless communication network, without a pre-
existent subtraction or foundation and which is not reliant on any kind of centralized management. Various certificate
authorities (CAs) distributed over the network, each with a periodically updated share of the secret key, is usually adopted.
With this paper we hope to bring a strong contribution to making the public key management scheme more efficient especially
for fully self-organized mobile ad hoc networks where the role of the dealer is played by all the nodes play. To ensure this
means that each node must carry out by itself all the operations that imply nodes’ public keys: initiation, distribution and
revocation. The main objective of our approach is to enhance the process of building fully self certificate authority of nodes
by using the Harn-line strong (n, t, n) VSS. Our proposal will provide the mobile ad hoc network flexible and efficient to make
renewal and revoke certificate authority.
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1. Introduction

A mobile ad hoc network or MANET is a set of mobile nodes that can dynamically form an infrastructure-less based network.
The networking functions are carried out by the nodes themselves in a self-organized manner meaning that the network is
operated only by the end-users. For thisreason, providing the security of the communication in thistype of networks provesto
be enormously challenging and it isrealized with abig amount of effort asthe number of demands of network security conflict
with the demands of mobile networks, mainly dueto the dynamic nature of the mobile devices. A secure networking system must
haveoneor al of thefollowing characteristics: confidentiality, authentication, integrity, non-repudiation and availability. When
developing a security protocol for ad hoc networks certain factors need to be taken into consideration: dynamic topology,
limited bandwidth and hard pressure on energy. The networks’ origin and its ephemeral character, the transmission range and
the nodes' capabilities are all factors that can alter the shape of a security protocol.

One of the most important issues of MANET is that of the security. Many factors must be taken into consideration before
beginning to address this issue, such as the broadcasting nature of transmission, the nodes self routing environment and other
factorslikethe open network and the mobility factor.

The authentication services already in use have their foundations in the centralized management system that is the key
distribution centers or certificate authorities (CA) [1]. Thiskind of approach is considered to be suitable for the caseswhere a
specific node can be protected by being reached by other nodes of the network. However, the wireless ad hoc networks are not
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suited for the centralized approach because it will suffer from a single-point of service denial and become inaccessible by
network nodes requiring CA services. Thus a stronger CA approach isin order.

The CA mechanism is one of the security protocols proposed for ad hoc networks. The security services like authentication,
integrity or security are assured for any conventional networks (like the Internet) by public key cryptography. This systems’
infrastructure is composed of certificates, which provide authenticity and integrity for the public keys. Any user certificateis
issued, revoked or managed by atrusted third party called certificate authority. But, dueto the total absence of infrastructurein
MANETSs and also to the way they come together, through the dynamic collaboration between mobile and wireless devices, it
isahard job to adapt public key systems (PK1) to thiskind of networks. To make that possible the tasks of certificate authority
(CA) should be distributed on the user nodes or its functionality should be surpassed.

A trusted CA isusually sent in the security infrastructure to validate the authenticity of the public keys. The CA isrequested to
authenticate each public key before the node distributes it to the intended parties. Then the CA issues a digital certificate
attaching the public key (contained in the digital certificate) to that specific node and usesits own private key to sign thisdigital
certificate. The certificate can be authenticated by any node that contains the public key of the trusted CA. A PK1 assisted by
atrusted CA seemsto be the most viable solution for securing MANETSs. Still, due to the dynamic infrastructure of aMANET,
where nodes come and go very easily, the CA functionality cannot be designated to just one node, but rather needs to be
distributed inthe MANET, thusavoiding thefailure of theentire MANET if that specifically node decidesto leavethe MANET
or it is compromised. To dodge this security bottleneck replicated CAs can be used. Neverthel ess, this option also proves not
to be scalable from administration point of view because it can create multiple points of compromise if any CA node is
compromised. Theideal way to secureaMANET would beto broadcast the signing authority between alarge number of nodes
in such away that multiple trusted nodes are required to band together to sign acertificate. This pattern prevailsin communities
wanting to protect theintegrity of their membership. Initially only afew trusted membersare allowed to collectively authenticate
any incoming node. Newcomers areissued certificatesthat are valid only for ashort period of time. The nodesthat have recently
joinedaMANET arethusexpected to request for renewal of their certificatesvery often. But, if they behave well the expiry date
of the certificate will be extended and perhaps they will eventually become trustworthy enough that they will be granted the
responsibility to authenticate future incoming nodes in cooperation with other trusted nodes, whereas the malicious nodes or
the nodesthat are observed to have broken any rule are denied renewal of their certificate which disablesthem from taking place
inany MANET operations.

Therearetwo categoriesof attackson MANET: internal and external [2]. Internal attacks are generated by either maliciousor by
selfish nodesinside anetwork and their detection is complicated as nodesinvolved generate valid signatures using their private
keys. Packet dropping and internal eavesdropping are two of the most common internal attacks: the nodes copy all information
and speculate it without the knowledge of other nodes.

Regarding the external attacks, outsiders infiltrate the network and cause damage inside the network. Encryption and
authentication are the cryptographic techniques that can prevent an external attack. As per routing, external attacks can be
divided into active and passive attacks: active external attacks, like Denial of Service (DoS) attacks, packet dropping or flooding
of packets, useto degrade or stop message flow between the nodes; passive external attacks are usually done by compromising
the nodes and extracting vital information of the network without disrupting the network operation, which makes it basically
impossible to detect, consequently making it difficult to develop security schemesfor it.

We propose scheme to create and distribute the certificate authority over the node in MANETS. In our scheme every node act
as adealer which initiate sub secret share and distributed to all the nodesin MANET.

2. Preliminaries

In this section we introduce a short description of Shamir secret sharing scheme and sum of partially and fully distributed
certificate authority systems.

2.1 Shamir Secret Sharing Scheme
Threshold scheme began to be implemented in 1979 by Adi Shamir who, by using polynomial interpolation (“Lagrange
interpolation”), invented a new cryptographic method, called the secret sharing scheme. This method works as follows: we
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have anumber of participants; every one of them has been assigned with a share of the secret; each shareis combined and used
to broadcast the secret between all the participants. For the secret to be restored all the shares must be reunited; each share has
no use taken alone.

So we can say that in thistype of scheme there are one dealer and n players. The dealer shares the secret with the players only
in specific conditions. The secret can be reconstructed when any group of t (for threshold) or more players combinetogether the
shares and reconstruct the secret. But a group of lessthan t players can not. Such a system iscalled a (n, t)-threshold scheme.

Shamir’s schemeis easy to be proven secure: in a(n, t) scheme it can be proven that thereisno differenceif an attacker hast-
1 valid sharesto work with or none at al; unless he hast shares or more the best option to find the secret is guessing.

Sometimes a secret needs to be shared between (at least) n users without any t < n users being able to recover the secret alone.
In hiswork Shamir unveils the issue and provides a secret sharing scheme using polynomial interpolation as arecovery way.

Namely, every user hasapair (x , f(x), x,# 0, where f (x) isapolynomial of degreet, and the secret is given by f (0). In this
configuration, one needs at least t shares to recover f, then f (0). With these parameters, in order to share a secret g, into d
shares, one needs to choose t — 1 random numbers (a, _,........ a,) to construct the polynomial.

f)=a,+ax+..... a_txt
After that share the sub secret between the nusers, where S =f (i), i = 1,....., n, and securely transfersthe share S to the users

ipi=1,..,n

To reconstruct theinitial secret S, we need asubgroup at t least users make exchange the sub-secrets between them. Next, each
user of t group will get t distinct point (i, S) of the polynomial. Afterwards the Lagrange interpolation is used to calculate the
coefficient of the polynomial f

1]
[y

2.2 Partially Distributed CertificateAuthority

Thiswork is one of the first attempts that tried to deal with the issue of the key management in MANETS. It was published in
Securing Ad Hoc Networks[1] and the authors, Zhou and Z. J. Haas, proposed adistributed public key management servicefor
asynchronous ad hoc networks. This system works by allowing a set of nodes, which were assigned with the trust, to share the
secret. N server nodesform the distributed certificate authority (DCA). Their totality benefits from apublic/private key pair K/
k. Each noderecognizesthe public key K. At the sametime, theprivatekey kissplitintonshares(s,, s,, s,,..., S ), onefor every
server.

Specific nodes are used to distribute the CA. Those are servers, combiners and one dealer. First two categories of nodes are
employed in signing public key certificatesfor users. The dealer however isaparticular server which knowsthe CA's private key.
For anodejoining the network the complete public key certificateis needed. Thisisobtained by gathering and computing all the
partial signatures.

Threshold group signature isintroduced at the moment the distributed certificate authority (DCA) hasto sign a certificate [4].
Every node owns a share of the private key which isused to produce a partial signature. The private key shares are forwarded
to acombiner C. Any node can accomplish thistask, it only needst + 1 shares so that the digital signature is restored.

Zhang et a. [5] came up with an IKM (an identity-based key management scheme). Their idea wants to be a fresh mixture of
threshold and identity-based cryptography. In traditional public key management systems the distribution of certified public
key isbased on certificates. Their scheme triesto diminish the need for certificates, by making the public keys derive from the
known identities of the mobile nodes to which some mutual datais added.
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Y. Dong et a. [6] proposed a CA cluster-based architecture. They proposed two efficient schemeswith low system overhead to
tacklethese two problems: (1) how to locate enough CA servers, and (2) how to perform the proactive share update. Compared
with existing approaches, their CA architecture provides faster CA services to user nodes at reduced system overhead.

M. Omear et al. [7] proposed NetTRUST (mixed NETworks Trust infrastRUcture baSed on Threshold cryptography). Usualy, in
systemsbased on centralized trust, the single point of failureissue emerges. So, inthe NetTRUST approach, thisproblemistried
to be diminished with a help of multiple serversthat provide and distribute the services for authority certification.

2.3 Fully Digtributed M odels

Fully Distributed Certificate Authority Approach it was brought to our attention for the first time by Luo and Luin [8]. Every
node receivesits share at the moment it joins the network by using a (n, k) threshold distribution scheme. It also uses verifiable
and proactive secret sharing mechanisms to avoid compromising the certificate signing key and to secure the network against
denial of service attacks.

It isassumed that, for establishing trust, nodes have to observetheir neighbors’ behavior. Also the nodes must keep a certificate
revocation list (CRL) of their own. If anodeisdiscovered as being malicious an “accusation” is spread throughout the network
and its certificate is added to the CRL of the node that discovered it. The accused node becomes suspect and it islabeled by all
the other nodes. The only way the accusation can be disregarded is that the accusatory have its certificate revoked.

N ischosento represent all the nodesin the network which improvesthe practical PK1 (public key infrastructure) [9], making it
more available. DCA's private key SK isshared throughout all network nodes. So, if anode needsthe help of the DCA it can now
get in touch with any k one-hop neighbor nodes. Regarding the authentication procedure there is no difference between client
and server nodes. This approach also tries to secure the certification service against the compromise coming from stronger
adversaries by comprising a share update device.

A. Rachedi et al. [10] proposed a new approach to secure MANETS. The solution they offered is founded on the cluster-
organized network discussed above, in which trust and CA isdistributed in every cluster. The nodes with low level of trust are
monitored and network security isfully self-organized. CA ischosen with the hel p of aclustering al gorithm, which uses mobility
metric and trust. In the same way each cluster gets its PK1. Still, the CA of a cluster is the cluster head, which observes and
monitorsthe activity in each cluster.

They introduced registration authorities (RA), which are dispensable confident nodes used to enhance CAS' security in the
clusters. All the certification requests pass through the RAs. They do a selection of these requests and deal with them before
they send them to the CA, this operation resulting in a higher protection for the CA.

In another attempt to protect the CA and dismisssingle point of attack in the clusters, anew notion, Dynamic Demilitarized Zone
(DDMZ) is presented. A group of dispensable nodes composethe DDMZ. The main condition these nodes must satisfy isto be
confident and to not be placed more than a hop-count away from the CA. other hierarchical routing protocols can aso
beneficiate from this approach.

A. Hajami, M. Elkoutbia proposed an enhanced solution for ad hoc key management based on a cauterized architecture [11].
This solution uses clusters as a framework to manage cryptographic keys in a distributed way.

The approach triesto solve key management problem in MANETSs. Still, these schemes have their limitationslike: congestion,
administrator availability and nodes dependency etc.

To solve the problem of key management, three solutions are possible.

Thefirst is to distribute the functions of PKI to each network node. But given the dynamics of the network, it is difficult to
ensure that all memberswould be available.

The second solution isto designate afixed set of nodes as permanent members of the PK1; these nodes can move freely in the
network area.
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The final solution is based on a clustered architecture in which the cluster-heads form the members of the PKI as will be
described | ater.

In their work, they perform a comparative study between the second and final solution. In the following their method will be
described. Their approach usesthe clustering technique as well asthe partially distributed PKI solution which isinspired from
Threshold Secret Sharing Scheme.

They would expose the scheme in which we'd gather the cluster heads services of cluster heads in a single service called
Council. Each Council nodewill have equal functionality and utilize the (n, k) threshold schemefor performing the cluster head
functionality. The main function of this Council will be key management. A certificate will be validated by participation of at |east
k nodes out of n Council member. The key management cluster head function will now be ableto work even when morethan one
(but limited to min{k, n —k + 1}) cluster head is compromised.

Dawoud and Johann proposed a key management method for MANETS that uses mobility and the routing infrastructure to
manage security associations efficiently [12]. With the help of relays the keying items are broadcasted along virtual chains.
Their scheme is easy to be implemented, which makes it very adequate both for motionless networks as well for low to high
mobility MANETS.

24Harn-Linstrong(n,t,n) VSS
Harn and Lin (2010) proposed astrong (n, t, n) VSS(Verification Secret Sharing) based onthe (n, t, n) SS(Secret Sharing) [13].

We note that if the sum of two polynomials has degreet — 1 exactly, then either both polynomials have degree at most t — 1 or
both polynomials have degree larger thant — 1.

2.4.1 Master secret generation phase
Each dealer p, (sharelnqolder) selects arandom sub-polynomial f, (x) having degree t— 1 and the sub-secretisS = f. (0). The

master secretis S=2. S.
i=1
2.4.2 Master sharesgeneration phase Py
1. Each p, computessub-shares, S (f. (X)) =s ,,s
2.Eachpsends S J.to other secretly, forj=1,2,....,n)andi#]

n

3. Each p, computes the master share asm :'21 SJ i fromnsub-sharess j forj=1,2,.,n
i= '

2.4.3 Verification phase
« Each shareholder p, selects k random verification sub-polynomials f, '(x), having degree t — 1 exactly, wherel =1, 2..., k, and
computes n verification sub-shares § L (f "x))=( vi"j, viI’2 f e vi!n) for each verification sub-polynomial f "(x). p, sends vi"]. to
other shareholder P, secretly, forj=1,2,....,nand j#i.
n

« Each shareholder p, computes verification master shares, Vil = V,-IY i,using itssub—sharesvjI (forj=1,2,...,nandl =1, 2...,

=1 '
k. At the end of this step, each p, hask verification master sharesV, = {vi'} forl=1,2...,k

*All shareholders{p},i=1,2,....., n, determinetorevea asubset G {say |G,|=k/2} of V, for verification. If the degree of all
k/2 interpolating polynomials of the reveal ed verification master sharesist — 1 exactly, the degree of interpolating polynomials
of the remaining unreveal ed verification master sharesisalsot — 1 exactly with very high probability.

* Each shareholder p, releases k/2 values of the additive sum of the master share and each remaining unrevealed verification
master share. If the degree of all the k/2 interpolating polynomials of released valuesist — 1 exactly, shareholders can conclude
that their master shares are generated by the polynomial F (x) having t — 1 exactly.

2.4.4Master secret reconstruction phase
Any master shares, (m ,m , ..., m ),where{i i, ....,i,} €{1,2, .....,n} canreconstruct theinterpol ating polynomial asR
1 2 t )
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Jmomm) =1 )+, +.....+f (X)=F (x) following Lagrangeinterpolation formulaand then obtainsthe master secret
1 t

S=F(0)=XS:

o
Ms

3. Fully self Organized of CertificateAuthority in MANETsby using (n, t, n) Secret Sharing Scheme

We consider an ad hoc wireless network with m mobile nodes. Communication between the nodes is performed via insecure
channelsand with alimited bandwidth. The“mnodes’ isadynamic number which is subject to change due to the mobile nature
of the network, where the nodes come and go asthey like and fail over time. Besides, misnot limited. The network can consist
on alarge number of nodes. The network provides neither logical infrastructure nor physical support [3].

We make the following assumptions:

1. Thepublic key PK for certificate validation iswell known to each node in the network.

2. Communication between multi-hop communicationsis considered less reliable compared with one-hop neighboring nodes.
3. Every node has at least t one-hop valid neighboring nodes.

4. Each nodeisfitted with local detection devices for the detection of malicious nodes between its neighbors.

Assume that there is a certification authority (CA) and m participant nodes in the mobile ad hoc network. CA will distribute a
secret key to every participant node in the network. SK ., secret key must beneficiate of less than t participants in order to
function. The CA holds apair of keys (PK,, SK.,), PK, isthe public key known by every one; S, isthe private key with
external confidentiality. In our design we make extensive use of the polynomial secret sharing and fully distributed CAisbased
on an approaches described by Shamir [1] and Luo and Lu [2] respectively, and weimplement our fully distributed over elliptic
curve.

A random polynomial of order t-1 is used to share a secret, specifically the exponent of the certificate-signing key K,
between all nodes in the network. A coalition of t nodes with t polynomial shares can potentially recover K by Lagrange
interpolation, while any coalition up to t —1 nodes yields any information about SK .

3.11Initialization of scheme

In our scheme we build afully self organized distributed certificate authority system that depends on Lin and Harn’s scheme,
which it dependson a(n, t, n) secret sharing. In most of mobile ad hoc networks (MANETS) the dealers constructsthe certificate
authority when the MANETSsi sinitiated. But in our schemethefirst coalitionin MANET can initiate and organi ze the network
without relying of any dealer. Every nodein MANET will act as dealer to generate the master share and sub-share for all other
nodes. Therefore, every node will do the same operation asall.

When the n nodesin MANET start to initiate the certificate authority every node will define a secret se Zp and distribute it

among them to construct the master key and welet p and g two large primessuchthat q/ (p—1) and g, he Zp aretwo elements
of order . We can summarize the steps as following:

* Every nodewill beadealer andeachnodD,e{D,,D,,, ...... , D, } generate sub secret polynomial f (x) |= & ,+a X+ ....... +a
t7lxt*1, of degreeexactly t -1, inwhich thesub secret a ,=f, (0) = s and all coefficientsa, ;+a  X+....... +a t7lareian.
« Eachnodepick randomly b, , +b. = +....... +b ., e Zp and generate kj (X) such that

k(=D +b x+.... +bj’t_1x“1

* Each node D, computes all sub-shares (s i t j) and coefficients commitment of f. (X) and kj (X) asfollows:

§’j=fi(j); ti’j=ki(j) forj=0,2,...... ,n

* After that, every node D, distributes the sub-share (s i t. j )Vi=1,2,....,nand i #] and distributesthe broadcast ¢ toall the
nodesin MANET.

52 Journal of Information Security Research Volume 5 Number 2 June 2014




CPE P2
D3
(SlS tl 3)
(51,4't1, 4) D4
D1
(Sl, n-1 ’tl, n—l)
(Sl,n ’tl, n)
Dn-1
Dn
- Figure 1. The node distribute sub-shares
* AfTeT D, receiyes all sub-shares and broadcast information from others nodes, every node D, computesthe master share where:
S=s, St +s, andt—t e o
For exampl e;_nade-e gmputes

—81’1+SZ’1+ ............. (modp) andt—t +t’+ ............. +t‘ (mod p)

S1
— s @ ...... £S5, (0B AL, 1, bt (0D
: gputes )
1
52’ et S, (OAD), AL =, +t, (modp)
i

AlsoD, cocV:cl'v+ Cy yFommrrinnnes T Cn,v(mOd p),for v=0,1,2,....,t-1

Now evermose-tses-Shapire's secret sh;'aring scheme to find the master polynomial which it has the master secret

l
ﬂ ; §,=S, o+ S, g e +S,,
Shareveri ala ---'m

has obtained master share (S, t;) and all commitment valuesc for v=0,1,2,.....,.t—
1 can verify that all master share y defines a secret by testmg that

. gihti = H ¢, (modp)
t-1

Secret reconstruction: itisthe samelikein Shamire'sscheme
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3.2 Certificate Revocation
Theissued certificate can be revoked by every nodeif it believesthat the certificate does not posses avalid user-key. Also the
node can even revokeitspublic key if it believesit is compromised.

In our schemewe usetwo certificate revocation methods: explicit and implicit.

Inthe explicit revocation scheme, areleased certificate can berevoked if the node rel eases an explicit revocation statement. The
revocation statement does not have to be sent to every node because each node possesses a list of nodes that request updates
for the certificates that it issued. So the revocation is sent only to the nodes that regularly update it. When broadcasted, the
certificate revocation arrives also to other nodes, only with adelay of the certificate exchange convergence time.

Theimplicit certificate revocation method isgrounded on certificates' expirationtime. Every certificateincludesitsownissuing
timeand avalidity period (VP), which usually takes a couple of daysto end. A significant operation isthe right designation of
VP'slength, because the certificate looses its validity when this time finishes.

During the validity time of acertificate, it is presumed that anode is capable to set up communication with any node that can
release certificates. Also during this period permanent exchange of certificates updates will take place and the certificate
repositories of the nodes will be updated. But, if part of the certificates cannot be updated in the nodes' local repository, in the
specified period of time, those certificates can be recovered with the help of the available for update certificates.

The methods described above allow nodes to be aware of the status of the certificates found in their updated certificate
repositories and to be notified when other certificates are revoked. The notification presents some delay. Users are more
trustworthy in the availability of the certificates when they execute authentication with the aid of key revocation. Using this
mechanism also provides more confidence in the precision of the user-key bindings included in the certificates, due to their
restricted validity. Also, every node can release a revocation statement as a reaction to the detection of a malicious behavior.

Key revocation is similar with the certificate revocation scheme: the public key of a node is revoked by announcing the

neighborsthat release certificatesto it, if that node suspectsits private key has been compromised. The certificate revocation
mechanismswill be used to revoke the certificates that include the public key in question.

It is to be noted that the nodes are strongly encouraged to keep their certificate repositories updated. Through this method,
other nodes can be assured by the authenticity of the public key. Also, the authentication of other keys can be done correctly.

The certificaterevocation list (CRL) isthe most common method used in the moment anode finds out that other node has been
compromised. The malicious nodes certificate is added to the CRL and an “accusation” against that node is broadcasted

A

C Compromised node

Figure 2. Broadcast certificate error
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throughout the network. The nodes that receive the accusation check if it had not been issued by a node with a revoked
certificate. If thisisthe case, the accusation isignored. If the accusation came from avalid node, the accused node is accepted
and the changes are made to the CRL. A CRL consists of alist of revoked certificates. Every node maintainsa CRL.

3.3 Certificate Renewal

Certificates have an expiration date that iswhy their renewal is necessary. When anode D, hasto renew its certificate, acoalition
of t neighbor nodesissues arenewal of that certificate at the request of cert. Each node in this coalition verifies the certificate
proposed for renewal to not be expired or revoked. If it has been revoked, then the nodes ignore the request, otherwise the
reguest is admitted. Every node in the coalition issues one partial certificate that contains a new expiration date and sends it
back tonodeD,. The partial certificates are matched by node D, to in order to acquire cert-updated (updated certificate). Incase
anode becomes compromised, the partial certificateit issuesis sent to the combiner. When the combiner receivesthiskind of
certificate it will issue a certificate that is also invalid. Moreover, neighbor’s nodes broadcast certificate error (C, ) for the
compromise node (see Figure 5.4) to all nodesin MANET. The certificate of the node must be updated with the new public key.
If the node changesits private and public keys, the same process occur like when the certificate is renewed.

If an adversary continuously penetrates and takes over nodein an ad hoc network the best line of defenseisaproactive security
device, which takes care of the security of the entire network. In particular it ensures the automated recovery of the security of
individual components, avoiding the use of expensive and inconvenient manual processes.

One of the important requirements of proactive secret sharing scheme is an authenticated broadcast channel and secure
communication channels between the nodes. At the beginning of each time period and after initialization, when all the nodes
trigger an update phase, al the nodes should perform the share renewal protocol. After triggering the share renewal protocol,
each node will obtain anew share on the new t — 1 polynomial. The nodes should agree on the new polynomial with same secret
swithout revealing the secret.

Eachnode D, wherei=1... n randomly pickst -1 numbersfromthefinitefield.
These numbers define apolynomial p (x) of degreet—2.
p)=a +ax+...a X2

Each node D, distributes the shares p, (X) among the nodes using Verifiable Secret Sharing Scheme.

Eachnode D, receivesall thesharesp, (i), p, (i) , -..... , p,, (i) and computes the new shares by adding the sum of all new shares
to his old share. The new share is computed as follows:

y(i):F(i)+kin P, ()
k=1

(Query, eNC,unp (RY)

Node
(Hash (R\ID), eNC,ps (RY) D
Hash (ID,\R))
Figure 3. Mutual authentication in our scheme
wherey (i) isthe new share of i-th node and F (i) the old share.
In another hand When the set of nodes (D, D,,......... , D) ischanged to (Di, Dé, ......... , DI;) and the value from threshold is

Journal of Information Security Research Volume 5 Number 2 June 2014 55




adjusted fromt to t” that means all the MANET here need to be reconstruct. Each node D, re-computes all sub-shares (sl'j, ti'j)
and distributesit again to the all nodesin MANET. After that they compute new master shares to produce the new master key.

3.4 Mutual Authentication in our Scheme

In this section we describe a method to enhance the security and privacy by mutual authentication in MANETS, based on
random hash lock approach. We use random list stored in nodesinstead of random value generator. We summarize this scheme
by the following steps (see Figure 5.5):

* The source node generates random number R_and after that encrypts it by destination public key and sends the value with

reguest (Query, €NCbp (R)) to the destination node.

» When the destination node receives the package from the source node, first decryptsit by its private key and after that hashes
theidentity with random number (hash (R\\ ID ). The second step isto generate random number and encrypt it by public key
of the source node encpubS(R ,))- Infinal the destination node sendsthe pair (hash (R\\ID ), enc )), containing the result
of this hash operation and its own random value R, to the source node.

pubS (Rd

* When the source node receivesthe pair (hash (R\\ID ), eNC, s (Ry), itwill decrypt thevalue €NC s (R by it privatekey to

get R, value and checks each D, stored in it by hashing each D, concatenated with R.. Once it finds that this hash output
matchesthe received hash result, the authentication passes the examination. After that, the source node repliesto the destination
node by the value formed by hashing the returned ID , concatenated with R, (hash (ID \\ R)).

* When the information reaches the destination node, the node hashesits own | D, concatenated with Rand comparesit with the
received value. If they are equal, the source node passes the destination to source authentication.

When all the previous steps are successfully checked then the mutual authentication between the source and destination node
isdone. This scheme helps the MANETS to resist many attacks such as the man in the middle attack.

3.5A comparison of our schemewith other systems
We compare our scheme with three methods and we summarizeitin Table 1:

First one is an enhanced distributed certificate authority scheme for authentication in mobile ad-hoc networks [15]. This
approach attemptsto improvethe distributed certificate authority scheme, in order to ensure the integrity of the information and
make the network safer against inside and outside attacks. This scheme uses Shamir’s secret sharing schemeto whichit addsa
redundancy mechanism to endorse the renewal and revocation of certificates. Each hop of thetraveling packet is observed and
if malicious behavior exists, it is discovered with the help of various trusting devices.

Thismethod usesthree major parameters: monitoring routing cum forwarding (RCF) behavior, certificaterevival and certificate
revocation. Routing and forwarding packets are observed using a punish/reward system in which a trust meter increases or
decreases. The intermediate nodes label the packet with its own hash value and sends further to the destination node, which
examines the values of the hash function and of the trust counter. Consistent with the hash value, the counter isincreased or
decreased. If the trust meter drops to a value under the value set by a trust threshold, the intermediate node is labeled as
malicious.

The second method is Efficient Public Key Certificate Management for Mobile Ad hoc Networks [16]. This efficient key
management scheme is adequate for fully self organized mobile ad hoc networksin which the roles of the nodes are identical.
The node themselves assure the servicesinside the network, such as: creating, storing, distributing, and revoking nodes' public
keys. This scheme tries to achieve a better construction process of local certificate repositories for the nodes. The solution
found is acombination of web trust concept with multipoint relay routing concept in the OL SR protocol.

Thethird method is providing robust and ubiquitous security support for mobile ad hoc networks[14]. Here, the authentication
is distributed with the help of threshold cryptography and shared secrets. The major interest of thistype of schemeisto share
asecret key kamong an arbitrarily large community using asecret polynomial f (x). If the degree of f (x) is(k—1), any k members
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of the community can recover the secret key, while any members less than k reveal s no information of the secret.

As shown our proposed protocol provides more security and authentication between nodes, improving also the security of the
network because we use mutual authenticationin MANETS, based on random hash lock approach, we userandom list storedin
nodes instead random value generator.

4. Security Analysis

In our scheme we use distributed certificate authority which it depends on secret sharing scheme. Most models of certificate
authority in MANETs use adealer to share a secret between n participants (excluding the dealer). Theway the secret isdivided
makesit possible for only agroup of the whole participantsto restore it. Nevertheless, it is possible that the participants might
not be capableto retrieve the secret if the dealer or other participants conduct amalicious behavior. Thiskind of conduct can be
hindered through theimplementation of asecurity protocol which allowsthe sharerecipients' to check most of thedealing. This
approach can work if all the participants (including the dealer) are honest.

In verifiable secret sharing (VSS) [13] the main objective is to withstand the misbehavior of the nodes. Some of this conduct
includes dishonest transmission of shares to one, some or all the player, which submit those shares when the reconstruction
processtakes place. To use VSSit isrequired to maintain available the private channel s between the node and each participant
individually. Still, it isclear that the communication through private channels cannot be verified in public.

In our scheme every node behaves as a dealer and wantsto assist in creating and sharing of amaster secret. Each node chooses
a random secret, calling it a sub-secret. If Shamir’s share generation algorithm is employed, the sub-secret can be shared
between the nodes with the help of sub-shares. The master share can be created by combining every sub-share of each
participant so that in final, the master secret could be reconstructed. To do this Shamir’s secret reconstruction algorithm is
employed, using any t or more than t master shares.

Itiseasy to observethat the above (n, t, n) SSuses Shamir’s(t, n) SSas building block and isbased on the additive homomorphism
property. Since Shamir’s(t, n) SSisinformation-theoretically secure, this(n, t, n) SSisalso information-theoretically secure. In
addition, the sizes of every master share and of every sharein Shamir’s(t, n) SSareidentical. The same approach can be applied
on any linear (t, n) SSto convert any (t, n) SSinto an efficient (n, t, n) SS.

A verifiable secret sharing scheme allows all nodes that own shares to combine their efforts in checking if their shares are t-
consistent. In a secret sharing scheme that engages many deal ers the most wanted achievement is a controllable environment,
with mutual verification, because the dealers usually do not trust each other. In the (n, t, n) SS, the master share of each
shareholder is a combination of n sub-shares generated by n mutually distrusted dealers. Thus, verifiability of these master
sharesis very important.

4.1 Backward Secrecy

When a node quits the network, it should not be capable to decrypt the future encrypted passing. In proposed certificate
authority scheme, every time a node departs, collision nodes regenerate sub secret sharing and distribute it in the group and
after that generate master polynomial which it used to produce the new master secret sharing. Using this method, the key update
is secure and backward secrecy is kept in the network.

4.2 Forward Secrecy

Forward secrecy saysthat it should not be possible for the past encrypted passing to be decrypted by a new node that joins the
network. Onjoining of new node, every nodein the mobile ad hoc network computes = f (n+1),t . =k (n+1)andsend
it to the new node after that the new node can compute the master secret share by using Shamir’s scheme, ensuring forward
SECrecy.

4.3 Mutual Authentication
In proposed certificate authority in mobile ad hoc network, both new node and group nodesin MANETs authenticate each other
mutually, at the time of network joining. If the authentication is a success, node can join the network. When two nodes want to
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Table 1. Comparison our scheme with others methodologies

58

Journal of Information Security Research Volume 5 Number 2 June 2014




communicate inside the network, they authenticate mutually by sending each other’s Digital Signature.

44ManinMiddleAttack

Man in the Middle attack is a kind of active attack in which the adversary maintains its invisibility between two nodes, like
source and destination nodes. Attacker splits the connection in two: one between node S and the attacker and the second
between the attacker and node D. The two nodes, S and D, think that they are communicating with each other, while they
communicate with the attacker located between them.

Most of the schemes are vulnerableto Man inthe Middle attack. For example, anode sendsto anew joining nodeits public key.
In response of the request, the node creates a session key and sends it to the new joining node, encrypted with the new joining
node public key. In this scheme, an attacker may exist between new joining node and the node of MANET; attacker can seizethe
public key of the new node and send its public key to the node in MANET. Then the node in MANET shares the session key
with the attacker, which, initsturn shares the session key with new joining node. But in proposed certificate authority system,
both new node and any node in MANET authenticate each other using challenge-response protocol. Hence, our certificate
authority system is not vulnerable to Man in the Middle attack.

5. Conclusion

In this paper, we proposed fully self organized of certificate authority in MANETsby using (n, t, n) secret sharing scheme which
it depend on Harn-line strong (n, t, n) VSS. The goal of the presented method istheimprovement in the process of building fully
self certificate authority of nodes. Our proposal will provide the mobile ad hoc network flexible and efficient to make renewal and
revoke certificate authority. Proposed certificate authority isadecentralized scheme combining both symmetric and asymmetric
cryptographic algorithms; which maintains forward and backward secrecy and provides security against many attacks such as
reply attack, man inthe middle attack etc. The nodein our scheme acts asthe deal er which can generate the certificate authority
with out need to the third party or main dealer.
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