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ABSTRACT: This paper proposes the new algorithm for encrypting the plain text into the cipher text. In this algorithm we
combine different symmetric algorithm into one algorithm with little change in those algorithm. All the traditional algorithm
are very week and cryptanalysis easily cracked the cipher text and convert that cipher text into the plain text. In this
encryption algorithm, a new concept of substitution technique i.e. Caesar Cipher & Hill Cipher are combine along with the
transposition technique i.e. Rail fence technique are used to make more secure and stronger algorithm. The plain texts are
encrypted in such a way, so that it will difficult for cryptanalyst to crack it. The proposed algorithm is divided into three
Phases. In the first phase the plain text is Encrypted using Substitution technique called Caesar Cipher, In the Second phase
the first encrypted text are applied for Second Substitution technique i.e. Hill cipher. In the Third phase the Transposition
Technique i.e. Rail Fence technique is applied in the Second encrypted text and the cipher text is generated, At the Receiver
side if the receiver uses appropriate key they will convert the cipher text into the plain text.
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1. Introduction

In today’s modern era computer is in over daily life. Computer replaces all the paper transaction in business, private and in all
government bodies by mean of use in Electronic transaction like Email message, E-cash transaction. In some sector there is the need
for secure message transaction for sending the sensitive and confidential information if two parties are two far from each other. The
confidentiality, integrity, Authentication and non-repudiation must be maintained and protected. To protect the Sensitive information
from unauthorized access there will be great need of security. In the traditional era there are two ways for securing the any confidential
information we give the user id and the password top each authorized user to access that information, and other is to encode the
information stored in the database in some fashion so that is only visible to the authorized user. To do encoding there will be three thing
are required 1.Plain Text, 2. Algorithm, 3.Key.Encryption technique was first technique used by Julius Caesar. They invented first
Encryption algorithm to send messages to his generals, so he replaced every A in his messages with a D, every B with an E, and so on
through the alphabet. Only someone who knew that rule could decipher his messages.

Cryptography plays the important role the information Security.Cryptopgraphy is the art and science of converting the message
into non-understandable form. Cryptography uses the encryption and decryption technique for achieving the security in the
message. Cryptanalysis is the technique to decoding the message from non-understandable form to understandable form
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without knows how they were initially converted from understandable to non-understandable form. Cryptology is the combination
of cryptanalysis and the cryptography.

  Figure 1. Cryptology

Figure 2. Encryption Process

Figure 3. Decryption Process

Cryptography consist of two main feature Encryption and Decryption as shown in fig1 and fig2.The process of encryption is to
convert the plain text into the cipher text, and the Decryption process is to convert the cipher text into the plain text. There are
two ways of encryption: Substitution and transposition. In Substitution Technique the letter in the plain text is replaced by some
other letter which may be or not be present in the plain text. In Transposition technique the letter is replaced by the other letter
which is already present in the plain text, only the position of the letter will be change, the transposition technique also called
the permutation technique.

2. Literature Survey

In this section it consist the brief description of those symmetric algorithm which are combindly used in this paper.

1. Caesar Cipher: The Caesar cipher is one of the oldest and simplest ciphers. The method is named after Julius Caesar, who
apparently used it to communicate with his generals. It is a type of substitution cipher in which each letter in the plaintext is
‘shifted’ a certain number of places down the alphabet. For example, with a shift of 3, A would be replaced by D, B would become
E, and so on. We do little bit change in that algorithm. In the previous algorithm the key remain 3, But the proposed algorithm the
key always become change according to the length of the message ,suppose the length of the message is 12 so the key is 12,and
the next time suppose the message length is 15, so at this time the key length is 15,which means ‘A’ will replace by 15 character
‘P’;if the message length is more than 26 then the key  is : key length of message mod 26; like if the message length is 30, then
the key is 30 mod 26 = 4;4 is the key for that message.

2. Hill Cipher: The Hill cipher is a polygraphic substitution cipher based on linear algebra. Invented by Lester S. Hill in 1929, it
was the first polygraphic cipher in which it was practical to operate on more than three symbols at once, each letter is represented
by a number modulo 26. (Often the simple scheme A = 0, B = 1... Z = 25 is used, but this is not an essential feature of the cipher.)
To encrypt a message, each block of n letters (considered as an n-component vector) is multiplied by an invertible n × n matrix,
again modulus 26. To decrypt the message, each block is multiplied by the inverse of the matrix used for encryption.

The matrix used for encryption is the cipher key, and it should be chosen randomly from the set of invertible n × n matrices
(modulo 26). The cipher can, of course, be adapted to an alphabet with any number of letters; all arithmetic just needs to be
done modulo the number of letters instead of modulo 26.
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Encryption: Consider the message ‘ACT’, and the key below (or GYBNQKURP in letters):

Since ‘A’ is 0, ‘C’ is 2 and ‘T’ is 19, the message is the vector:

Thus the enciphered vector is given by:

which corresponds to a cipher text of ‘POH’.

Decryption: In order to decrypt, we turn the cipher text back into a vector, then simply multiply by the inverse matrix of the key
matrix (IFKVIVVMI in letters). (There are standard methods to calculate the inverse matrix; see matrix inversion for details.) We
find that, modulo 26, the inverse of the matrix used in the previous example is:

Taking the previous example cipher text of ‘POH’, we get:

which gets us back to ‘ACT’, just as we hoped.

3. Rail Fence Technique: The rail fence cipher is a very simple, easy to crack cipher. It is a transposition cipher that follows a
simple rule for mixing up the characters in the plaintext to form the cipher text. The rail fence cipher offers essentially no
communication security, and it will be shown that it can be easily broken even by hand.

Although weak on its own, we can be combined with other ciphers, such as a substitution cipher, the combination of which is
more difficult to break than either cipher on its own.

In the rail fence cipher, the plaintext is written downwards and diagonally on successive “rails” of an imaginary fence, then
moving up when we reach the bottom rail. When we reach the top rail, the message is written downwards again until the whole
plaintext is written out. The message is then read off in rows. For example, if we have 3 “rails” and a message of ‘WE ARE
DISCOVERED. FLEE AT ONCE’, the cipher writes out:

6 24 1

13 16 10

20 17 15

0

2

19

6 24 1

13 16 10

20 17 15

0

2

19

67

222

319

15

14

7

(mod 26)= ≡

6 24 1

13 16 10

20 17 15

8 5 10

21 8 21

21 12 8

≡ (mod 26)

8 5 10

21 8 21

21 12 8

15

14

7

260

574

539

≡

0

2

19

(mod 26)≡

-1
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Then reads off to get the cipher text:
WECRLTEERDSOEEFEAOCAIVDEN

As the key is change the encrypted text is also change if the key size is 4, the encrypted size will be:
WIREEEDSEEEACAECVDLTNROFO

3. Proposed Algorithm

In this section, the main idea used for the proposed system is described. The proposed system, which is used to encrypt the
plain text message, is divided into the following 3 main phases:

Phase-1: Improved substitution Caesar cipher.

Phase-2: Hill Cipher technique.

Phase-3: Rail fence technique

In phase 1, some improvements are applied on classical substitution Caesar cipher by applying dynamic key for each string. The
dynamic key depends on the length of the string to be encrypted and for each message the key is changed. The use of variable
and dynamic key for each letter makes the system more secure and unbreakable.

In phase 2, classical hill cipher is applied which uses 3 X 3 key matrix for encryption. Use of Hill cipher makes the string
unstructured due to which it becomes difficult to get the original text string. In this phase we divide the whole string message
into the pair of three, and after that we assign the number to the alphabet like (A = 0, B = 1… Z = 25) and apply the key to the
algorithm which is well known to both the sender and receiver.

In phase 3, Classical Transposition Rail fence technique is used to provide the complexity in the algorithm .In this technique the
intermediate cipher text are apply as input to the Rail fence technique. And the final cipher text is generated as the output of this
phase.

Algorithm

Following is the algorithm for proposed plain text encryption system. Algorithm is explained with the example using a string
“HELLO WORLD” as an input.

Encryption Algorithm:

1. Take an Input string.

2. Reverse the whole String

3. Divide the whole string in the pair of three Input String.

4. If the string is in the exact multiple of three then calculate the length of whole string.

5. If the string in not in the exact multiple of three then append “x” in the end of the string and make them of multiple of three.
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6. Apply the Caesar Cipher the technique, the key is the number of character present in the string calculate the length of current
whole string, and use it as key length.

7.  Reverse the length of the pair string.

8. Apply Hill Cipher technique in every pair of the string.

9. Merge the whole pair and make it one string.

10. Apply left circular shift on it.

11. Apply the Rail Fence technique on it.

12. Encrypted message.

Decryption Algorithm:

1. Take the Encrypted Message.

2. Apply Rail Fence Technique on it.

3. Apply Right Circular Shift on it

4. Divide the whole string in the pair of three strings.

5. Apply Hill Cipher Decryption Algorithm on it

6. Reverse the length of the pair string.

7. Apply the Caesar cipher decryption algorithm, the key is the number of character present in the string calculates the length of
current whole string, and uses it as key length.

8. Merge the whole pair into the single string.

9. Reverse the single string.

10. Plain text available.

4. Experiments & Results

File Size in Kb Encryption Time in msec      Decryption Time in msec

530 50730000                    53934320

545 7280000                    7656000

550 8230000                     8510000

9566 86800000                    91400000

12170 139020000                   145716400

5. Conclusion

The proposed system is depending on the multiple substitution cipher and the Transposition technique whose substitution
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transposition key depends on the string length, which makes the key dynamic and variable for each string. The proposed
system is an improvement over traditional substitution and transposition cipher encryption methods. In addition hill cipher on
new string makes it more secure and unbreakable. Due to use of hill cipher the information becomes unstructured. The text
encrypted using proposed method, can’t be decrypted using traditional crypto-analysis tools. The brute force attack technique
also fails to decrypt the text which is encrypted by using proposed technique.
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