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Editorial

We present the second issue of the seventeenth volume of the Journal of Information Security Research,

featuring the following papers.

The first study, “Statistical and Predictive Evaluation of Cybersecurity Threat Dynamics and

System Response Latency,” examines the interplay between threat attributes and system response delays

by analyzing 1,000 cybersecurity incident records. Through chi-square tests, correlation analyses, effect size

quantification, and Ridge regression modeling, the authors assess how factors such as threat severity, access

privileges, and detection status influence breach frequency and mitigation speed. The findings emphasize that

advancing detection precision, enforcing stringent data-preprocessing standards, and incorporating temporal

and contextual metadata are essential for building resilient, proactive security infrastructures.

Building on this, the second paper, “Beyond the Mean: Quantile-Based Statistical Characterisation

of Network Response Time for Cyber Threat Severity Assessment and Intrusion Detection,”

shifts the analytical focus from traditional averages to distributional tail behavior. Utilizing a real-world

dataset of over 211,000 network flows, the study maps response time distributions across threat severity

tiers, detection outcomes, attack typologies, and temporal patterns. The results demonstrate that extreme-

value behaviors, rather than central tendencies, more accurately distinguish high severity threats, reinforcing

the necessity of fusing rigorous statistical modeling with machine learning to strengthen intrusion detection

capabilities.

Finally, “Performance-Based Clustering of Android Devices Through Cryptographic Benchmark

Profiling: An Unsupervised Learning Approach to Security Aware Device Characterization”

introduces a data-driven framework for classifying mobile devices according to their cryptographic performance

signatures. By applying unsupervised learning and feature importance analysis, the authors identify public-

key cryptographic operations particularly ECDSA and large key RSA as the primary performance differentiators,

driven by their computational intensity and dependence on hardware acceleration. This research highlights

the growing imperative for hardware-aware security analytics, bridging low level device profiling with adaptive,

ecosystem wide cybersecurity strategies.

We hope to bring more research in the forthcoming issues.
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