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ABSTRACT

With the popularity of smartphones and mobile applications, the threat of Android malware is increasingly
serious. The analysis and behaviour modelling of Android malware features is studied to realize the efficient
and accurate detection of Android malware, and an Android malware detection method combining mean
aggregator and long-term and short-term memory is proposed. The results show that the improved system
detection time is relatively stable regardless of the number of samples. The average detection time of the im-
proved and unimproved systems is 0.274 s and 0.336 s, respectively, and the improved detection efficiency of
the improved system is more prominent. The highest improvement rate of the enhanced system reached 18.2%.
Compared with other models, the average absolute error and root mean square error were the smallest, with
3.84 and 6.26, respectively, indicating that the detection performance of the improved model is the best. With
permission features and third-party library features, the accuracy of the enhanced model was 98.89% and
92.65%, and the recall rate was 99.24% and 99.09%, respectively. The improved model detection perfor-
mance is good, and the robustness and stability are enhanced. Applied to actual Android devices, it can im-
prove the security and privacy protection level of user data. This method ensures enhanced efficiency and
stability and provides a certain reference direction for Android malware detection.
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1. Introduction

With the Android platform’s continuous development and the application field’s expansion, the threat of
malware will also increase daily. Therefore, the research and application prospects of Android malware
detection are still very broad. A homogenous graph means that the relationships between all nodes in the
graph are the same; that is, the connection mode and properties are the same between nodes. The study of
homogeneous graphs focuses on similarities and commonness between nodes and is often used in social
network analysis, bioinformatics, etc. [1]. Node aggregation is the merging of a set of nodes in a homogeneous
graph into one hypernode to reduce the size and complexity of the graph. And GraphSAGE (Graph Sample and
Aggregating) is a representation learning framework used for graph data. The current algorithm has some
limitations in the node aggregation process and fails to fully use semantic relations and feature information
between nodes. Therefore, further algorithm improvements are needed to improve the expressive power of
node aggregation to meet the processing challenges of large-scale homogeneous graphs. Long and short-term
memory (Long short-term memory, LSTM) is widely used in language models, machine translation, text clas-
sification, emotion analysis, named entity recognition and other tasks. Its memory unit and gating mechanism
enable the LSTM model to capture the long-term dependence of sentence and text sequences effectively [2].
Malware detection systems often face high error rates and false alarm rates. The detection system may
misidentify legitimate software as malware or wrongly judge malware software as legitimate software. This can
limit users’ legal behavior or prevent potential malware from detecting [3]. Therefore, the paper studies the
analysis and behaviour modelling of Android malware features and proposes a new Android malware detec-
tion method combined with LSTM (Combining mean with LSTM, MLSTM) aggregator, aiming to realize the
efficient and accurate detection of Android malware. The study mainly includes four parts. The first part is a
review of Android malware detection and LSTM-related research. The second part is the Android malware
detection model based on MLSTM. The first section is the data pre-processing and feature extraction of An-
droid malware, and the second section is the malware detection model based on MLSTM. The third part is the
result analysis of the malware detection model based on MLSTM, the first section is the performance analysis
of the MLSTM model, and the second section is the malware detection results of MLSTM. The fourth part is
divided into the conclusion of the Android malware detection model based on MLSTM.

2. Related Works

In recent years, malware has been an increasing threat to mobile devices and the growing number of users on
Android platforms. Therefore, there is an urgent need to find efficient and reliable detection methods, and
many scholars have conducted relevant research. Yuan et al. developed a lightweight Android malware detector
for the smooth training of mobile devices to avoid communication overhead and privacy leakage and improve
detection accuracy and robustness. The results show that the detector is practical [4]. To detect the malware
of the Android application, Mahindru and Sangal built the Android malware detection framework through
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machine learning technology to protect users’ privacy and the system’s integrity. They used the features in
the feature selection method to complete the training. The results show that the detection rate of the framework
is 98.8% [5]. The team of Zhang designed an Android malware detection method combined with a hybrid
sequence to detect all potential code execution paths of the system, called the dynamic system and static
operating code, and processed the sequence through natural language. The results show the method has
flexibility and effectiveness [6]. To reduce the dependence of feature learning on prior knowledge, Zhu and
other researchers built a deep-learning malicious software detection framework combined with the denoising
autoencoder to learn rich features and improve detection performance. The results show that the highest
accuracy of this framework is 94.46% [7]. Mahindru and Sangal conceived a framework for Android malware
detection combined with unsupervised machine learning to improve detection efficiency. They used different
feature sorting methods to select feature measurement performance parameters and implement a self-
organization mapping algorithm. The results show that the detection rate of this framework reached 98.7%
[8]. To avoid malware threats to device security, professionals such as Zhu et al. implement principal
component analysis of feature subsets through the stack integration framework of bootstrapping sample
technology and learn the implied supplementary information, which shows that the average accuracy of this
method is 94.92% [9].

Many researchers have studied LSTM in depth and proposed various improvement methods to improve their
prediction performance and applicability to function in more fields. To predict the individual bidding of
competitors in the power market, Guo’s team built a set supply curve (ASC) prediction framework based on
the LSTM model, which simplified the high dimension of ASC and fixed the unstructured data format. The
results showed that the framework has good prediction performance [10]. Kaselimi and other scholars designed
an adaptive bidirectional LSTM model through a modular mode to identify a given total power signal
equipment and select and drive the best configuration to avoid the multi-dimensional problem of increasing
the number of devices. The results show that this method has some practical [11]. To carry out the charging
building energy management, Zhou and other researchers designed a recurrent neural network and LSTM
system to carry out additional output filtering processes so as to improve decision performance and reduce
prediction and computational pressure. The results show that the system is better practical [12]. For the
effective processing of resistance random access memory, professionals use LSTM to process tiles to improve
efficiency to reduce the requirements of analog-to-digital converter and hardware constraints and enhance
LSTM pruning so that the error affects the inference accuracy. The results show that this method is robust [13].
To identify group activity, Tang et al. developed an LSTM model with global and spatiotemporal context
consistency constraints to capture correlated movements, suppress the updating of unrelated movements
and control memory states. The results show that the method achieves a certain effectiveness [14]. For the
situational awareness level prediction of the power system, Wang and other scholars built a convolutional
neural network CNN-LSTM model for synchronous learning of temporal and spatial characteristics. They
completed the collaborative data mining of spatiotemporal measurement data to avoid the unstable operation
state of the power system. The results show that the prediction accuracy of this model is high [15].

In conclusion, the current Android malware detection methods and LSTM have made some progress in
improving the detection efficiency and accuracy. However, the information loss in the GraphSAGE framework
has not been improved. Therefore, to realize the efficient and accurate detection of Android malware, the
analysis and behavior modelling of Android malware features are studied, and an Android malware detection
method is proposed to combine mean aggregator and LSTM.
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3. Android Malware Detection Model Based on MLSTM

We study the pre-processing and feature extraction of Android malware data, and we build the Android
malware detection model of MLSTM by two-order neighbourhood aggregation.

3.1 Data pre-processing and feature extraction of Android malware

Android malware refers to malicious programs or applications aimed at the Android operating system, aiming
to cause damage or illegally gain benefits to users’ devices, data and privacy. It is generally used for viruses,
Trojan horses, adware, spyware, and other forms. Android malware requests excessive permissions to get
users’ sensitive information or perform malicious actions. These permissions may include accessing contacts,
making calls, obtaining location information, and others [16]. However, Android malware can cost a lot of
system resources, such as CPU, memory, and battery, and abnormal behavior can be detected by monitoring
resource usage. Therefore, the data characteristics of Android malware samples involve permission requests,
behavior mode, code characteristics, network communication resource occupation, etc. Studying these
characteristics can provide a basis for constructing effective malware detection methods. The standard feature
extraction methods in malware detection include static and dynamic [17]. To complete data processing outside
the image, GraphSAGE is used to gradually propagate and integrate the feature information of the nodes to
obtain a more prosperous and higher-level representation. GraphSAGE Model schematically, as shown in Fig.
1.

Sample neighborhood Aggregate feature information from neighbors Predict graph context and label using
aggregated information
H Label
O

Aggregator 2

Figure 1. GraphSAGE model diagram

In Figure. 1, GraphSAGE learns a low-dimensional representation of nodes by sampling and aggregating features
of neighbor nodes to perform tasks on the graph, such as node classification, link prediction, etc. The core idea
is to enrich the representation of the target nodes by sampling the features of the neighbor nodes and
aggregating these features onto the target node. It aggregates based on the features of the neighbors’ nodes
and uses these aggregated features to update the representation of the target nodes. In t+1 times, the neighbors

of the target node i features converge m"", as shown in Eq. (1).
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In Eq. (1), je N(i) is the neighbor of the target node i. In +1 times, the neighbor feature update process ;(*"
of the target node is shown in Eq. (2).

hi(t+l) _ U, (h]([) ’ mEHI)) ()

The model of the node aggregation algorithm can capture a higher level of semantic information through the
neighbourhood information between the nodes to improve the model’s robustness. However, in the process of
node aggregation, the current algorithm cannot fully use the semantic relations and feature information between
nodes. Therefore, homogeneous maps of third-party library calling features and authority features are constructed
to improve the expression ability of node aggregation. Based on the graph convolutional neural network, each
Android software node is learned and combined with the mean aggregator of LSTM. Then, the feature vectors
are classified in the classifier. The application feature interface (application program interface, API) in Pscout
and 5000 [18] were selected using the chi-square test. API calling is the process by which developers interact and
communicate with other software, libraries, or services using the interfaces and methods provided by the
API.

The specific functions, obtaining the required data, and realizing the data exchange between different systems
can be realized through the API calling. The flow of feature extraction is schematic, as shown in Fig. 2.

APl

- A mre /] > L [ [ o [ ] 1]
i party library ’ Third-Party- |
d OO
e data :> Libraries (TPLS)'

TPLO TPL1 TPLN

Feature extraction :> AN AN A Permlssmns

Pemnssmn 0 Permission 1 Permlssmn N ;

APK

Figure 2. Schematic diagram of the feature extraction process

In Fig. 2, the Android software internal file Classes. The dex can complete API calls and third-party library
data, such as AndroidManifest—complete XML for permission feature extraction. The original embedding of
software nodes in the homogeneous graph is API characteristics, and third-party library characteristics and
permission characteristics complete the establishment of connections between software nodes.
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3.2 Malware detection model based on MLSTM
In GraphSAGE, the goal of the aggregator is to aggregate the features of the neighbor nodes of the target node
and generate a new node representation. Mean aggregators are simple and efficient, with slight information

loss. Where the vector *, expression of mean aggregation updates, as shown in Eq. (3).

¥ oW MEAN ({1} U{ " vue (1)) (3)

u

In Eq. (3), the input sample is x,c is the Sigmoid activation function, x*' is for the current vector, x!™" is the

sampled neighbor node information, 7 is the weight vector. However, the mean aggregation cannot handle the
long-distance dependence very well. LSTM aggregation can capture the timing information of the nodes, and
the working principle is to use the LSTM model to model the feature sequence of the neighbor nodes to obtain a
new representation of the target nodes. Therefore, to improve the performance of GraphSAGE on tasks such as
node classification and link prediction, the study of a MLSTM aggregator was designed. The neighbor feature
matrix completes the averaging processing, and after the hidden layer embedding vector changes, it enters the
LSTM layer and finally outputs the k-1 layer vector. The LSTM structure is schematized, as shown in Figure 3.

hl
i N
0, “
o
)i

Figure 3. LSTM structural diagram

In Fig. 3, LSTM has three gating units: input gate, forgetting gate and output gate. The input gate determines
which information in the input of the current moment needs to be added to the memory state by taking the
hidden state h,_ of the previous moment and the input x, of the current moment as input. After a Sigmoid
function and a Tanh function, respectively, we output a value between 0 and 1 and a value between-1 and 1,
which represent the proportion and information to be added, respectively. Its output i, is shown in Eq. (4).

i =o(W[h..x]+5) (4)

In Eq. (4), b, is the bias of the input gate, and the weight matrix of the input gate is W.. The Tanh function
calculates the new candidate vector ¢,, as shown in Eq. (5).
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¢ =Tanh(W,[h_,x]+b,) 5)

In Eq. (5), b,is ¢ update. The bias, for W update. The weight of the matrix. The forgetting gate determines
which information needs to be forgotten in the memory state of the previous moment and its input. h, and x,
After a Sigmoid function, a value between 0 and 1 is output, which represents the proportion of information

that needs to be retained or forgotten. The formula f, is as shown in Eq. (6).

fi=o(W, [hx]+5,) ©

In Eq. (6), bf is the bias of the forgetting gate, and the weight matrix of the forgetting gate is W, .The memory
element to achieve the state update, updated after the result ¢, As shown in Eq. (7).

¢ = ﬁ Gt i/ : 51 (7)

The value o, of the output gate in the memory element state is shown in Eq. (8).

o,=c(W,[h_.x]+b,) (8)

The final output h p s shown in Eq. (9).
h

1

=0, - Tanh(c, ) (9)

In Eq. (9), the bias of the output gate is b , W is the weight matrix of the output gate. In graph convolutional
neural networks, two-order neighborhood aggregation can capture richer context information, stronger
expression ability and context perception, improving the model’s performance and robustness [19]. Therefore,
MLSTM implements a two-order neighborhood aggregation process, as shown in Fig. 4. K In Fig. 4, 3D
convolution operation, two-order neighborhood aggregation, first to the sampling of the first neighbor
characteristics averaging, after matrix multiplication with the hidden layer state, and dimension transformation
by LSTM output vector, the original embedding in the second dimension, the vector through the Relu activation
function as the hidden vector of the next layer, the final target node embedding vector by aggregation again.
Later, the embedding of the central node is stitched with the aggregated neighbor node embedding by updating
the function, and the Relu activation function and Dropout operation are adopted to return the updated
vector finally. Finally, the embedding vector learned by the nodes is sent into the classifier to complete the
classification. The MLSTM malware detection model for the study design is shown in Fig. 5.

In Figure. 5, the original feature selection software of Android software selects the single feature connection
between the software to build the homogeneous graph. Under the GraphSAGE framework, the neighbor node
information of the target node is extracted, and the information aggregation is realized after utilizing the
improved aggregator. For the output result splicing, the processing is completed in the Relu activation function
and the Dropout layer, and then the feature vectors are classified in the classifier, including malware and
benign software. The Fast Gradient Sign Method (FGSM) is an attack method that generates counter samples
for the malware detection model. The principle is to use the gradient information to find the direction of the
model prediction result in the input sample and perturb in this direction so that the model is misjudged. The
FGSM formula is expressed, as shown in Eq. (10).

dline.info/jdim 17



Journal of Digital Information Management Volume 23 Number 1 March 2025

- K-th layer — -
Samplin : Dimension LSTM h, and ori ginal
et nelghbor‘ I _>®_’ conversion ™ function K embedding splicing
feature matrix
- |
Sampl
\ R
K-1-th layer Output final
neighbor embedding vector _.
feature matrix
Y —— -
a O Dimension LSTM .| hand origmal
g : conversion ¥ finction | | embedding splicing

Figure 4. Schematic diagram of MLSTM implementing second-order neighborhood
aggregation process

X =X+ € sign (VXJ(f (x) ,y)) (10)

sg%// =
/ et

/
&

Malware

Sample MLSTM Concat
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—7R
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=
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Figure 5. MLSTM malicious software detection model

In Eq. (10), the size of the disturbance is €-(f(x),y) is the loss function.V, is calculate the gradient operation
and find the maximum gradient d, d =10, d = 20 Eq: (11 ) shows the mean absolute error (MAE) in the model
detection evaluation index.

MAE=Y'|P-0)/n (11)
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In formula (11), P is the predicted value, Q is the actual value, and the number of samples is n. Root mean
squared error (RMSE), as shown in Eq. (12).

o, o\
RMSE = \/;Z (v —=9.) (12)

In Eq. (12), V:and V> The predicted and actual values, respectively.

4. Performance Analysis of the Malware Detection Method Based on
MLSTM

The influence of different parameters on the performance of the MLSTM model was analyzed, and the detection
accuracy with different aggregators was compared to verify the robustness of the improved model’s detection
results.

4.1 MLSTM model performance analysis

The experimental running platform selects Windows Server 2016 Datacenter, the version is Python 3.7, the code
editor uses PyCharm 2019.3.5, the open source Python machine learning library PyTorch building model, and
the optimizer selects Adam. Experimental environment configuration information is shown in Table 1.

Hardware and software Mlustrate

CPU Intel (R) Xeon (R) CPU E5-2678 v3 @ 2.50 GHz
Running Platform Windows Server 2016 Datacenter

Hard Disk 100 G

Memory 8G

Deep Learning Framework PyTorch

Programming Language Python 3.7, PyCharm 2019.3.5

Table 1. Experimental Environment Configuration Information

The dataset used in the experiment included 50.17% benign samples and 49.835 malicious samples, with a
partition ratio of 8: 2. The MLSTM model was compared with four modes: mean aggregator (Mean aggregator,
MA), LSTM aggregator (LSTMA), maximum pooling aggregator (Maximum pooling aggregator, Max-PA), and
mean pooling aggregator (Mean pooling aggregator, Middle-PA). When studying the different models, only the
aggregators are inconsistent, and the other parameters remain unchanged. The comparison of recall, precision
and F1 scores of various models under authority characteristics and third-party library features are shown in
Figure 6.

In Figure. 6(a), the recall, precision, and F1 scores of the MLSTM model are 0.9924, 0.9964, and 0.9937, re-
spectively. Since the Max-PA model can screen out the most essential features in the neighbor nodes and is not
dis turbed by other features, it has the highest accuracy of 0.9969. However, the MLSTM model, averaging
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Figure 6. Comparison of recall, precision, and Fi-score results of different models
under permission features and third-party library features

neighbor node features, may ignore some important information and be limited by sequence length and memory
ability. In Fig. 6(b), the recall, precision, and F1 score of the MLSTM model are 0.9909, 09.9975, and 0.9942,
respectively. The Mean-PA model has the highest recall of 0.9934 because its aggregator combines the mean of
neighbor node features with the maximum, considering the overall and important features of neighbor nodes. At
this time, the Max-PA model is under the contrast permission feature. The accuracy is reduced by 0.9959.
Therefore, the MLSTM model showed better generalization performance. To evaluate the robustness of the model,
the MLSTM model and MA, LSTMA, Max-PA, and Mean-PA models were compared in unknown samples when
the results of different models under permission characteristics and third-party library features are shown in
Fig. 7. d = 10, d = 20.

(a) Permission characteristics (b) Third party library features

Figure 7. The fooling rate results of different models with different d values
under permission features and third-party library features
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In Figure. 7(a), under the permission characteristics, the LSTMA model at d =10 and d =20 has the largest fool
rate, respectively 0.0684 and 0.2478. At and , the MLSTM model has the lowest fool rate compared to the
other four models, respectively, 0.0178 and 0.0506. At and , the fooling rate of the LSTMA model is
approximately 3.85 times and 4.90 times that of the MLSTM model, respectively. In Fig. 7(b), under the
characteristics of the third-party library, the MLSTM model is 0.0097 and 0.0640, respectively. When The
LSTMA model has the highest fool rate, 0.1590. To verify the effect of the number of neighbor samples on the
detection accuracy of the MLSTM model, the number of neighbor samples was compared from 50 to 100. The
Max-PA model and Detection accuracy of the MLSTM model are shown in Fig. 8.

1.0 1.0
09 09
0.8 0.8
0.7 Py 0.7
5 0.6 | 5 0.6 |
4§ 05 F <§ 05
& 04 e &£ 04
03 [ 03
02 I 02 I
0.1 | 0.1

00 1 1 1 1 I 00 1 1 1 1 I

50 60 70 80 90 100 50 60 70 80 90 100

Number of Neighbor Samples Number of Neighbor Samples
(a) Max-PA (b) MLSTM

Figure 8. Comparison of detection accuracy between Max-PA model and MLSTM model

In Figure 8(a), the Max-PA model MAE is 1.82 and RMSE is 2.26, and when the sampling number is 75, the
average accuracy is only 0.47. The model accuracy improved as the number of neighbor samples increased. In
Fig. 8(b), the MAE of the MLSTM model is 1.64, and the RMSE is 2.08, smaller than the Max-PA model, indicating
a more minor error and better detection accuracy. The more sample data, the better the model fit and the higher
the accuracy. Considering that the composition similarity and the number of sampling layers influence the model
detection results, the study designed the Euclidean distance similarity, Max-PA model and cosine similarity. The
MLSTM model was presented under permission and third-party library characteristics. The prediction results
are shown in Table 1.

Composition similarity Number of sampling
layers
Characteristic Model |Euclidean distance | Cosine 1 2 3
similarity similarity
Permission Max-PA 0.52 0.50 0.33 0.52 0.41
characteristics
MLSTM 0.56 0.53 0.30 0.56 0.35
Third party library | Max-PA 0.55 0.53 0.35 0.55 0-44
features

MLSTM 0.59 0.56 0.36 0.59 0.42

Table 2. Comparison of detection results for different composition similarity and sampling

layers between the Max-PA model and MLSTM model under different Characteristics

dline.info/jdim
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In Table 2, Euclidean distance similarity detection was higher in Authority and third-party library features under
the Max-PA and MLSTM models. The reason is that the Euclidean distance similarity can effectively measure
the similarity between features. Before the Euclidean distance, the features are standardized to eliminate the
dimensional difference between feature values. The number of sampled layers determines how many layers of
neighbor nodes need to be considered during the aggregation process of each node. Max-PA model sum under
the third-party library features. The MLSTM model showed the highest detection results of 0.55 and 0.59,
respectively. Increasing the number of sampled layers can provide broader and deeper neighbor node information,
contributing to the richness and accuracy of the node representation. This can enable the model to capture
better the context information and relationship of the malware nodes in the graph, thus improving the detection
ability and classification accuracy of the malware. However, too many sampled layers will increase the complexity
of computation and storage, which may lead to increased training time.

4.2 Malware detection results of MLSTM

Fig. 9 shows the detection time for the multiple quantities of the original system and the improved system, as
well as the improved system’s time saving and improvement rate, to determine the application performance of
the designed MLSTM system.

0.50 020 --a- Save time q70.10

045F 0.18F A Upgrade rate g™ 10.09

040} 016} e 40.08
— i
203 - ®— B — -m ._.m— — | 0 0.14 1 A AT 10.07
g = 4
_50,30- — %~ _o— —o_ _o Eo,lz B gt 0.06 5
£025F 20.10F H0.052
50201 80.08 - 10.042
Boast =006} 40.03

0.10F — B Unimproved 0.04 1 0.02

0.05F —@ -Improved 0.02 F 001

0.00 v v L L . 0.00 0.00

0 1000 2000 3000 4000 5000 1 2 3 4 5 6 7 8 9 10
Number of samples Group
(a) Changes in detection time for (b) The time saved and spgrade rate of
different sample sizes the improved system

Figure 9. Comparison of running time and upgrade rate between improved
and unimproved systems

In Figure. 9(a), with the increase of the number of samples, the detection time of the system is always in a
relatively stable state, and the average detection time of the improved and unimproved systems is respectively
0.274 s, 0.336 s. In contrast, the improved detection efficiency of the enhanced system is more prominent. In
Fig. 9(b), the average time saving of the improvement system is about 0.05 s, regardless of the number of samples.
Overall, the improvement rate of malware detection by the improved system increases with the number of samples,
with a rate of up to 18.2%. Group 2 has a low improvement rate, which may be because the input data takes a
long time in preprocessing. To compare the detection performance of the improved model, it was compared with
support vector regression (Support Vector Regression, SVR), gating cycle unit (Gated Recurrent Unit, GRU),
graph convolutional network (Graph convolution Network, GCN), MAE and RMSE results of different models,
as well as the accuracy under permission characteristics and third-party library features, as shown in Fig. 10.

In Fig. 10(a), the MAE and RMSE of the improved model are 3.84 and 6.26, respectively. In contrast, SVR has
the highest MAE and RMSE, indicating the worst and best detection performance of the improved model. In Fig.
10(b), the accuracy of improved models under permission and third-party library features is higher than other
models, with 98.89% and 92.65%, respectively. The accuracy of the GRU permission and third-party library
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features is 76.08% and 79.45%, respectively. The reason may be that the data quality of the permission feature is
poor, including noise or incomplete, which may cause the model to be unable to learn the effective mode, thus
reducing the accuracy accurately.

11 r RMSE 100 o
10 | mm MAE 90 | O’ ./ (m]
9 80 | __fg—_.w;'"‘m/ i

--@--- Permission characteristics
— &~ Third party library features

Number value
— N W A 0o
T 1 T T
- W
SCoccocc oo
L
o

SVR GRU GCN Improved SVR  GRU GCN Improved
Model type Model type
(a) Comparison of RMSE and MAE (b) Comparison of accuracy results of
results of different models different models

Figure 10. MAE and RMSE results and accuracy of different models

5. Conclusion

To improve the efficiency of Android malware detection, an Android malware detection method of MLSTM is
conceived and used to enhance the model robustness by two-order neighborhood aggregation. The results show
that the recall, precision, and F1 scores under the MLSTM model permission feature are 0.9924, 0.9964, and
0.9937, respectively. The Max-PA model had the highest accuracy of 0.9969. The recall, precision, and F1 scores
under the third-party library features of the MLSTM model are 0.9909, 0.9975, and 0.9942, respectively. The
recall of the Mean-PA model was 0.9934, and the Max-PA model precision was 0.9959. In contrast, the MLSTM
model showed better generalization performance. The LSTMA model at ¢ =10 and 4 =20 has the highest fool
rate, with 0.0684 and 0.2478, respectively. The MLSTM model has the lowest fool rate of the other four models,
when and with 0.0178 and 0.0506, respectively. Euclidean distance similarity detection results between the Max-
PA and MLSTM models were higher under permission and third-party library features. The number of sampled
layers determines how many layers of neighbor nodes need to be considered during the aggregation process of
each node. When the number of sampling layers is 2, the Max-PA and MLSTM models under the third-party
library features are 0.55 and 0.59, respectively. The average accuracy of the Max-PA model was only 0.47. The
model accuracy improved as the number of neighbor samples increased. The MLSTM model has a small MAE of
1.64 and an RMSE of 2.08, indicating a better detection accuracy. The more sample data, the better the model
fit and the higher the accuracy. However, the study time was short without considering the environmental impact,
which was improved and extended in further studies.
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