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ABSTRACT

As digital payment ecosystems expand globally, financial institutions increasingly rely on advanced machine
learning algorithms to detect cyber-enabled fraud. However, optimizing feature engineering to minimize
false positives remains a critical operational challenge. This study empirically evaluates the predictive
efficacy of static device security signals and absolute transaction amounts in identifying fraudulent financial
transactions. Utilizing a quantitative, cross-sectional design, we analyzed the Financial Transaction
Intelligence Dataset 2026, comprising 10,000 transactions across 1,500 devices and 773 customers. The
methodological approach incorporated descriptive statistics, cross-tabulation, Chi-square tests, and non-
parametric distribution comparisons to rigorously assess device telemetry and monetary variables across
multiple analytical domains. The findings reveal that classic device-security flags including trusted status,
rooted or jailbroken states, and biometric enablement exhibit statistically insignificant associations with
actual fraud outcomes in this population. Furthermore, transaction amounts demonstrate a near-uniform
distribution lacking discriminative power, with fraud rates remaining remarkably flat across all monetary
bins and showing near-zero correlation with critical behavioral risk covariates. These results provide
actionable insights for risk analysts developing cloud-hosted analytics platforms. Ultimately, this research
establishes that absolute transaction amounts and static device attributes are weak, orthogonal predictors
of fraud. To enhance operational efficiency and detection accuracy, financial institutions must pivot away
from static, rule based thresholds and instead prioritize dynamic behavioral and contextual features within
advanced multivariate machine learning models.
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1. Introduction

The rapid expansion of internet technologies and cloud computing has fundamentally transformed commercial
activities, enabling organizations to migrate from traditional physical marketplaces to digital business
environments. Early developments in computer networking and the global proliferation of the Internet
established the technological foundation for this transition, allowing businesses to conduct commercial
activities through online platforms rather than conventional brick and mortar stores [1, 2, 3]. Consequently,
e-commerce has evolved into an essential component of the global economy, facilitating transactions among
businesses, consumers, governments, and peer to peer participants through interconnected digital ecosystems

[4, 5].

Despite the substantial benefits of digital commerce, the increasing volume of online financial transactions has
been accompanied by a corresponding rise in cyber enabled financial fraud. Security breaches contribute not
only to credential theft and unauthorized transactions but also to the erosion of customer trust, which remains
a critical factor for the long term sustainability of e-commerce platforms. Furthermore, the extensive integration
of third-party payment processors, cloud services, and external application programming interfaces (APIs)
significantly expands the attack surface, making comprehensive protection across all points of data interaction
increasingly challenging [6, 7].

Financial institutions have therefore adopted data driven fraud detection systems capable of continuously
monitoring large scale transaction streams. Modern fraud detection increasingly relies on cloud hosted ana-
Iytics platforms that integrate machine learning with real time transaction monitoring. Nevertheless, many
operational fraud detection systems continue to face a significant trade off between maximizing fraud detection
rates and minimizing false-positive alerts, which impose considerable operational costs and investigation
workloads. Consequently, improving fraud detection accuracy while maintaining manageable false positive
rates remains an important research challenge [8].

Machine learning has emerged as one of the most effective approaches for identifying fraudulent financial
transactions. Among unsupervised learning techniques, anomaly detection methods such as autoencoders
and isolation forests have gained widespread attention. Autoencoders compress transaction features into
low-dimensional latent representations before reconstructing the original inputs. Transactions exhibiting
high reconstruction errors are treated as anomalies, potentially indicating fraudulent behavior. Isolation
forests adopt a different strategy by recursively partitioning observations using randomly selected features
and split values. Transactions that become isolated with relatively few partitions are considered anomalous
because they differ substantially from the majority of normal transactions [9]. These unsupervised techniques
are particularly valuable for detecting previously unseen fraud patterns and adapting to rapidly evolving att-
ack strategies. However, because anomalous behavior does not necessarily correspond to fraudulent activity,
such methods may produce relatively higher false positive rates than supervised learning approaches [10].

Several recent studies have investigated organizational and technological factors influencing fraud detection
performance. Ahmed Ruzel examined fraud detection within retail banking environments characterized by
high transaction volumes, severe class imbalance, and continuously evolving fraud strategies. Using a qua-
ntitative, cross sectional, case based research design implemented within a cloud hosted enterprise fraud
monitoring environment, the study evaluated organizational conditions that most strongly influence perceived
fraud detection effectiveness [11].

Similarly, Hozyfa Shafa[12] investigated the impact of secure data systems on fraud detection performance
within business intelligence (BI) environments. The empirical analysis evaluated five major security dimensions,
including access control maturity, encryption coverage, monitoring completeness, pipeline security, and
data governance strength, across 220 organizations employing BI-driven fraud detection systems. The findings
demonstrated that robust data security infrastructure substantially improves fraud detection accuracy,
operational stability, and system responsiveness, highlighting secure data systems as both protective mec-
hanisms and performance-enhancing components of enterprise analytics.
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Recent advances have also demonstrated the effectiveness of state of the art machine learning algorithms for
fraud detection. Iscan [13] analyzed transaction data collected from one of Turkey’s largest e-wallet platforms
and performed extensive feature engineering to improve predictive performance. Among the evaluated algo-
rithms, the Light Gradient Boosting Machine (LightGBM) achieved the highest fraud detection accuracy of
approximately 97%, demonstrating its effectiveness in handling complex financial transaction data.

Durachman [14] addressed financial fraud prediction by developing a Random Forest based predictive fra-
mework capable of modeling nonlinear relationships within multidimensional financial datasets. The study in-
corporated multiple transaction related variables, including fraud cases, transaction errors per million, tr-
ansparency ratings, security incidents, cyberattacks, audit compliance scores, transaction speeds, and customer
trust indices collected over several years. The results confirmed the suitability of Random Forest models for
capturing complex interactions among fraud related indicators.

Bayesian approaches have also shown considerable promise in fraud detection applications. Li, S. H [15]
combined Bayesian Classification with Association Rule Mining to identify behavioral characteristics ass-
ociated with fraudulent accounts and transaction patterns. Detection rules derived from these analyses were
incorporated into a fraud detection framework capable of identifying suspicious accounts during the early
stages of fraudulent activity. Empirical evaluation demonstrated that the proposed system effectively supports
financial institutions by providing timely identification of fraudulent accounts and assisting operational decision
making.

Overall, the existing literature demonstrates that fraud detection effectiveness depends on the integration of
secure data infrastructures, advanced machine learning algorithms, and intelligent analytical frameworks
capable of adapting to continuously evolving fraud strategies. These studies collectively provide a strong fou
ndation for investigating the predictive value of transaction characteristics and device security signals in
improving financial fraud detection systems while maintaining acceptable operational efficiency.

2, Research Aims and Objectives

The primary aim of this study is to empirically evaluate the predictive efficacy of static device security signals
and absolute transaction amounts in detecting financial fraud within digital payment ecosystems. Specifically,
the research seeks to determine whether traditional device security flags, including trusted status, rooted or
jailbroken states, biometric enablement, operating system, and device type, significantly correlate with frau-
dulent transaction outcomes. Concurrently, the study analyzes the distribution of transaction amounts to
establish whether absolute monetary value serves as a reliable univariate discriminator for fraud. Furthermore,
the research investigates the relationship between transaction amounts and various categorical, temporal,
geographic, and behavioral covariates, such as payment method, merchant category, and spending velocity.
Ultimately, this empirical evaluation aims to provide actionable insights for financial institutions regarding
feature engineering, highlighting the limitations of relying solely on static device attributes and absolute tran-
saction thresholds in modern, cloud hosted machine learning fraud detection systems.

2.1 Research Design and Methodological Plan

To achieve the stated aims, the research employs a quantitative, cross sectional empirical design utilizing a
comprehensive relational dataset. The empirical evaluation leverages the Financial Transaction Intelligence
Dataset 2026, a synthetically generated, multi table relational dataset comprising 10,000 transactions, 1,500
devices, and 773 customers. The synthetic nature of the data preserves authentic statistical distributions and
anomalous patterns while ensuring strict compliance with data privacy regulations, such as the General Data
Protection Regulation and the California Consumer Privacy Act, by eliminating real personally identifiable
information. The analysis targets the binary fraud label, which represents an overall fraud rate of approximately
three percent within the dataset.

The seventy distinct features within the dataset are logically grouped into five analytical domains to facilitate
structured evaluation. These domains encompass instrument and device telemetry, transactional dynamics,
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customer risk profiles, merchant contexts, and the target fraud variable. To rigorously assess these domains,
the methodological plan incorporates a multi tiered statistical approach. Initial descriptive statistics establish
baseline profiles of device inventory and transaction amount distributions, calculating central tendencies,
dispersion, skewness, and kurtosis. Subsequent bivariate and cross tabulation analyses compare transaction-
weighted fraud rates across segmented groups, such as trusted versus untrusted devices and varying monetary
bins.

Hypothesis testing is then conducted using Chi-square tests to evaluate the independence of categorical device
flags and fraud occurrence, alongside Mann-Whitney U, Kolmogorov Smirnov, and Welch t-tests to compare
the continuous amount distributions of fraudulent versus legitimate transactions. Finally, correlation analyses
calculate Pearson and Spearman coefficients to measure the dependence between transaction amounts and
continuous behavioral risk features, ensuring a comprehensive evaluation of both isolated variables and their
multivariate interactions.

2.2 Description of the Analysis and Implications

The empirical analysis yields definitive conclusions regarding the utility of device security signals and
transaction amounts as fraud predictors within the evaluated dataset. The findings demonstrate that classic
device security signals exhibit statistically insignificant or negligible associations with observed fraud. Devices
marked as trusted or biometric enabled showed virtually identical fraud rates compared to untrusted or non-
biometric devices, with Chi square tests confirming that these differences are not statistically significant.
Similarly, while rooted devices exhibited a marginal absolute lift in fraud rate, the effect remained small and
statistically non significant. Minor variations were observed between operating systems, such as a slightly
higher rate on Android compared to iOS, but these differences also failed to reach statistical significance. Con-
sequently, static device attributes are largely orthogonal to fraud outcomes in this population and should not
be deployed as primary, standalone fraud controls.

In parallel, the analysis reveals that transaction amounts lack discriminative power due to the dataset’s
synthetic, near-uniform design, which lacks the heavy right tail distribution typical of real world payment
streams. Fraudulent and legitimate transactions possess statistically indistinguishable amount distributions,
as confirmed by both parametric and non parametric tests. The fraud rate remains remarkably flat across all
monetary bins, indicating that high value tails do not carry elevated fraud risk, thereby overturning conven-
tional heuristics. Furthermore, transaction amounts show near zero correlation with critical behavioral and
risk variables, such as distance from home, failed login attempts, and model assigned fraud probability. This
establishes that absolute transaction amount alone is not a useful fraud discriminator, and simple threshold-
based rules would exhibit near-zero precision and recall.

The overarching strategic implication of this empirical analysis is that absolute transaction amounts and
static device security signals are weak predictors of fraud in the tested environment. To maintain operational
efficiency and minimize false positive alerts, financial institutions must pivot away from static, rule based
thresholds. Instead, fraud detection frameworks should prioritize dynamic behavioral and contextual features,
such as spending velocity, geolocation anomalies, login failure patterns, and merchant risk profiles. Further
more, transaction amounts and device signals should only be utilized as relative features, such as deviations
from a customer’s historical spending profile, or as interaction terms within advanced, multivariate machine
learning models capable of capturing complex, non-linear fraud patterns.

3. Dataset Description

3.1 Overview and Source

The empirical evaluation in this study utilizes the Financial Transaction Intelligence Dataset 2026
(www.kaggle.com), a comprehensive, synthetically generated relational dataset designed to simulate real-
world banking and digital payment ecosystems. The dataset was explicitly constructed to facilitate advanced
machine learning applications including fraud detection, financial risk analysis, customer segmentation, and
transaction pattern mining while circumventing the privacy and regulatory constraints associated with real-
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world banking and digital payment ecosystems. The dataset was explicitly constructed to facilitate advanced
machine learning applications including fraud detection, financial risk analysis, customer segmentation, and
transaction pattern mining while circumventing the privacy and regulatory constraints associated with real-
world personally identifiable information (PII).

3.2 Relational Structure
The dataset is organized in a multi-table, star-like schema comprising five interconnected entities and totaling
70 distinct features. The tables are linked via primary and foreign keys (e.g., customer_id, merchant_id):

1. Transactions (transactions.csv): The central fact table containing granular financial transaction records. It
encompasses temporal metadata (timestamps), financial attributes (transaction amounts, payment methods),
contextual data (geolocation, device fingerprints), customer and merchant risk indicators, and the binary
target variable is_fraud.

2. Customers (customers.csv): A dimension table detailing customer demographics, account information,
credit scores, income brackets, and inherent risk profiles.

3. Merchants (merchants.csv): A dimension table capturing merchant specific attributes, including business
categories, geographic locations, operational tenure, monthly revenue, and historical fraud risk indicators.

4. Cards (cards.csv): A dimension table outlining payment instrument details, such as card type (e.g., Debit,
Credit), payment network (e.g., Visa, Mastercard, RuPay), credit limits, utilization rates, reward program
enrollment, and card age.

5. Devices (devices.csv): A dimension table logging registered customer devices, including device type,
manufacturer, operating system, security configurations (e.g., biometric authentication), and trusted device
status.

3.3 Feature Categories and Target Variable
To support robust feature engineering and Explainable AI (XAI) workflows, the variables can be logically
categorized into five analytical domains:

¢ Transactional Dynamics: Transaction amount, timestamp, payment method, and geolocation discr-
epancies.

¢ Customer Risk Profile: Credit score, income level, and historical account behavior.
e Merchant Context: Business category risk, operational maturity, and historical fraud flags.

e Instrument and Device Telemetry: Card utilization rate, card age, device operating system, and bio-
metric security status.

e Target Variable: The binary label is_fraud (o for legitimate, 1 for fraudulent), which serves as the ground
truth for supervised binary classification and anomaly detection tasks.

3.4 Data Quality and Ethical Considerations

As a synthetically generated dataset, it preserves the statistical distributions, inter-variable correlations, and
anomalous patterns characteristic of authentic financial fraud scenarios without containing any real customer
data. This ensures full compliance with data privacy regulations (e.g., GDPR, CCPA) while providing a high-
fidelity environment for training, validating, and benchmarking machine learning models. The dataset is
publicly available under the CC BY-NC-SA 4.0 license, promoting reproducible, transparent, and ethically so-
und academic research.
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4. Analysis

4.1 Device & Fraud Analysis
Dataset: 1,500 devices - 10,000 transactions - 773 customers with both device and transaction records -
overall fraud rate 3.06 % (306 fraudulent transactions).

Device Inventory Snapshot

Attribute Distribution Share

Device type Desktop 511 - Mobile 496 - POS 493 ~33 % each

Manufacturer Apple 772 - Samsung 378 - Dell 350 | Apple dominant

i0S 393 - macOS 379 - Android 378 - | balanced

Operati t
beratiiig SYSTem 1 wrindows 350

Trusted device Yes 771 / No 729 51.4 % trusted
Rooted / jailbroken Yes 740 / No 760 49.3 % rooted
Biometric enabled | Yes 758 / No 742 50.5 % enabled

Table 1. Device Inventory Snapshot

This table summarises the composition of the 1 500 devices linked to the 10 000 transactions. Device type is
evenly split among Desktop (511), Mobile (496) and POS (493). Manufacturer is dominated by Apple (772),
followed by Samsung (378) and Dell (350). Operating systems are balanced across iOS (393), macOS (379),
Android (378) and Windows (350). Approximately half the devices are marked trusted (51.4%), rooted/

jailbroken (49.3%), or biometric enabled (50.5%). The clean manufacturer OS mapping (Apple — i0OS/macOS

only; Samsung — Android only; Dell - Windows only) is also recorded, together with the observation that
rooted status is essentially independent of the other device attributes.

Manufacturer—OS mapping (clean):
e Apple — iOS + macOS only

e Samsung — Android only

e Dell> Windows only

Rooted status is essentially independent of manufacturer, OS, trusted flag, and biometric flag (= 48-50%
across all slices).

4.2 Trusted vs Untrusted Devices
Customer level (773 customers linked to transactions)

This customer level table (773 customers with both device and transaction records) contrasts four segments
defined by the presence or absence of trusted devices. Customers who possess at least one trusted device
(535) account for 5,247 transactions and a 3.14% fraud rate; those with no trusted device (238) show 2,418
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transactions and a 3.02% fraud rate. Restricting the comparison to customers whose devices are all trusted
versus those with mixed or untrusted devices yields fraud rates of 3.19% and 3.06%, respectively. The absolute
differences remain below 0.2 percentage points.

Segment Customers | Transactions| Fraudulent | Fraud
tx rate
Has 2 1 trusted device | 535 5 247 165 3.14 %
No trusted device 238 2 418 73 3.02 %
All devices trusted 253 2 504 8o 3.19 %
Not all trusted 520 5 161 158 3.06 %

Table 2. Trusted vs untrusted devices

This customer level table (773 customers with both device and transaction records) contrasts four segments
defined by the presence or absence of trusted devices. Customers who possess at least one trusted device
(535) account for 5,247 transactions and a 3.14% fraud rate; those with no trusted device (238) show 2,418
transactions and a 3.02% fraud rate. Restricting the comparison to customers whose devices are all trusted
versus those with mixed or untrusted devices yields fraud rates of 3.19% and 3.06%, respectively. The absolute
differences remain below 0.2 percentage points.

e Difference is negligible (< 0.2 pp).
e Chi-square test (any fraud vs has-trusted): x2 = 0.07, p = 0.79 (not significant).
e Correlation of % trusted devices with customer fraud rate: r = 0.015.

Being marked “trusted” does not meaningfully reduce observed fraud in this dataset. Trusted status appears
largely orthogonal to fraud outcomes.

4.3 Rooted / Jailbroken Device Impact

Segment Customers |Transactions| Fraud
rate

Has > 1 rooted 533 5 335 3.20 %

device

No rooted 240 2 330 2.88 %

device

Table 3. Rooted / Jailbroken Device Impact

The table partitions the same 773 customers according to the presence of at least one rooted or jailbroken
device. The 533 customers who own one or more rooted devices generate 5,335 transactions and a 3.20%
fraud rate; the 240 customers with no rooted devices generate 2,330 transactions and a 2.88% fraud rate. The
absolute lift associated with rooted devices is therefore +0.32 percentage points

Absolute lift ~+0.32 pp.
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Chi-square (any fraud vs has-rooted): x2 = 1.59, p = 0.21 (not statistically significant at o = 0.05).
Correlation of % rooted devices with fraud rate: r = 0.010.

4.4 Cross-tab Trusted x Rooted (transaction-weighted fraud rate)

No Rooted |Rooted

Untrusted 2.76 % 3.15 %

Trusted 2.94 % 3.23 %

Table 4. Transaction-weighted Fraud Rate (Trusted x Rooted
Cross-tabulation)

This two by two table reports transaction weighted fraud rates for the joint combinations of trusted status and
rooted status. Untrusted + non-rooted devices show the lowest rate (2.76%), followed by trusted + non-
rooted (2.94%), untrusted + rooted (3.15%), and trusted + rooted (3.23%). The highest observed rate therefore
occurs when a customer simultaneously holds both trusted and rooted devices.

The highest rate occurs when a customer has both trusted and rooted devices (3.23 %), indicating that the
“trusted” flag does not override the (small) rooted-device risk signal.

Rooted devices show a mild elevation in fraud rate, but the effect is small and not statistically significant in this
sample.

4.5 Biometric Authentication

Segment Fraud rate
(tx-weighted)

Has =2 1 biometric device | 3.11 %

No biometric device 2.96 %

Table 5. Biometric Authentication

The table contrasts transaction weighted fraud rates for customers who possess at least one biometric enabled
device (3.11%) against those who possess none (2.96%). The absolute difference is 0.15 percentage points.

e Chi-square p = 0.47 (not significant).
e Correlation of % biometric devices with fraud rate: r = 0.006.
Biometric enablement shows essentially no protective effect against fraud in the observed data.

4.6 Operating Systems & Android vs i0S

This table presents the number of transactions, number of fraudulent transactions, fraud rate and mean model-
assigned fraud probability for each of the four operating systems. macOS records the highest fraud rate (3.40
%, 86/2 530), followed by Android (3.31 %, 83/2 507); Windows and iOS both register 2.76 % (68/2 464 and
69/2 499, respectively). Mean fraud probabilities follow the same ordering (0.221 for macOS and Android;
0.216 for Windows and iOS).
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(01] Transactions | Frauds | Fraud Mean fraud
rate probability

macOS 2 530 86 3.40 % 0.221

Android | 2 507 83 3.31 % 0.221

Windows | 2 464 68 2.76 % 0.216

i0S 2 499 69 2.76 % 0.216

Table 6. Transaction-level Fraud Rates by Operating System

4.7 Android vs i0OS (direct comparison)
e Android: 3.31 % (83 / 2 507)

¢ i0S: 2.76 % (69 / 2 499)
¢ Absolute difference = +0.55 pp
e Chi-square: x2 = 1.10, p = 0.293 —> not statistically significant.

Customer-level (primary OS) ranks the same way: Windows (3.54%) > Android (3.05%) > iOS (2.86%) > macOS
(2.83%).

Fraudulent transactions on Android tend to have slightly higher average amounts than legitimate ones; the
opposite pattern appears on iOS.

4.8 Device Type & Manufacturer
Device type (transaction-level)

Type Fraud
rate

Desktop 3.15 %

Mobile 3.06 %

POS 2.97 %

Table 7. Device Types

Table 7. Device Types. The table reports transaction level fraud rates for the three device form factors: Desktop
3.15%, Mobile 3.06%, and POS 2.97%. Differences across categories remain within 0.18 percentage points.

4.9 Primary manufacturer (customer-level)

Manufacturer Fraud rate
Dell (Windows) highest (driven by Windows)
Samsung (Android) intermediate
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Apple (i0S/macOS) lowest

Manufacturer effects are essentially proxies for the OS effects already reported.

6. Summary of Key Findings

Analysis Finding Statistical significance

Trusted vs Untrusted Virtually identical fraud rates (~3.0— Not significant (p=0.79)
3.2 %)

Rooted device impact +0.32 pp higher fraud when rooted Not significant (p=0.21)
present

Biometric authentication Negligible difference Not significant (p=0.47)

Android vs iOS Android 3.31 % vs i0S 2.76 % (+0.55 Not significant (p=0.29)
pp)

macOS / Windows macOS highest (3.40 %), Windows/ —
iOS lowest

Device type Desktop slightly higher than Mobile/ Practically negligible
POS

In this dataset, the classic device-security signals (trusted flag, rooted status, biometric enablement) show
only weak or null associations with observed fraud. Operating-system differences exist but are modest and not
statistically significant at conventional thresholds.

This suggests that, for the present population and fraud labelling, behavioural/transactional features (amount,
spending change, distance from home, failed logins, merchant risk, etc.) are likely stronger predictors than the
static device attributes examined here. Device signals may still be useful as weak features or in combination
with other risk indicators, but they should not be treated as primary fraud controls on their own.

7. Transaction amount patterns

7.1 Transaction Amount Pattern Analysis
Dataset: 10,000 transactions - amounts in INR - overall fraud rate 3.06 %.

Overall Distribution

Statistic Value

Count 10,000
Mean 349,951
Median 49,741
Std. deviation 28,779
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Percentiles

Min / Max z25 /% 99,996
Skewness ~ 0.006 (essentially symmetric)
Kurtosis -1.19 (platykurtic / flatter than normal)

1%

5% 10 % 25 %

50 % 75 % 90% | 95%

99 %

1,064

4,879 | 10,054 | 25,377

49,741 74,810 [ 90,156 | 95,053

99,006

Amounts span nearly the full 0—100 k range in a near uniform fashion. No zero or negative values. The near-
uniform, essentially symmetric distribution of transaction amounts (® mean median ® ¥ 50 000, skewness =~
0, kurtosis = —1.19) indicates that the synthetic data-generation process deliberately avoided the heavy right
tail characteristic of real-world payment streams. Consequently, extreme high value outliers that often dominate
fraud analytics are absent by design. This controlled uniformity isolates the contribution of other features and
precludes the amount itself from acting as a strong univariate discriminator.

7.2 Fraud vs Legitimate Amounts

Group N Mean Median (Std

Legitimate | 9,694 |=%49,943 [%49,737 | 28,798

Fraud 306 z 50,202 [T 50,341 [ % 28,226

e Absolute difference = ¥ 259 (negligible).

e Mann-Whitney U p = 0.87

¢ Kolmogorov—Smirnov p = 0.55

e Welch t-test p = 0.87

No statistically significant difference in amount distributions between fraudulent and legitimate transactions.

Fraud rate by amount bin

bin

Amount | N Fraud

rate

<zx10k [ 997 3.21 %

10—-25 k 1,470 | 2.79 %

25-50 k 2,551 | 3.10 %

50-75 k 2,511 | 3.35%

dline.info/pca
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75—-90 k | 1,462 | 2.80 %

2 390k | 1,009 | 287 %

Fraud rate is essentially flat across the amount spectrum. High value tails (top 5 % / top 1 %) show lower or
equal fraud rates (2.0 % and 3.0 %) relative to the overall 3.06 %. The virtually identical location and scale par-
ameters of fraudulent and legitimate amount distributions (absolute mean difference = g 259; all non-
parametric and parametric tests non significant) demonstrate that fraud is not concentrated in any particular
monetary band. The flat fraud rate profile across six amount bins further confirms that neither low value nor
high value transactions carry elevated risk. High value tails (top 5% and top 1%) actually exhibit equal or lower
fraud incidence, overturning the conventional heuristic that large amounts are inherently more suspicious.

7.3 Amount by Payment Method

Payment N Mean Median | Fraud
method amount rate
Wallet 2,462 | 50,751 — 3.0%
Debit Card 2,452 | ¥50,564 — 3.0 %
UPI 2,506 | 49,498 — 4.0 %
Credit Card 2,580 | 349,046 — 3.0%

Wallet and Debit Card transactions are slightly larger on average; UPI shows the highest fraud rate despite a
slightly lower mean amount.

Although Wallet and Debit Card transactions average slightly higher amounts than UPI and Credit Card, the
absolute differences remain modest (< %1 700). UPI alone shows a modestly elevated fraud rate (4 %), yet this
elevation is independent of its mean amount. The pattern implies that payment channel risk is driven by
channel specific behavioural or operational factors rather than by the monetary size of the transaction.

7.4 Amount by Transaction Type

Type N Mean Median Fraud
rate
Refund 3,331 %50,166 ¥ 50,445 3.0 %

Transfer 3,283 £49,897 2 49,149 3.0%

Purchase | 3 386 $49,793 £49,624 3.0%

Virtually identical amount profiles and fraud rates across types.

Refund, Transfer, and Purchase exhibit statistically indistinguishable amount distributions and identical fraud
rates (3%). Transaction type therefore contributes neither location shift nor risk differential with respect to
amount, reinforcing the conclusion that amount and transaction category are effectively orthogonal in this
dataset
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7.5 Amount by Merchant Category

Category N Mean |Median P95 Fraud
rate
Healthcare 1,447 50,830 — _ 3.0 %
Food 1,378 50,750 — _ 3.0 %
Grocery 1,487 $50,066 — _ 3.0 %
Entertainment 1,451 50,035 — — 4.0 %
Electronics 1,399 49,999 — — 2.0%
Travel 1,425 349,138 — — 3.0 %
Retail 1,413 748,838 — — 4.0%

Healthcare and Food have the highest average amounts; Entertainment and Retail show modestly elevated
fraud rates. Differences in mean amount across categories are small (<% 2,000).

Mean amounts vary by less than g 2,000 across the seven merchant categories, while fraud rates range only
from 2% (Electronics) to 4% (Entertainment, Retail). The absence of any systematic coupling between category-
level average spend and category level fraud incidence indicates that merchant risk is not mediated by typical
transaction size. Category specific fraud signals must therefore originate from non monetary attributes
(historical fraud flags, operational maturity, etc.).

7.6 Amount by Device Type and Operating System

Device Mean Median
type

Mobile ¥ 50,469 $50,600

Desktop | z 50,016 | 50,298

POS % 49,362 | 348,701

(0] Mean Median

Android 50,867 |%51,154

Windows 49,829 350,380

i0S 49,722 [%49,182

macOS ~%49,400 —
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Android and Mobile show slightly higher average amounts; the gaps remain modest.

Mobile and Android transactions display marginally higher central tendencies than Desktop/POS and Windows/
i0S/macOS, yet the gaps remain within a few hundred rupees. These small differences are consistent with the
earlier device-level findings that static device attributes exert only weak influence on observed outcomes;
they do not generate material amount-based risk differentials.

7.7 Temporal & Geographic Patterns
Hour of day Mean amount stays within a narrow band (& g 48.7 k — ¥ 51.5 k) across all 24 hours. No strong
diurnal peak or trough.

Weekend vs weekday Nearly identical means and medians.
International flag International and domestic transactions have essentially the same average amount.

IP country

Country N Mean Median

Germany 2,037 %50,323 | 350,165

UK 1,985 ¥50,251 [ 49,846
USA 2,046 49,995 | 348,683
India 1,925 349,825 | 49,944
Canada 2,007 | 349,354 | 350,327

Country differences are small (< ¥ 1,000).

Amount means remain confined to a narrow band ( ® ¥ 48.7 k- ¥ 51.5 k) across all 24 hours, weekdays versus
weekends, domestic versus international flags, and the five IP countries examined. The lack of diurnal, weekly
or geographic modulation demonstrates that transaction size is temporally and spatially stationary. Consequ-
ently, any temporal or geographic fraud signals present in the data must operate through channels other than
amount.

7.8. Correlations with Other Numeric Features

Feature Correlation
with
amount

spending_ change -0.016

previous_transactions_24h -0.018

average_spending_3od -0.010

failed_login_attempts -0.010
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distance_from_home -0.008
login_duration -0.003
fraud_ probability +0.005
merchant_risk +0.005

All correlations are near zero. Amount is effectively independent of the main behavioural and risk variables in
this dataset.

Customer risk level. High-risk customers show a marginally higher mean amount (¥ 50,418) than Low-risk (%
49,584).

9. Discussion

1. Near-uniform distribution — Amounts are spread almost evenly from a few hundred rupees to ~ 3100 Kk,
with mean ~ median = g 50 k and negligible skew.

2. No fraud signal in amount — Fraudulent and legitimate transactions have statistically indistinguishable
amount distributions. Fraud rate is flat across amount bins; high value tails are not enriched with fraud.

3. Weak categorical variation — Payment method, merchant category, device type, OS, country and time-
of-day produce only small shifts in average amount (typically < ¥ 2,000).

4. Independence from other risk features — Amount shows virtually zero correlation with spending
change, distance from home, login behaviour, merchant risk and model fraud probability.

5. Practical implication — In this dataset, transaction amount alone is not a useful fraud discr-
iminator. Amount based rules (e.g., “flag > ¥ 90 k”) would have poor precision. Amount may still be useful
in combination with other features or for customer level spending profile deviation, but it carries little stand
alone predictive power here.

At an aggregate level, the above discussions establish that transaction amount is distributionally independent
of the fraud label and of virtually every major categorical and behavioural covariate examined. The synthetic
near uniform design removes the classic heavy tail signal that underpins many operational amount based
rules. As a result, simple thresholds (e.g., “flag transactions > ¥ 90 000 ) would exhibit near zero precision and
recall. Amount retains potential value only as a relative feature customer level deviation from historical spe-
nding profile or as an interaction term within a richer multivariate model. In the present data generating regi-
me, behavioural velocity, geolocation anomalies, login failures and merchant risk indicators remain the more
informative predictors; amount itself functions essentially as noise with respect to the binary fraud outcome.

10. Conclusion

The primary objective of this study was to empirically evaluate the predictive efficacy of static device security
signals and absolute transaction amounts in detecting financial fraud within digital payment ecosystems. The
comprehensive analysis of the Financial Transaction Intelligence Dataset 2026 yields definitive evidence that
classic device security telemetry such as trusted status, biometric enablement, and rooted or jailbroken
states exhibits statistically insignificant associations with fraudulent outcomes. Despite the theoretical appeal
of these hardware and security flags as foundational trust indicators, the empirical data demonstrates that
they are largely orthogonal to actual fraud occurrence. Similarly, minor variations observed across operating
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systems and device form factors failed to reach statistical significance, confirming that static device attributes
cannot serve as reliable, standalone fraud controls in modern transaction monitoring environments.

Concurrently, the investigation into absolute transaction amounts revealed a profound lack of discriminative
power. Driven by the synthetic, near uniform distribution of the dataset, which deliberately omits the heavy
right tail typical of real world payment streams, fraudulent and legitimate transactions possess statistically
indistinguishable monetary profiles. The fraud rate remains remarkably flat across all value bins, effectively
over turning the conventional industry heuristic that high value transactions inherently carry elevated risk.
Furthermore, transaction amounts demonstrate near zero correlation with critical behavioral and contextual
risk variables, rendering absolute monetary thresholds practically useless for isolating fraudulent activity.

The overarching implication of these findings is the necessity for a critical paradigm shift in modern fraud
detection architecture. Financial institutions and payment processors must pivot away from a reliance on
static, rule based thresholds and isolated device flags. Instead, maintaining operational efficiency and maxi-
mizing detection accuracy requires the integration of dynamic, behavioral, and contextual features. Variables
such as spending velocity, geolocation anomalies, login failure patterns, and merchant risk profiles offer a far
superior predictive signal. Moreover, when transaction amounts and device signals are utilized within predictive
models, they must be transformed into relative metrics such as a customer’s deviation from their historical
spending baseline rather than evaluated as absolute values.

Ultimately, this research underscores the severe limitations of univariate and static analyses in complex,
cloud hosted financial environments. To effectively combat continuously evolving cyber enabled fraud, future
detection systems must leverage advanced, multivariate machine learning models capable of capturing non-
linear interactions among dynamic behavioral indicators. By deprioritizing weak static predictors in favor of
adaptive, context aware behavioral analytics, organizations can significantly enhance their fraud detection
capabilities, reduce the erosion of consumer trust, and minimize the operational burden of false-positive
alerts.
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