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ABSTRACT: In this paper we present a Diffie-Hellman key exchange implementation using stéeganographied images. The
Diffie-Hellman key exchange requires the use of digital signature or creating a secure channel for data exchanging to avoid
the man in the middle attack. But the using steganography made invisible the data exchange to a potential attacker. This
approach has never been proposed and allowed us to generate a symmetric 128-bit key between two users without use of
digital signature or secure channel. However, it works only on bitmap images, heavy images and sensitive to compression.
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1. Introduction

The problem of secret data exchange had always existed and cryptography offers an effective way to protect secret data by
making it unintelligible to unauthorized persons, however, communicate with encrypted messages attracts attention [1]. This
can be problematic when it comes to a communication channel monitored by a third party, which may at least suspicion, destroy
communication between both parties. In this case, a communication containing a secret message between two persons must
seem normal to the person who controls the channel. For this type of communication, steganography is the alternative solution
to cryptography [2]. Steganography is the art of concealing information. It hides a message in another innocuous message, so
that we ignore the existence of the secret. While cryptography is based on the fact that the message is not understood,
steganography is based on the fact that the message is not found. With the development of computers and networks,
steganography has become a virtually unstoppable way to communicate secret information [3]. Our objective in this work is to
implement a Diffie-Hellman key exchange using stéganographied images to generate a symmetric key between two users;
stéganographied images will avoid us to use a secure channel to perform the exchange or digital signature for user’s authenti-
cation. The data will be hidden so the exchange will be done secretly and discreetly without attracting the attention of a potential
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is organized as follows: In section 2 we present an overview of the steganography process, its characteristics and its field of use.
In Section 3, we will present the Diffie-Hellman key exchange algorithm. The application of the Diffie-Hellman key exchange
through stéganographied images is presented in section 4, and finally, conclusions from the work are drawn and further research
work is suggested.

2. Steganography

2.1 Definition

Steganography is the art of information hiding [4]. Unlike cryptography, steganography does not aim to secure a communication,
but to hide its existence « Fig.1 ». In some situations, transmit encrypted data will be deemed suspect. Actually, more and more
countries are developing strong restriction on the length of cryptographic keys and cryptography in itself. The renewed current
interest for steganography comes from these restrictions on cryptography. Generally, steganography arrives in strengthening to
the data encryption. To ensure maximum confidentiality, data is first encrypted before it is hidden using a steganographic process.
Steganography therefore aims to maintain a secure communications without attracting the attention.
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Figure 1. Steganography process

2.2 Use of Steganography

Previously, the messages were written on the shaved head of a slave. Once her hair was pushed, he could convey the message
without being worried. Other well known methods have emerged thereafter. Thus, invisible ink had great success in the last few
decades. The idea was to write the message to remain secret invisible ink (lemon juice) and then write a clearly visible ink message
to innocuous content [5]. At destination, special treatment allowed to recover the message. Currently, steganography is applied
to digital media (audio, video or image) it represents the ideal media for transmitting information. With the spread of the Internet,
the volume of data it represents is very important. The attacks of September 11, 2001 have revived the interest of academic and
professional for steganography. The use of steganographic techniques for organizing these misdeeds would be the main factor.

2.3 Steganography Protocols
There are three types of steganography protocols, closely matching that exist in cryptography.

* Pure steganography [6] is a system in which the data concealing secret lies only in the algorithm used for this purpose« Figure
2 ». The discovery of this algorithm breaks the concealment of communication.
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Figure 2. Pure steganography process
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attacker. The remainder of the paper

* Secret key steganography [7] is similar to symmetric cryptography, the exchange of confidential data requires, first, the exchange
of a secret key and it is therefore necessary to have a secure channel, or meet in person our interlocutor, to be sure that the key
is not compromised. This key is used during the steganography process« Figure 3 ».
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Figure 3. Secret key steganography process

* Public key steganography [8] is similar to the asymmetric cryptography. The person, who wants to send data to another party,
without arousing suspicion, will use the public key of this person« Figure 4 ». The public key is known to everyone, there will
be no need for prior exchange. The person receiving this message will be the only one able to extract its content using its private
key.
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Figure 4. Public key steganography process

2.4 Characteristics
Three criteria [9] are used to classify the steganographic algorithms: The capacity, transparency and robustness « Fig.5 ». These
three requirements cannot be maximized simultaneously. Each will influence the other.

* The capacity corresponds to the mass of data which can be inserted in a container, in relation to its size.
* Transparency quantifying the noise generated by the concealment process and the invisibility of our message.

* Finally, the robustness specifies the capacity of our message to remain intact if the container is changed (Filtering, compres-
sion).
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Figure 5. Steganography characteristics
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2.5 Steganographic Tools

* The tools of naive said steganography correspond to the majority of tools available online. They hide the information in the
containers without really worrying about the ease of detecting the data or the influences that these data can have on the container
from a statistical point of view.

* Academic steganography tools are developed by research teams. Their goal is to evolve in parallel with steganalysis technics.
Their main objective is to achieve fully transparent algorithms (for current methods).Recent research focuses on maximizing the
available space concealment.

* Finally, the watermarking tools, mainly used for copyright protection, are mainly developed to have a high robustness. Unlike
steganography, their opponents are the active type. The contents of watermarking does not interest them, their objective is to
remove it.

2.6 Steganography Domain

Steganography is divided into two areas, spatial and frequency domain. In the special domain, the secret message is inserted into
the pixels of the image while in the frequency domain, the pixels are converted into coefficients, and the secret message is inserted
into these coefficients

2.6.1 Spatial Domain

Steganography in spatial domain [10] consist to change the pixels values of the image. The LSB algorithm is one of the simplest
and most widespread techniques. In the LSB we hide a secret message in the lower bits of the pixels of the image, so that the
distortions introduced by the insertion process are not noticeable to the human eye.

2.6.2 Frequency Domain

In the frequency domain [11] the message is inserted into the transformed coefficients of the image, which has the effect of
providing more robustness against attacks. The frequency steganography is an essential technique of concealing secret informa-
tion and nowadays, most steganographic systems operate in the frequency domain.

3 Diffie-Hellman Key Exchanges

Cryptology is a science that combines cryptography and cryptanalysis. Generally, encryption methods require encryption keys.
An encryption key is a set of values that can encode and decode data. The exchange of a secret key is fundamental in cryptog-
raphy. While encrypting a large amount of data can be done only with the secret key encryption, especially if this exchange takes
place in real time because of the slow public key ciphers. Now the challenge is to communicate a transmitter of the encryption key
A to a destination B without a third person £ can intercept it. This is where the Diffie-Hellman protocol involved [12]. The
exchange of Diffie-Hellman key was developed by both authors (Whitfield Diffie and Martin Hellman) in 1976, he proposed to 4
and B to define a secret key even if E listens to their communication.

3.1 Diffie-Hellman Algorithm

It is therefore, as required by many protocols, exchange between two parties 4 and B a secret key K of size t [13]. For that A and
Bhave a finite cyclic group G and a generator of this group. Take for example the multiplicative group G (Z/pZ) * where p is a prime
number and a generating element of this group. Here is how the exchange is schematically «Figure 6». The calculations are shown
in the group G, so in our example modulo p.

* A chooses an integer a such that 1 <a <p - 1 and keeps it secret.

* A sends (g mod p) to B (calculated in the group, so here modulo p).
* B chooses an integer b such that 1 <b <p - 1 and keeps it secret.

* B sends (g” mod p) to A.

* A calculates s = B mod p.

« B calculates s = A” mod p.

* 4 and B now have the same s
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Figure 6. The Diffie-Hellman key exchange

If a third person, for example E, listening to transmissions from 4 and B. In this case E has access to p, g, g“ mod p and g” mod p.
In this case, one wonders why it is not possible for £ to calculate a or b to obtain the secret key. It may apparently seem simple to
calculate a = logg (g°)orb= logg (¢”). But this is not the case because we work here in mod p. This involves calculating a discrete
logarithm. Or bitter literature, there is no quick solution to this day to calculate. £ is therefore unable to determine (g mod p) > mod
p.

P must be large enough to prevent an exhaustive search [ 14]. Currently, using a prime number p of the order of 500-1024 numbers
and a and b of the order of 100 numbers, it is impossible to determine the secret key, even with the best algorithms for solving
discrete logarithm. To use this system you must build multiplicative groups (Z/ pZ) *, prime numbers p and in each case a group
of generating element (or at least a generator under a large group). For example SSH protocol uses numbers Sophie Germain to
build these.

3.2 Weakness of the Diffie-Hellman Key Exchange

The biggest problem when using the Diffie-Hellman key exchange is the attack of the man in the middle [15]. This attack allows an
attacker £ to insert in the communication between A and B, he create a common key with 4 and do the same with B. So 4 and B think
that they communicate directly when in reality each therefore communicates with E. In this attack £ exploits a lack of identification
between 4 with B. The protocol Station to Station (STS) for example combine the Diffie-Hellman key exchange with the public key
signature, ensuring mutual authentication of the two parties so as to avoid the attack man in the middle.

4. Diffie-Hellman Key Exchange Applications

4.1 Programming Language

To implement our application we used the Java language, Java is a general programming language developed by Sun Microsystems
its syntax is close to the C [16]. Its characteristics and its rich ecosystem and its community have enabled it to be widely used for
the development of very disparate types of applications. Java is particularly widely used for the development of business and
mobile applications. We chose this language for several reasons:

* 97% of business machines have a JVM installed

« Java is downloaded over a billion times each year

* There are over 9 million Java developers worldwide

* Java is one of the most used languages in the world

* More than 3 billion mobile devices can implement Java

* More than 1.4 billion smart cards using Java are produced each year

4.2 LSB Method (Least Significant Bit)

72 Progress in Computing Applications Volume 7 Number 2 September 2018




The LSB method [17] used substitutes the two significant bits of the pixels values coding an image « Figure 7 ». A Bitmap image
is an array consisting of a set of pixels. For each pixel, the color is coded with three bytes: one for red, one for green and one for
blue [18]. Each byte indicates the intensity of the corresponding color, on a level from 0 to 255. Move from one level N to a level
N - n, where n is very small changes slightly the color and this is precisely on which is based LSB method. If we takes a byte
corresponding to one of the three colors of a pixel (for example 01101011), and we change the last bit, it does not change much the
color [19]. In our example (01101011), 1 corresponds to the least significant bit. The idea is to replace the least significant bit by
that information that we wish to conceal.

11011011

R = 1101101X

11011010

10010111

G = 1001011X

10010110

10010101

B = 1001010X

N

10010100

Figure 7. Least significant bit process

4.3 Key exchange process

In our application, the user begins by connecting via a user name and an IP address « Figure 8 », the list of users connected
to the network is shown to him. Then, he selects the user with whom he wishes to exchange a key and an image to be
transmitted.

|&] &pplication D'échange De Clés Diffie Hellmen

Deconnect
Bienvenue :  Khaldi Amine Adresse IP @ 127.0.0.1

Show Hstory

List Clisnts Connecter :
Al

[Benzina Moatez/@127.0.0. 1

jLabel2

Serd Message
Valeur Final "8" :

Figure 8. Main application interface

Once these parameters chosen and approved, a tripling of prime numbers P, Q and a is generated, 4 is calculated (4= P* % Q). The
triple 4, P and Q are then hidden by the LSB steganography algorithm in the previously selected image by the LSB algorithm and
transmitted to the user B « Figure 9 ».

Upon receipt of the image, B extract the triple 4, P and Q, then it generates a prime number b and calculates B (B= P® % Q), the
result is hidden by the LSB algorithm in the image and transmits to 4.
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After these exchanges, both part 4 and B have all the necessary information to calculate the key “S”. User B will calculates S=
A% % Q and user B calculates S = B* % Q. The calculated key will be identical for both users « Figure 10».

Connection to the application
with a user name and password

' Selection of the receiver and the
image to use for the exchange

..:.P'I'il”_’lﬂ number generation (P, Q. aj
and calculation of A

Binary transformation of the
data to be wansmitted

Data insertion in the selected
image by the LSB algorithm

| Watermark the image comer and

send the image to theuser B
Recenlng% No i
< theresponse from | Await |

user B

l‘-.?eﬂficaﬁnnifthe Image was not mtatedJ

l Bextraction and & calculation J

P "

l Hash the 8 by the MD5 algorithm J

[ 128 bitkey generated J

Figure 9. Diffie-Hellman key exchange algorithm

A hash is done on the key S using the MD5 algorithm [20] which allows us to obtain a 256-bit key. The hash of the same message
still generates the same result we so the same key will be generated.

Before any transmission a digital watermarking is performed on the image, it allows us to label the right corner of the image. The
receiver should check this watermark before any extraction to prevent any rotation of the image, if the watermark is not on the right
corner the receiver will rotate the image before data extraction. This mechanism makes our steganography invariant to rotation.
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Figure 10. Key generation

This application provides a reasonable calculation time and the changes to the image are not perceptible « Fig.11 », however, it
only uses Bitmap images that are heavy images and little used today. We worked on images that are not compressed. If our image
is compressed in a destructive format like JPEG, concealed information will be lost.

(@) (b)

Figure 11. Steganography transparency. (a) The original image. (b) The stéganographied image

5. Conclusion

In this paper we have presented a new approach for the Diffie-Hellman key exchange, this exchange requires the establishment of
a secure channel or a digital signature for authenticating users and avoid a man in the middle attack, the use of steganography
allowed us to realize the information transfer and the establishment of a symmetric key discreetly and secretly. This application
modifies the last significant bit values (RGB) of a bitmap file, to improve this application we could use a JPEG file and hide the
message in the DCT coefficients of this file, these images are more used and more widespread on the Internet.
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